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© Copyright 2023 GANTNER Electronic GmbH

Operating instructions, manuals and software are protected by copyright. All rights are reserved. Copying, duplication, translation,
installation in any electronic medium or machine-readable form in whole or in part is prohibited. The sole exception is represented
by creation of a back-up copy of software for own use as a safeguard, so far as this is technically possible and recommended by us.
Any infringement will render the party committing such infringement liable to compensation payment.

Liability

Any claims against the manufacturer based on the hardware or software products described in this manual shall depend exclusively
on the conditions of the guarantee. Any further-reaching claims are excluded, and in particular, the manufacturer accepts no liability
for the completeness or accuracy of the contents of this manual. The right is reserved to make alterations, and alterations may be
made at any time without prior notice being given.

Trademarks

Attention is drawn at this point to markings and registered trademarks used in this manual. All product and company names, which
are mentioned in this manual, are only used for identification and explanation purposes. Some of these names may be trademarks
or registered trademarks of the corresponding company.

Contact
The contact information for questions regarding GAT ACE 7000 or for general enquiries is listed below:

Contact address of manufacturer
GANTNER Electronic GmbH
Bundesstral3e 12

6714 Nuziders, Austria
www.gantner.com/locations
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A General Warning and Safety Instructions

Dear Customer,
We congratulate you on selecting a product (appliance or software) from GANTNER Electronic GmbH. Our aim is to ensure our
product operates with safety and to your complete satisfaction. To achieve this aim, please take this opportunity to familiarize

yourself with the following guidelines:

1. The installation, commissioning, operation, and maintenance of the product must be carried out in accordance with the technical
conditions of operation as described in the corresponding product documentation.

2. Before installing, commissioning, operating, or maintaining the product, it is essential to read the corresponding chapter of this
manual and observe the instructions and information therein.

3. If there are some points that are not entirely clear, please do not take a chance. All queries can be clarified by your GANTNER
representative or by ringing the GANTNER support hotline.

4. Where not otherwise specifically documented, the appropriate installation, commissioning, operation and maintenance of the
product is the customer’s responsibility.

5. Directly on receipt of the goods, inspect both the packaging and the product itself for any signs of damage. In addition, check
that the delivery is complete and includes all accessories, documentation, auxiliary devices, etc.

6. If the packaging or product has been damaged in transport, or should you suspect that it may have a fault, the product must not
be put into service. Contact your GANTNER representative who will resolve the problem as quickly as possible.

7. The installation, commissioning, and servicing of our products must be performed by suitably trained personnel. In particular,
electrical connections must only be made by correspondingly qualified specialists. Always observe the relevant installation
regulations in accordance with the national Electrical Engineers Association (e.g., OVE [Austrian], VDE [Germany]).

8. Where not otherwise stated, installation and maintenance work on our products must be carried out when disconnected from
the power supply. This particularly applies to appliances that are normally supplied by low-voltage current.

9. Itis prohibited to alter the products or remove protective shields and covers.

10. Do not attempt to repair a product after a defect, failure, or damage is detected. In addition, do not put the product back into
operation. In such cases, it is essential to contact your GANTNER representative or the GANTNER support hotline.

11. GANTNER Electronic GmbH accepts no responsibility for any injuries or damage caused as a result of improper use.
12. Although care is taken and we are continuously aiming for improvement, we cannot completely exclude the possibility of errors
appearing in our documentation. GANTNER Electronic GmbH therefore accepts no responsibility for the completeness or the

accuracy of this manual. The right is reserved to make alterations at any time without prior notice.

13. Should you discover any fault with the product or in its accompanying documentation, or you have any suggestions for
improvement, you may confidently inform your GANTNER representative or GANTNER Electronic GmbH directly.

14. We especially look forward to hearing from you if you just want to tell us that everything is functioning perfectly.

We wish you a successful experience with our product and look forward to welcoming you again as a customer soon.
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1.1

1.2

INTRODUCTION

About this manual

Chapter "1. INTRODUCTION" of this manual provides an overview of GAT ACE 7000 and describes its main features.
Also defined in this section are the most important terms used throughout the manual.

Chapter "2. INSTALLATION" describes the system requirements for GAT ACE 7000 and how to configure the
database. Also available here is an overview of the installation options. Following on from this is a detailed description
of the installation process for GAT ACE 7000 and its additional components such as the .NET Framework and
database.

Chapter "3. STARTING GAT ACE 7000 VIEWER" outlines the initial start-up process for GAT ACE 7000 including
how to complete the one-off configuration requirements such as establishing the database connection.

Chapter "4. SOFTWARE SETTINGS" includes the general configuration settings for GAT ACE 7000 including the
database settings, the settings for synchronising directories, and the role and user settings. These settings usually
only need to be defined once after installing GAT ACE 7000, however, they can be viewed and changed at any time.

Chapter "5. OPERATION" describes the layout of the GAT ACE 7000 interface and how to use the main fucntions
therein. In addition, the most important instructions required to configure an access control system are outlined here.
This chapter also includes a detailed description of all the functions available in GAT ACE 7000.

In chapter "6. AUTORIZATION MANAGEMENT", information on the GAT ACE 7000 authorisation management
system is available. Different users can be created within the application and each assigned various rights. For
example, the facility operator can be assigned to the role of administrator, who can access all the settings and
functions in GAT ACE 7000, and employees of the facility can be assigned to the role of "Daily User", who can access
important functions in GAT ACE 7000 but cannot change the system configuration.

Chapter "7. DATA PROTECTION" informs you about the new EU General Data Protection Regulation and how GAT
ACE 7000 supports compliance with the requirements.

Formatting

Important, function-critical information is displayed in this manual using the following formatting (with sample text).
These instructions must be read and followed:

NOTE! This signal word is used to indicate important information, relating to the current topic, which must be read
and followed in order to complete a task.

www.gantner.com HB_GAT-ACE7000--InstBed-EN_22 7
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Important, but not safety-critical, information and helpful tips are formatted as follows (with sample text):

°  The text next to this symbol contains interesting information relating to the current topic. The information will
H help you better understand the description in this section or provide interesting tips for using the software.

Action steps, to be performed by the reader, and the results of these actions are formatted as follows.

» This symbol represents an action or instruction that you must follow.

o This symbol represents the result after executing the previous action.

General information

GAT ACE 7000 is a middleware application for configuring access control systems that include controllers and other
peripheral devices from GANTNER Electronic GmbH. It serves as an interface and controls all communication
between the controllers and the higher-level software. GAT ACE 7000 runs on a Microsoft Windows® operating system
(see "2.2.1 Supported operating systems for GAT ACE 7000").

The structure of the access control system is defined in GAT ACE 7000. This structure includes the settings,
configurations, addresses, and communication parameters for each controller. In addition, GAT ACE 7000 also offers
the possibility to evaluate the controller bookings and to view the communications log.

GAT ACE 7000 consists of a Windows® service, which operates in the background and manages the communication
requirements, and a user interface ("GAT ACE 7000 Viewer"), which is used for system configuration and
management of the service. As the user almost always interacts with the application via the graphical user interface,
the term "GAT ACE 7000" is used in this manual to refer to the user interface component of GAT ACE 7000.

The assignment and management of access rights to individuals or data carriers is carried out by a higher-level access
control application, which is a separate application to GAT ACE 7000. For this purpose, GANTNER provides GAT
Matrix as the ideal partner to combine with GAT ACE 7000. In addition, building management and monitoring systems
can also operate effectively with GAT ACE 7000.

GAT 7000 ACE manages GANTNER’s latest 7000 series access controllers, e.g., the GAT DC 7200. Previous
controller series, such as the GAT Terminal 3000 and GAT Terminal 3100, are managed by GAT ACE 3000 for which
a separate manual is available. GAT ACE 3000 and GAT ACE 7000 can be installed and operated in parallel. For the
user granting access authorizations in GAT Matrix, only minor differences exist between the two GAT ACE variants,
e.g., GAT ACE 7000 can distinguish between and use different types of data carriers.

It is possible to install GAT ACE 7000 and GAT Matrix, GAT ACE 3000 and/or another access control application, on

a single computer, or alternatively, to install GAT ACE 7000 on a central server thereby allowing mulitple GAT Matrix
installations (clients) to share the same GAT ACE 7000 database (see chapter 2.3.2. Installation of GAT ACE 7000 ).

HB_GAT-ACE7000--InstBed-EN_22 www.gantner.com
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1.4

1.5

1.6

Features of GAT ACE 7000

- Bi-lingual (English & German languages supported)

- Runs on all modern Windows operating systems (32- and 64-hit)

- Communication channels limited only by the hardware

- Communication via TCP/IP network

- Atotal of 999 GAT ST 210, GAT ST 22x and TAC per system

- Atotal of 4095 GAT DL 3xx, GAT DL 73xx and GANTNER locker locks per system
- Interface to GAT Matrix and other access management systems

- Interface to SALTO ProAccess SPACE software

- Rapid communication speeds with the controllers (parallelization) and management software
- Encrypted communication with GAT DC 7200 controllers via TLS/SSL possible
- UPS status display for the controller

- Service runs without requiring user login

- Direction of movement recognized

- Attack PIN code (i.e., duress code)

- Controller initialization

- Setting of controller addresses

- Memory allocation

- Supports both online and offline controllers

- Location-specific updating for offline devices

- Virtual doors for an advanced system configuration

- Display of access and time bookings

- Read/write CardNET data for time systems

- Direct control of controller via commands

- Logging of events and communication

- Scheduler for the automatic activation of system tasks

Supported devices

GAT ACE 7000 supports Series 7000 online access controllers from GANTNER Electronic GmbH. This currently
includes the GAT DC 7200. In addition, the following offline devices are supported:

- GAT DL 32x - GAT ST 210 - GAT DL 73xx

- GAT DL 34x - GAT ST 220/225 - GAT ECO.Side Lock 7000 NW BA CardNET
- GAT DL 350 - TAC - GAT ECO.Lock 7100 NW BA CardNET

- GAT DL 360 - GL7p.2300 CardNET, GL7p.330x CardNET
- GAT DL 370

The GANTNER device’s support capability has been tested with the latest firmware version of the device. Devices
with older firmware versions must be updated to ensure that communication between GAT ACE 7000 and the
device is possible.

Transferring data to offline devices is done using one of the following devices.
- GAT DL 092 - GAT MT 010 - Remote Sync

Terminology

Some terms are used frequently in this manual and these are defined as follows.

www.gantner.com HB_GAT-ACE7000--InstBed-EN_22 9
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Access control software
This term describes software of a higher level than GAT ACE 7000, e.g., the GAT Matrix software package from
GANTNER Electronic GmbH, which is used for the granting and administration of user authorisations.

User
The term “user” describes the person operating GAT ACE 7000. Multiple users can be created in the system, each
with a personal username and unique password.

Person

In this manual, “person” refers to the end user of the access system, which is normally a company employee. For
every person who should have access, an individual data set is created in the access control system, e.g., GAT Matrix,
and a data carrier with uniqgue number assigned for identification. The data set includes data such as the staff card
number, data carrier number (also called card number), PIN code, and assignment to a group or fingerprint data.

Data carrier

Data carriers are used for identification at readers connected to a controller. Depending on the device, various types
of data carriers can be used with the reader, e.g., contactless RFID cards, or magnetic and infrared cards. The
contactless data carriers are available in various shapes and sizes including cards, key tags, and wristbands, and for
different kinds of identification systems (LEGIC prime, PROXY, MIFARE®, ISO 15693, ISO 14443A, ISO 14443B).

Controller / terminal

The terms “controller” and “terminal” are synonymous in this manual and refer to the devices used to read the data
carriers of persons at doors, check access authorisations, and electronically lock and unlock the doors accordingly.
With a built-in RFID reader, the controllers can directly read data carriers or, as with the GAT DC 7200 controller, use
one or several remote reading devices for reading the user data carriers.

The controllers are managed in GAT ACE 7000. A web interface allows access to the controllers in order to edit their
configuration data.

A distinction is made between online and offline controllers. Online controllers are equipped with a network interface
that allows them to connect to a local network (Ethernet). Online controllers allow a direct connection, thus enabling
a direct configuration and a real-time status display. Offline controllers are not equipped with a network interface. The
configuration of and the communication with these controllers is performed on-site, using a programming device, via
corresponding data carriers, or over radio frequency.

Inputs / outputs

Most controllers are equipped with one or more digital optocoupler inputs to identify the door status and relay outputs
to control equipment, e.g., the unlocking relay of a door. The functionality of these inputs and outputs can be set
precisely during the configuration of the controller.

Door

In this manual, the term “door” refers generally to the access point being monitored and controlled. In most cases,
this is a door that restricts access to a room within a facility. It is also possible to control and monitor a turnstile or a
driveway with an access gate. The principle of access control, i.e., the configuration process in GAT ACE 7000, is
identical in each of these cases.

However, it is important to clearly distinguish between door and controller as a single controller can control several
doors, depending on the type of controller.

Reader

One or several readers are connected to each controller or are installed on a permanent basis. Identification is
performed at the readers using data carriers with read data transmitted to the controller where the evaluation is
performed. Depending on the reader model, data can also be written onto the data carrier by the reader.

There are various reader models, e.g., separate reader units connected to the controller via RS-485 interface. There
is a further distinction made between close-range readers and long-range readers, the latter enabling an identification
at a distance of several meters.

HB_GAT-ACE7000--InstBed-EN_22 www.gantner.com
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CardNET

This term describes a type of operating mode for offline controllers and offline locker locks. It is important here to
distinguish between CardNET G1 and CardNET G2.

CardNET means that for the configuration of the controllers on-site, a programming device is used. The authorizations
of the persons are then stored on the data carriers.

The authorization data of the persons for offline controllers and locker locks is sent by the access control software
(e.g., GAT Matrix) to specific, specially designated, online controllers in the access system. At these online controllers,
the authorization data is written directly onto the data carriers. These special online controllers must support the
read/write function (read/ write or CardNET function) and the readers must be enabled (authorized) with an
authorization card for writing to LEGIC and DESFire data carriers. The data carriers must therefore be valid and
configured for this use.

CardNET G1 supports LEGIC prime and LEGIC advant data carriers only and can store max. 10 doors and 30 door
groups on the data carrier.

CardNET G2 supports LEGIC advant and MIFARE DESFire and is not limited to the 10 doors and 30 door groups
storage. CardNET G2 is supported by the following devices:

- Offline controllers GAT DL 32x and GAT DL 34x

- Readers GAT SR 73xx and GAT SLR 73xx

- Readers GR7.xxxx

- Door controllers GAT DC 7200

- Locker locks GAT ECO.Lock 7100 NW BA CardNET, GAT ECO.Side Lock 7000 NW BA CardNET, GL7p.xxxx CardNET

- Time & Attendance terminals GAT ST 38x/39x EVO PoE

Older devices with the FLEX protocol (e.g., GAT Terminal 3100, 3000, 2500, GAT SR 3xx and GAT SLR 3xx, and
the GAT ST 38x/39x) only support CardNET G1.

It is also possible to use combi data carriers that combine CardNET G1 and G2 on a single data carrier. This allows
different authorizations for different doors on one data carrier to be realised. Not all variants of G1 and G2 are
possible with a combi data carrier:

- G1 LEGIC prime and G2 LEGIC advant = It is possible.

- G1 LEGIC prime and G1 LEGIC advant = It is possible.

- G1 LEGIC advant and G2 LEGIC advant = It is not possible.

WINET

This term describes a type of operating mode for offline controllers. WINET means that the offline terminals are
equipped with a radio connection that allows them to communicate with an online controller. The configuration and
authorisations are administrated via the radio network.

SPACE / ProAccess Space

This is a SALTO software solution used to manage users, data carriers and SALTO access control readers in a
facility. GAT ACE 7000 provides an interface to SALTO Space to allow common management of SALTO doors and
users in GAT Matrix.

SALTO Virtual Network (SVN)
The SALTO SVN is a 'Data on Card System' with patented read and write functionality and encrypted data transfer.
In the SVN, the authorizations are stored on the data carrier.

Schedule

A schedule defines access authorisations and controller functionalities and can be established for a controller
(Generally Open Schedule or Door Schedule) or for persons (Staff Schedule).

www.gantner.com HB_GAT-ACE7000--InstBed-EN_22 11
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Generally open schedule / Door schedule

A “generally open schedule” can be assigned to a controller and determines which controller functionalities should
be active at a point in time. With a generally open schedule, it is possible to unlock a door for a certain period,
activate a special relay schedule, or disable alarms without requiring identification.

Personnel schedule

A personnel schedule defines access authorisations for each day of the week, as well as for 10 types of special
days. Personnel schedules are assigned to persons and controllers in the access control software thereby defining
the type of access authorisation granted at each controller.

Special rights

Special rights can be assigned to any person, for single or multiple doors, provided the controllers that control these
doors are also configured for the special rights option. Different types of special rights are possible (see full description
in the GAT Matrix manual) and some examples include:

- Following identification, the controller’s “special rights” relay output is activated in addition to the normal unlocking
operation. This can be used, e.g., to control a second parking barrier.

- The activation or deactivation of an alarm system at a controller equipped with a control relay.

- Special verification functionality, e.g., the use of a PIN code instead of a fingerprint.

- Activate or deactivate the anti-pass-back blocking function or only show infringements of this function.

- Activate or deactivate the double-booking blocking function or only show infringements of this function.

- Activate or deactivate the pool management blocking function or only show infringements of this function

Threat PIN code

Depending on the configuration and staff data, a PIN code can also be configured for access authorization in
addition to identification via data carrier. In this case, it is also possible to define a threat PIN code for additional
security. The threat code is combined with the respective PIN code to trigger a covert threat alarm when an
unauthorized door opening is obtained by force.

Bookings
Whenever an event, e.g., identification of a person, alarm messages, etc., occurs at a controller, a booking is
generated and recorded in an internal log. These bookings can be saved and evaluated in GAT ACE 7000.

GAT locker lock

A battery-powered lock that is used for the electronic locking of lockers, e.qg., in office applications. The users are
identified at the lock by means of contactless RFID data carriers. GAT ACE supports different types of locks (GAT
ECO.Lock 7100 NW BA CardNET, GAT ECO.Side Lock 7000 NW BA CardNET, GL7p.xxxx CardNET). In this
manual and in GAT ACE 7000, the shortened term "GAT Locker Lock" is used for these locks.

GAT DL 73xx

Offline controller for the autonomous control of doors (without network connection). The GAT DL 73xx is mounted
next to the door being controlled and reads contactless RFID data carriers that the users use for identification. Note:
The GAT DL 73xx is a GAT SR 73xx or GR7 reader with special firmware.

UPS

An abbreviation of uninterruptible power supply, this is an emergency power supply with battery to ensure that
power is supplied to the controller even in the event of a power failure. For example, the GAT SP 074 UPS Online
30W (Part No. 1104717) from GANTNER can be used. The charge status is shown on the controller display in GAT
ACE.
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2 INSTALLATION

2.1 Hardware requirements

Depending on the type of configuration required for the PCs/servers, different installation requirements must be
considered for GAT ACE 7000 and the accompanying access control software, e.g., GAT Matrix.

2.1.1 Configuration example 1

PC

| GAT Matrix
GAT ACE 7000
Database I @ Database

v

GAT ACE 7000 | GAT Matrix

Service (Server + Client)
/ \ '
GAT ACE 7000
Viewer
TCP/IP .

Figure 2.1 - Installation of GAT ACE 7000 and GAT Matrix on the same PC

2.1.2 Configuration example 2

PC3
PC1
GAT ACE Databases GAT Matrix Database
S A S 3
Relaxx Database
GAT ACE 3000 b " = -
g == PC4
e
TCP/IP

GAT ACE 3000 | | GAT Matrix | —_
Service | | Client Y

TCPIP \\
& g o PC5 ||
4 & 8 H

PC2 g GAT Matrix [
T Client R |
|
GAT Matrix il
/ Person Import Service //' /
/
//“
PC 6 GAT Licence
GAT ACE 7000 Service
Service
/ / R°'s’:fv§92° GAT Matrix / — Database connections
— Software connections

TCP/IP 3 :
Matrix components

Relé)l(x 2020
=T e ient
g4 & &

All connections
via TCP/IP

Figure 2.2 — GAT Matrix and GAT ACE 3000/7000 installation on different PCs, GAT Matrix and GAT ACE databases on own PC
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Hardware recommendations for PCs:

- IBM compatible PC, e.g., Core i5, 3 GHz or equivalent CPU
- Network card (TCP/IP)

- PC interfaces: Ethernet (TCP/IP) and USB

- Internet access for updates

- Monitor (1024 x 768 min. resolution)

- Internet browser - Internet Explorer 7.0 or later version

Computer hard drive and RAM requirements for each application:
- Free RAM: Approx. 1 GB for GAT ACE 7000
Approx. 2 GB additionally for Microsoft SQL Server 2014 Express

- Free hard drive: 20 GB (for protocol and configuration data)

Depending on how many applications are installed on each PC, the total minimum requirement for the PC must be
calculated.

2.2 Software requirements

2.2.1 Supported operating systems for GAT ACE 7000

- Microsoft Windows® 10 (Pro, Enterprise), 64-bit

- Microsoft Windows Server® 2008 R2, 64-bit

- Microsoft Windows Server® 2012, 64-bit

- Microsoft Windows Server® 2012 R2, 64-bit

- Microsoft Windows Server® 2016 (Essentials, Standard, Datacenter), 64-bit

- Microsoft Windows Server® 2019 (Essentials, Standard, Datacenter), 64-bit

The Server Core installation option of Windows Server® 2008, Windows Server® 2008 R2, or Windows Server 2012
is not supported by GAT ACE. In addition, RT, Starter, Home, Small Business, and Web editions are not supported.

NOTE! Please note that GANTNER Electronic GmbH can only provide support assistance when GAT ACE 7000 is
installed on a German or English version of Windows.

NOTE! The customer must provide the required licenses, e.g., for the operating system or database.
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2.2.2 Database server

Supported databases:

- Microsoft® SQL Server® 2008 R2 Express
- Microsoft® SQL Server® 2008 R2

- Microsoft® SQL Server® 2012

- Microsoft® SQL Server® 2012 Express

- Microsoft® SQL Server® 2014

- Microsoft® SQL Server® 2014 Express

- Microsoft® SQL Server® 2016

- Microsoft® SQL Server® 2017

- Microsoft® SQL Server® 2019

NOTE! The updated system requirements for Microsoft® SQL Server® can be found via the following link:
https://technet.microsoft.com/de-de/library/ms143506.aspx

NOTE! Please note that the GAT ACE installation package does not contain a database server; however,
the Microsoft® SQL Server® Express database is freely available. If a full version of the SQL database is
required, this must be provided by the IT system administrator.

It is recommended to also install Microsoft SQL Server Management Studio Express. This application is included in
the GAT ACE 7000 installation package.

NOTE! When using the Express version of Microsoft® SQL Server®, ensure the database maintenance function is
enabled to keep the database size to a minimum.

For the folder where the database is located, the following points must be observed:

- Antivirus software is not allowed to scan the folder. Refer to Microsoft's recommendations:
(https://technet.microsoft.com/de-de/library/ms144228.aspx).

- Automatic backups of the folder are not permitted.

2.2.3 Microsoft .NET Framework

For the operation of GAT ACE 7000, the .NET Framework 4.7.2 must be preinstalled.
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Installation of GAT ACE 7000

This section describes the GAT ACE 7000 installation process and is valid for computers that do not already have
an older access control system from GANTNER Electronic GmbH installed.

» Start the installation of GAT ACE 7000 by double-clicking on the "Setup.exe" file in the installation package.

Installation of SQL Server 2019 Express

A database is required for GAT ACE 7000. This section can be skipped if a database server is already installed.
Otherwise, install a database server now. Microsoft® SQL Server® 2019 Express is available to download from the
GANTNER Partner website and can be used for a database.

NOTE! Microsoft SQL Server Management Studio is also included in the installation package. It is recommended
to also install this application to ensure the optimal environment for the maintenance and service of GAT ACE 7000.

NOTE! This section describes the most important points for installing Microsoft SQL Server 2019 Express.
Database servers have many more configuration settings. To define these, MS SQL Server Management Studio
Express is included in the GAT ACE 7000 installation package. Contact your database administrator for advice on
configuring advanced settings.

» To install the Microsoft SQL Server 2019 Express database server, open the SQL Server directory in the
installation package and double-click on the "Setup” file.

o The database installation wizard starts.
» Click on "Continue >>".

o The installation wizard guides you through the installation of Microsoft SQL Server 2019 Express.
» Confirm the license conditions.

o The "Setup Support Files" are installed, and the following dialog opens. The individual installation
steps are shown to the left and the installation settings are configured in the middle.
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T SOL Server 2019 Setup

Feature Selection

Select the Express features to install.

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

@ Looking for Reporting Services?

Features:

e Features
Database Engine Services
[_I' SQL Server Replication
[ Machine Learning Services and Language
Or
[ Python
[TJava
Full-Text and Semantic Extractions for Se:
[ PolyBase Cuery Service for External Data

In:

ES

[] Java connectar for HDFS data sources v

Clmed P

< >

Download it from the web

Feature description:

Gantner

The configuration and operation of ea

instance feature of a SOL Server instance is
isolated from other S0L Serverinstances, SQL v

ch -

Prerequisites for selected features:

Already installed:
- Windows PowerShell 3.0 or higher
i Microsoft Visual C++ 2017 Redistr

Disk Space Requirements

ibutable ¥

Drive C: 1423 MB required, 93067 ME available

Select All Unselect All

Instance root directory:

C\Program Files\Microsoft SOL Servert,

Shared feature directory:

Shared feature directory (x86):

CA\Program Files\Microsoft SOL Serverl,

C\Program Files (x86)\Microsoft SOL Server\,

< Back Mext >

Figure 2.3 - Microsoft SQL Server 2019 Express - option configuration

|

» Click on “Next >” until the “Server Configuration” window is displayed.

T SOL Server 2019 Setup

Server Configuration

Specify the service accounts and collation configuration.

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Service Accounts  Collation

Microsoft recommends that you use a separate account for each SQL Server service.

Service

SOL Server Browser

Account Name

SQL Server Database Engine LN NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL ...

Password Startup
Automa

Automa

[] Grant Perform Volume Maintenance Task privilege to SOL Server Database Engine Service

Cancel

It is important to select the “Database Engine Services” option. This ensures that the SQL Server is installed as
a Windows Service.

O X
Type
tic w
tic -

This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
to information disclosure by allowing deleted content to be accessed,

Click here for details

Figure 2.4 - Microsoft SQL Server 2019 Express — Server configuration

|

In this window, define the user account under which the SQL Server will operate. If you have created a

dedicated user account specifically for the SQL Server, enter the details here. Otherwise, the 'NT
AUTHORITY\SYSTEM" account should be used.

during Windows start-up.
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» Click on "Next >" to continue to the "Database Engine Configuration” window.

o Here the login method and the administrators for the SQL server are defined.

% SOL Server 2019 Setup - O X

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memery limits, and Filestream settings.

Install Rules Server Configuration Data Directories TermpDB  Memory User Instances  FILESTREAM

Feature Selection
Specify the authentication moede and administrators for the Database Engine.

Feature Rules

Instance Configuration Authentication Mode

Server Configuration

Database Engine Configuration

(O) Windows authentication mode

(®) Mixed Mode [SOL Server authentication and Windows authentication)
Feature Configuration Rules

Installation Progress Specify the password for the SQL Server systemn administrator (sa) account.

Complete

Enter password: |"'

Confirm password; [#seesessesassessass |

Specify SOL Server administrators

BWLTIN'\ADMIN]SR-#TURS - SOL Server administrators have
V-WINT-X5d\Administrater (Administrator) unrestricted access to the Database
Engine.
Add Current User Add... Remove
< Back Next > Cancel

Figure 2.5 - Microsoft SQL Server 2019 Express — database configuration

» For local installations, e.g., one where GAT ACE 7000 and GAT Matrix are installed on the same PC/server,
select the “Mixed Mode” option. The password that is later used in GAT ACE 7000 for the user “sa” is
predefined by GANTNER. You can change this to your own, customer-specific password during installation. If
you require the password specified by GANTNER, please contact GANTNER Support.

NOTE! When using your own password, use a strong password. The password should be at least 7 characters long
and contain at least one uppercase letter, one lowercase letter and one number. Please follow the IT guidelines that
apply to you.

» An alternative to Mixed Mode is the “Windows authentication mode”. This option uses the current Windows
user login data for database login.

» For “Mixed Mode”, you can define Windows user accounts that will have administrator rights for the server. This
is done using the “Add Current User” and “Add” buttons.

» Finally, keep clicking on “Next >” until the installation is complete.
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2.3.2 Installation of GAT ACE 7000

Once all the previously described components are installed (Windows Installer 4.5, .NET Framework Version 4.5,
SQL Server database), the installation of GAT ACE 7000 proceeds as follows.

NOTE! GAT ACE 7000 must be installed by an administrator with full user rights.

» Open the folder with the installation package of GAT ACE 7000.
» Double-click on the “setup.exe” file.

o The installation wizard opens.

Welcome to the GAT ACE 7000 Setup
Wizard

The Setup Wizard will install GAT ACE 7000 on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

Gantner

technologies

Figure 2.6 - GAT ACE 7000 installation - step 1

» Click on “Next”.

End-User License Agreement

Please read the following license agreement carefully G a n tn e r

technologies

Dear Customer,

Congratulations on the purchase of a software product from Gantner
Electronic GmbH. In order to ensure that our software works to your
satisfaction, reliably and without faults, we recommend that you read
carefully the installation and operation instructions in the corresponding
user manual and that you use the software for the purpose intended, i.e.
in accordance with the conditions set out in the user manual. If you do
not have the user manual, you can order this any time from Gantner

[ PR N Y

(V11 accept the terms in the License Agreement

Figure 2.7 - GAT ACE 7000 installation - step 2
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» Read the license agreement information and click on the “l accept the terms in the License Agreement” option

to accept the licensing terms.
» Click on “Next”.

Choose Setup Type

Choose the setup type that best suits your needs G a n t n e r

technologies

Installs the most common program features. Recommended for most users.

Custom
Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete
All program features will be installed. Requires the most disk space.

Figure 2.8 - GAT ACE 7000 installation - step 3

» Select the type of installation (standard = "Typical"):

- Typical: Installs GAT ACE 7000 (service and client) and the most important components of the application.

This is the default option for most users.

- Custom: Allows you to select the installation location and the individual components to be installed by GAT
ACE 7000. The following window appears when this type of installation is chosen. Here, "GAT
ACE 7000 Viewer" represents the graphical user interface and "GAT ACE 7000 Service"

represents the windows service.

ﬂ GAT ACE 7000 BETA Setup —

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

\T ACE 7000 Viewer
= ~ | GAT ACE 7000 Service
= ~ | TeamViewer

This feature requires OKE on your
hard drive.

Reset Disk Usage Back Cancel

Figure 2.9 - GAT ACE 7000 installation - Custom Setup
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» Select the components you want to install.
o A white symbol in front of a component indicates that it is selected for installation.
» To change the installation status of a component, click on the icon in front of the component and

select the desired action. For example, if the GAT ACE 7000 server is already installed on another
server/PC and you only want to install the client, select “Entire feature will be unavailable” for the

server.

: =3 Will be installed on local hard drive
=38 Entire feature will be installed on local hard drive

=3 Feature will be installed when required !

Entire feature will be unavailable

» Now select the directory where you want to install GAT ACE 7000. If you do not want to use the
default directory, click on “Browse” to select a different directory.

» Finally, click on “Next”.

- Complete: This type of installation installs all the components of GAT ACE 7000 and requires the most disk space.

After selecting the type of installation, the following window opens.

ooy D -

Ready to install GAT ACE 7000 Gantner

technologies

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Figure 2.10 - GAT ACE 7000 installation - step 4

» Click on “Install” and confirm the following authorization request with “OK “.

o The installation process begins. A green bar indicates the progress of the installation.
» After installation is complete, click on “Finish” to exit the installation wizard.

o GAT ACE 7000 is now installed and ready for use.
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NOTE! Antivirus Software

In regards to anti-virus software, it is vital to pay attention to the following points:

- Exclude the installation directories of GAT ACE 7000 Service and GAT ACE 7000 Viewer from all anti-virus
scans. This includes scheduled real-time or live scans. For standard installations, this relates to the following
directories:

- For 32-bit Windows versions:
“C:\Program Files\GAT\GAT ACE 7000”
“C:\Program Files\GAT\GAT ACE 7000 Viewer”
- For 64-bit Windows versions:
“C:\Program Files (x86)\GAT\GAT ACE 7000
“C:\Program Files (x86)\GAT\GAT ACE 7000 Viewer”

- The components for the GAT ACE 7000 software must be excluded from a live scan of a virus software in order to
prevent the triggering of false virus alarms.

2.3.3 Windows Services settings

When the GAT ACE 7000 Windows service and the SQL database are installed on the same PC, it is possible that
the GAT ACE 7000 service starts before the SQL database. In this situation, GAT ACE 7000 cannot connect to the
database and subsequently fails to start.

For Windows 7 and Windows Server 2008, this issue is easily solved.

» Open the Windows “Run” dialog via the “Windows” + “R” keyboard shortcut.
» Type “services.msc” into the field then click on “OK".

o The Windows Services window opens.
» Search for “GAT ACE 7000” in the service list.

. Services r=E )

File Action View ?
€ |[EEaz HE >»enn

 Services (Local) || Name 3 Description Status Start Type Login As &

3 GAT ACE 7000 Gantner ACE 7000 Service Started  Automatic (Delayed Start) Local System

Figure 2.11 - Windows services

» Here, the “Start Type” must be set to “Automatic (Delayed Start)”. Right-click on the GAT ACE 7000 service
and select “Properties” from the pop-up menu.

o The Properties window of the GAT ACE 7000 service opens.
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2.3.4

2.3.5

Settings of GAT ACE 7000 (Local Computer) @
General Log-In l Recovery JrDependenciesi\“

Service Name: GATACE7000

Display Name: GAT ACE 7000

Description GAT ACE 7000 Service B

Path to EXE file:
"C:\Program Files(x86GATIGAT ACE 7000MGAT ACE 7000 Service exe"

StartType:  [fAutomatic (Delayed Start) v

Figure 2.12 — GAT ACE 7000 service settings

» In the “Start Type” field, select “Automatic (Delayed Start)”.
» Click on “OK”.

o This setting ensures that the GAT ACE 7000 service still starts automatically, but the start-up process
is delayed.

License

GAT ACE 7000 operates in combination with GAT Matrix and uses the GAT Matrix license for operation. Therefore,
the input of a license into GAT ACE 7000 is not required for standard operation. License data must be entered only
when additional extensions are being used or if GAT ACE 7000 is used in combination with a third-party application,
e.g., building management software or an external interface.

TLS certificate configuration

The communication between the GAT ACE 7000 server (Windows service) and the GAT ACE 7000 client, Matrix
client, Building Management Software, Access Management Software, and a GAT DC 7200 (from Version 3.0) can
be optionally encrypted using the TLS protocol. The GAT ACE 7000 server can use a certificate provided by the
customer or create a self-signed certificate by itself. The first option is strongly recommended.

To configure the TLS encryption, complete the following steps:
» Optional but recommended: Provide a certificate that can be used by the GAT ACE 7000 service for
identification with the client or GAT DC 7200.
a) The certificate for communication with the Matrix client or an access management software, etc., must be
provided by the IT system administrator and can be inserted in the Windows certificate store (see section
“2.3.6 Installing the TLS certificate”).
b) For encrypted communication with a GAT DC 7200, it is recommended to use the certificate created by the
GAT DC 7200 for GAT ACE 7000. Information regarding certificate creation and the necessary GAT DC
7200 configuration settings is provided in the GAT DC 7200 manual. The following is an overview of the
necessary steps.
1. Inthe GAT DC 7200 web interface, create a certificate via the “Configuration” menu -> “Security and
Users” -> “Certificates” tab -> “Create new self-signed certificate” button and restart the GAT DC 7200.
2. Download the certificate as a file (default name = “servercert.cer”).
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Import the file into the Windows certificate store (see section “2.3.6 Installing the TLS certificate”).

In the GAT DC 7200 web interface under the “Security and Users” section of the “Configuration” menu,
open the “General” tab and enable the “Use secure connection (SSL/TLS)” option.

CAUTION! After the certificate has been installed on the server, an insecure certificate is still
displayed in GAT ACE 7000 (¥ ). The GAT DC 7200 must be deactivated and activated to use the
installed certificate and display the corresponding icon ('.) (see also “5.2.2 Adding controllers”). This
can be done manually or automatically by GAT ACE 7000, which re-establishes the connection

3.
4.

automatically after 1 minute.

In the configuration files of the GAT ACE 7000 software, set the TLS function to “True” in order to use TLS for

>
communication. The configuration files can be found in the following locations (for a standard installation):

ACE 7000 component Default file path
$appdata%$\GAT\GAT ACE7\GATAce7.cfg

Client (User Interface)

c:\Program Files (x86)\GAT\GAT ACE 7000\GATAce7000.cfg

Server (Windows Service)

Table 2.13 — Default file paths for TLS configuration of the GAT ACE 7000 components

» When TLS is to be used, set the “issslactive” parameter in those two configuration files to “True” (otherwise, set

this parameter to “False”).
<issslactive TYPE="FIELD" ID="0" TEXT="" DESCRIPTION="">True</issslactive>

In the file “GATAce7.cfg”, the parameter is included twice. Set both to "True".

In the file “GATAce7000.cfg”, the parameter can be set for different interfaces individually. The first
section “Ace7Interface” (1) determines the communication between the service and the client Ul.

[e]

[e]

[&f D:AShare\GatAce7000.cfg - Notepad-++ - m] X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2 X
sOHEREGS . ey axBRS1EEBRe® BENBEB
1 <2xm ~
3 <AuthenticationMode T
4 <DatabaseName
5 <DatabaseServer T 'V-WegR-Win10\GANTNER</DatabaseServer>
6 <LoggerCleanUpDays "">11</LoggerCleanUpDays>
7 <Password >USWECW16K9pZv07/2/jibw==</Passy
8 U PZV07/2/3ibw==</T
9 H < Interface settings
10 e7Interface ce7Interface
11 <accesstokenexpir RIPTION="">3600</accesstokenexpirationinseconds>
12 <commandprotocol >LengthBytes</commandprotocol>
13 [ <displayname TYPE:
14 </displaynam
<encoding IELD" I
<endofframe TYPE="FIE
<endofnotificationframe >04</endofnotificationframe>
<isaccesstokenvalidat TION="">True</isaccesstokenvalidationactive>
<isauditinterface TV alse</isauditinterface>
2 <issslactive >True</issslactives|
<mustlogin >True</mustlogin>
<password 286d3tImkMB82z1+sUbh7hoONWtwOCExX26PS8NMo4sDHY=</password>
2 <portnumber T
<refreshtokenexpirationinseconds "">604800</refreshtokenexpirationinseconds>
<remotelocation T ">V-WEGR-WIN10</remotelocation>
2 <responsetimeout >2000</responsetimeout>
2 <serializer T Serializer</serializer>
2 <sslcertificatethu IPTION="">85E711B85CFE1417D5EDDE15229CF3AC11ABCD92</sslcertificatethumbprint>
2 <startofframe 02</startofframe>
<storelocatio: > entU: /storelocation>
1 <useunicodepasswordencoding TY >False</useunicodepasswordencoding>
20 - </AcelInterface>
3 H <MatrixInterface IYPE='"Gl ="Matrixinterface" "MatrixInterface">
<accesstokenexpir IELD" I " TEXT= ">3600</accesstokenexpirationinseconds>
<commandprotocol </commandprotocol>
<displayname TYPE="F
E </displayname> v
eXtensible Markup Language file length: 11033 lines: 127 Ln:20 Col:81 Sel:0|0 Windows (CRLF)  UTF-8-BOM INS

Figure 2.14 —Set parameter <issslactive> to “True”
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» Define the parameter “UseUnicodePasswordEncoding”. This parameter determines how the interface
password, which is used for the authentication handshake, is internally encoded. For GAT ACE 7000, set this
parameter to “False” (i.e., ASCII coding is used). When using a third-party software, the value of this parameter
can be changed. Example:
<useunicodepasswordencoding TYPE="FIELD" ID="0" TEXT="" DESCRIPTION="">False
</useunicodepasswordencoding>

» Setthe parameter "IsAccessTokenValidationActive"to "True". The parameter determines whether the

authentication with JWT token is activated, which should always be the case when using TLS. Example:
<isaccesstokenvalidationactive TYPE="FIELD" ID="0" TEXT="" DESCRIPTION="">True
</isaccesstokenvalidationactive>

» In case the certificate has been provided by the customer, set the used certificate in the same config file by
inserting the thumbprint in the parameter "sslcertificatethumbprint”. Example:
<sslcertificatethumbprint TYPE="FIELD" ID="0" TEXT="" DESCRIPTION="">3C6011A0F
3DI9C6CB8DF3DA60B160B80AD66D7465C</sslcertificatethumbprint>

Open the certification store with “Manage computer certificates” in the Windows start menu.

2. Select the desired certificate by double clicking on it.
3. Open the “Details” tab.
4. In the “Field” list, go to “Thumbprint” and copy this value.

[ certlm - [Certificates - Local Computer\Personal]
File Action View Help
e nE B 6= Hm

5 Certificates - Local Computer

-
Issued To Issued By Expiration Date  Intended Purposes  Friendly Name
~ [ Personal \

_ Certificates
Trusted Root Certification Authorities
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers
Untrusted Certificates
Third-Party Root Certification Authorities
Trusted People
Client Authentication |ssuers

| Certificate X

General Detals  Certification Path

Show: | <All> i N

Field Value " —
[E]Public key parameters == e———
{55 |subject Key Tdentifier - =

EBas\c Constraints -
IElkey Usage ——
—
DFr\end\y’ name

|=]Enhanced key usage (prope..,
[ElEvtandad validation

Preview Build Roots

Test Roots

e5IM Certification Authorities

Homegroup Machine Certificates

Smart Card Trusted Roots

Trusted Packaged App Installation Authorities
Trusted Devices == - == —— - = —=

Windows Live ID Token Issuer

Edit Properties. .. Copy toFile...

Figure 2.15 —Inserting a certificate provided by customer

5. Open both .cfg files of GAT ACE 7000 (see Table 2.13).
In the “Ace7Interface” section, find the “sslcertificatethumbprint” key and insert the thumbprint value.

In the sections of the interface that you want to configure, find the “sslcertificatethumbprint” key and insert
the thumbprint value.
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[ D:\Share\GatAce7000.cfg - Notepad++

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2

sHHB RGBS 4 e plax|BFE|=1 IEpE®| O ED BB
[ GatAce7000.cfg E3
1 <?xml v "1.0" en
El<applicationsettings T
<Authenticati

>UserPassword</AuthenticationMode>
atAce7</DatabaseName>
legR-Win10\GANTNER</DatabaseServer>
11</LoggerCleanUpDays>
K9pZvO7/2/jibw==</Pas

<DatabaseName T

<Databases
<LoggerCle
<Password

= fac "Interface settings"
10 <Ace7Interface n Ace7Interface” ce7Interface">
11 <accesstokenexpira ION="">3600</accesstokenexpirationinseconds>
2 <commandprotocol T ">LengthBytes</commandprotocol>

=l

<endofnotificationframe T
18 <isaccesstokenvalidatio:
9 <isauditinterface TY
<issslactive TYPE="

endofnotificationframe>

rue</isaccesstokenvalidationactive>
litinterface>

True</issslactives|

>True</mustlogin>
86d3tImkM8z1+sUbh7hoONwtwOCEX26PS8NMo4sDHY=</password>

>02</startofframe>

<storelocation TYPE="FIELD" ">CurrentUser</storelocation>

Figure 2.16 — Inserting a certificate provided by customer

» If no certificate has been provided or if the provided certificate is not valid anymore, the GAT ACE 7000 server
will automatically create a self-signed certificate that is valid for one year. In this case, GAT ACE 7000 users

must install the certificate once as “Trusted Root Certification Authorities” on the computer where the GAT ACE
7000 client is running.

After starting GAT ACE 7000 and successfully connecting to the GAT ACE 7000 service and database, the

“Certificate” window is displayed. Here, you can generate and add a TLS certificate via which GAT ACE 7000
will operate. The process is described in the following chapter “2.3.6 Installing the TLS certificate”.

2.3.6 Installing the TLS certificate

To install a certificate for TLS/SSL communication with GAT ACE 7000, complete the following steps on the computer

where the GAT ACE 7000 server (Windows service) is installed and also on those computers where the clients are
installed if using GAT ACE 7000 clients.

NOTE! The following information is valid for the installation of a TLS/SSL certificate for the connection between GAT
ACE 7000 server and software such as GAT ACE 7000 client, GAT Matrix, or building software as well as for the
installation of a TLS/SSL certificate for the connection between GAT ACE 7000 server and a GAT DC 7200 (see
"2.3.5 TLS certificate configuration" for information on activating TLS/SSL on a GAT DC 7200).
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» Double-click on the certificate (file with extension .cer).
o The “Certificate” window is displayed.

If you want to use a certificate self-signed by GAT ACE 7000, this window will open automatically
l after the corresponding TLS configuration (see previous chapter) when GAT ACE 7000 starts.

wh Certificate X

General Detalls Certification Path

4§y Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  V-WEGR-1909

Issued by: V-WEGR-1909

Valid from 2122020 to 2/11/2021

Install Certificate... | j Issuer Statement

Figure 2.17 — “Certificate” window

» Click “Install Certificate”.
o The “Certificate Import Assistant” opens.

www.gantner.com HB_GAT-ACE7000--InstBed-EN_22 27



28

Gantner

Installation

&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User
(®) Local Machine

To continue, dick Next.

[Grot || Conce

Figure 2.18 — “Certificate Import Assistant” — Step 1

» Select which Certificate Store (“Current User” or “Local Machine”) to use, and then click “Next”.

€ &¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(0) Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store

Certificate store:

| Browse...

Mext Cancel

Figure 2.19 — “Certificate Import Assistant” — Step 2

» Select “Place all certificates in the following store” and then click “Browse...".

» In the “Select Certificate Store” window, select “Trusted Root Certification Authorities” and then click “OK”.
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Select Certificate Store >

Select the certificate store you want to use.

.| Personal s

Wl Trusted Root Certification Authorities
| Enterprise Trust

7| Intermediate Certification Authorities
| Trusted Publishers

LT Hintretad Certifirates

£ >

[ show physical stores

Figure 2.20 — “Certificate Import Assistant” — Step 3

» Finally, click on “Finish” and then accept the security warning in the following window by clicking on “Next”.

X

€ L» Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dlick Finish.

You have specified the following settings:

Lof=g il )i e n g == = s Mo VB == Trusted Root Certification Authorities
Content Certificate

Finish Cancel

Figure 2.21 — “Certificate Import Assistant” — Step 4
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Updating GAT ACE 7000

When a software update is available for GAT ACE 7000, you can manually install the update over the existing GAT
ACE 7000 version without needing to delete the existing version first (depending on the type of update).

NOTE! After installing the update, ensure that the rights for GAT ACE 7000 users are configured correctly.

Once the update is complete, the same license that was used before the update can still be used. It is possible that
new functions (e.g., the anti-passback function) are included with the update. These cannot be used with the
existing licence and the appropriate extension licence must be purchased to activate their use.

Following the update, the database must also be updated as new database fields are added during the update. The
existing data is not changed or deleted during the database update.

NOTE! It is recommended to always create a backup before updating the database. For more information about
how to backup the SQL database, refer to chapter “5.5.1 SQL database backup”. Also refer to Microsoft's
documentation available via:
https://docs.microsoft.com/en-us/sgl/relational-databases/backup-restore/create-a-

full-database-backup-sgl-server
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Starting GAT ACE 7000 Viewer

3.1

3.1.1

STARTING GAT ACE 7000 VIEWER

For the initial start-up of GAT ACE 7000 following installation, further configuration processes such as establishing
the database connection must be completed. For each subsequent start-up of the application, you are directed to
the login screen.

Start-up

» Start GAT ACE 7000 by selecting “GAT ACE 7000 Viewer” from the Windows Start menu.

NOTE! After installing GAT ACE 7000, a program entry for the application is installed in the Windows Start
menu in the following location: Start -> All Programs -> GANTNER Electronic GmbH -> ACE 7000 Viewer.

o The GAT ACE 7000 start-up process begins.

During start-up, GAT ACE 7000 checks the connection to the GAT ACE 7000 service and database. If the service is
not running or the connection is not configured correctly, a notification is displayed on the screen. A similar
notification is also displayed if the database does not exist or a connection cannot be established.

GAT ACE 7000 Service

The GAT ACE 7000 service is a Windows service that runs in the background and manages the communication and
data processing requirements between the database and the configured devices for one or several GAT ACE
clients. The service must therefore always be operating in order to use GAT ACE 7000 Viewer. Upon start-up, GAT
ACE 7000 checks the connection to the GAT ACE 7000 service. If the server with an installed service is found, but
the service has not started yet, an error message is displayed where you can select to start the service.

When the service is not running and cannot be found, the following window opens.

Server IP address

Server IP address

Remote Location | localhost

Port Number 8300

H Save O Cancel

Figure 3.1 — Server configuration for the GAT ACE 7000 service
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» If the GAT ACE service is installed on another server/PC, enter the address of the server and port number then
click “Save”.

NOTE! If the service is installed on the local PC where GAT ACE is operating, enter “localhost” in the “Remote
Location” field then press “Save”.

3.1.2 Creating a database

Once GAT ACE 7000 is installed, a database for GAT ACE 7000 must be created and a connection to the database
established. GAT ACE 7000 recognizes automatically upon start-up if a connection to the database exists or if one
must be configured first.

To create the database and configure the connection to the database, complete the following steps:

» The following window opens during start-up when the database connection settings are not configured
correctly.

Location AGantner
Database name | GatAce3000

Use SQL Authentication

E Save o Cancel

Figure 3.2 - Database connection settings

» In the “Location” field, enter the location of the database server. The server location indicates exactly where the
database is installed. Enter the network name or IP address of the PC/server followed by the name of the SQL

“n

server instance. When the database is installed on the same PC as GAT ACE 7000, “.” can be used for the
network name. After a default installation with local database, the name “.\Gantner” is predefined.

» Enter the name of the database in the “Database name” field (Standard = “GatAce7000”).

» The “Use SQL authentication” option allows you to select which login settings GAT ACE 7000 uses to log in to
the database. It is possible to use the Windows authentication settings of the current user account or the SQL
authentication with username and password. GANTNER recommends to using SQL authentication so select
this option to do so.

o When the option for SQL authentication is activated, enter a username and password into the
respective fields to use for database login.

o If this option is not activated, the Windows authentication is used.
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3.1.3

NOTE! Be aware that a database can only be generated based on the default settings when an SQL Server
instance named “SQLEXPRESS” is installed on the computer and configured for Windows authentication. This is
the case when you install SQL Server Express together with GAT ACE 7000.

NOTE! The GAT ACE 7000 database settings can be accessed at any time in GAT ACE 7000 via the program
settings (click on the icon and select “Database Settings”).

» Save the configuration by clicking on “Save”.

o GAT ACE 7000 restarts and attempts to connect to the database. As yet, a database bearing the
configured name has not been created and you are asked whether the database should be created
now.

Question

@ Database not available, do you want to create it?

| Yes No

Figure 3.3 - Establishing a new database

» Click on “Yes” to create the database and continue.

Login window

After GAT ACE 7000 has successfully connected to the GAT ACE 7000 service and established the database
connection, the login window appears after a brief pause. The user must enter their login details including username
and password to gain access to the main application window of GAT ACE 7000.

NOTE! You can create different users with different privileges in GAT ACE 7000. See chapter “6 AUTORIZATION
MANAGEMENT” for more information.

2 Please enter your login [ x|

Gantner

User name

Password

Cancel

Figure 3.4 - Login window for GAT ACE 7000 Viewer
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» Enter your username in the “Username” field.
» Enter your password in the “Password” field. Ensure to enter your password in the correct case.
» Confirm your details then click on “Login”.

o When valid login details are entered, the main screen of GAT ACE 7000 Viewer opens (see “5.1.
Functional overview of GAT ACE 7000 Viewer”). Otherwise, you have the option of entering the
username and password again.

NOTE! Change the default passwords immediately after installing GAT ACE 7000.

After installing GAT ACE 7000, the “SYSTEM” and “Administrator” users are preconfigured with default passwords.
It is very important that you change the default passwords of these users to secure and secret new passwords and
keep them saved in a secure place, protected against unauthorized use. See chapter “6 AUTORIZATION
MANAGEMENT” for more information.
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SOFTWARE SETTINGS

The basic functionality of GAT ACE 7000 is configured via the software settings. The settings are organized into
three areas: the database settings, the application settings, and the role/user management settings. The software
settings are described in the following chapters and can be accessed as follows.

» Click on the icon above the main menu bar.

GAT ACE 7000 Viewer

— i~ ki
L]
o ok oy wh  H _!l-
Add Delete Enable Disable Configuration Add Virtual
Door

Controller

Locations r m Doors | Offline Loaders | Offline Doors | Cameras
4 GANTMER -

Figure 4.1 — Icon for accessing the software settings

o The software settings list is displayed.

ACE 7000 Viewer ACE 7000 Viewer

©

Database Settings

Application Settings Application Settings

Roles and User Management Roles and User Management

Email Notification Settings Email Notification Settings

Figure 4.2 — Software settings list Figure 4.3 — Software settings area with unsaved changes

» Select the desired software settings from the list.

o The settings are displayed to the right of the list.

NOTE! Changes made to the software settings must be saved using the “Save” button, which becomes available
after a change has been made. Software settings with amended but unsaved settings are marked in red (see Figure
4.3).
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[ GAT ACE 7000 Viewer

©

Database Settings
Application Settings

Email Notification Settings

Space Interface

Roles and User Management

Database Settings

Restore Backup

Location

Database name

Username
Password

Confirm password

Create Database with user

a change of
SErVEer

V-WegR-Win10\GANTNER

Gatlices
Use SQL Authentication

GATACET
ssssnee

Figure 4.4 — Database Settings

On this settings page, the connection settings for the GAT ACE 7000 database are available.

- Restore Backup:

- Create Database with user:
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Here you can restore a database backup file. Click on the “Restore Backup”
button and locate the file via the “Open” window. Click on “Open” to restore the
backup file. See chapter “5.5.1 SQL database backup” for information on how to
schedule automatic database backups.

A new database can be created here. The following settings are displayed after
clicking on the “Create Database with user” button:

Database Settings

Restore Backup I Create Database with user l

New Database name GAT ACE 7000_6006602

New Database username | GATACE7User_2515741
New Database password | joNy10nA

Randomize

Create

ngs to configure the database. Usual/

ngs must be confirmed by a restart o

Location AGANTNER
Database name GétAce7000

[T] Use SQL Authentication

Figure 4.5 — Settings for creating a new database

To create a new database, enter the required information (hame, username, and
password) into the respective fields. Alternatively, you can use the default
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- Location:

- Database name:
- Use SQL authentication:

Gantner

information as shown in the fields. Click on “Randomize” to change the default
information if desired. Click on “Create” to save the new database settings.
Location (computer and database instance) where the GAT ACE 7000 database
is installed. For local installations (GAT ACE 7000 Viewer and GAT ACE 7000
Service installed on the same PC), a "." can be entered for the location followed
by the database name (e.g.: “. \Gantner”).

The database name specified when creating the GAT ACE 7000 database.
Select whether to use the user's Windows authentication or SQL authentication
(username and password — SQL authentication recommended by GANTNER) to
connect to the database.

l A detailed description of the database settings is available in section “3.1.2 Creating a database”.

4.2 Application settings

[ GAT ACE 7000 Viewer — m] x
© GAT SyncManager CardNET Settings
(s Sa T GAT SyncManager CardMET Enabled [
GAT SyncManager CardMET Path
Application Settings 1
sl GAT ACE 3000 CardNET Settings
Email Notification Settings GAT ACE 3000 CardNET Enabled [
) GAT ACE 3000 CardNET Folder
o e The falders for the Sync Manager and GAT ACE 3000 must not be in the program folder of the GAT ACE 7000, and they
have to be different. { The sync manger will delete the files and the GAT ACE 3000 will not be able to access if)
Roles and User Management Re m Ote Sy n C S etti n g S
Remote Sync default configurations output path | C:\Users\wegr\Desktopht
Remote Sync default informations import path | C:\Users\wegr\Desktop't
Figure 4.6 - Application settings
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In these settings, you can enable or disable the exchange of CardNET data with GAT SyncManager software and
configure the cleaning settings for backups and bookings data. The following settings are available:

- GAT SyncManager CardNET Settings:

When “GAT SyncManager CardNET Enabled” is selected, authorization data is
provided for offline controllers with CardNET functionality as well as for GAT
SyncManager software.

If the function is active, enter the location of a folder to use for the exchange of
offline data into the “GAT SyncManager CardNET Path” field.

NOTE! The folder must be accessible by GAT ACE 7000 and GAT
SyncManager and the service, or the user under which the service is running,
must have read/write authorization for these folders.

NOTE! Ensure that GAT ACE 7000 also has a booking file from GAT

SyncManager named “accessbookings.exp”. The name of the booking file can
be freely selected in GAT SyncManager and must therefore be exactly defined.

- GAT ACE 3000 CardNET Settings:

When “GAT ACE 3000 CardNET Enabled” is selected, authorization data is
provided for offline controllers with CardNET functionality as well as for GAT
ACE 3000 software.

If the function is active, enter the location of a folder to use for the exchange of
offline data into the “GAT ACE 3000 CardNET Path” field.

NOTE! The folder must be accessible by GAT ACE 7000 and GAT ACE 3000
and the service, or the user under which the service is running, must have
read/write authorization for these folders.

NOTE! GAT ACE 3000 only supports CardNET G1.

- Remote Sync default configurations output path:

Path for generating the configuration file for remote sync (see “5.2.13. Remote
sync transfer of offline data”). When no path is set here, a window is displayed
where the user must select the directory to export the configuration file. When a
path is entered, the configuration file is automatically saved in that directory.

- Remote Sync default information import path:
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Enter the path where the import files for remote sync are stored (see “5.2.13.
Remote sync transfer of offline data”). If this field is left empty when importing
with remote sync, a window is displayed where the user must select the
directory and file manually.
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4.3 Email notification settings

[ GAT ACE 7000 Viewer - a ®

© Email Notification Settings

Database Settings These are the email notification settings. Configure to send emails wien
specific events oocur.

Application Settings Enable email notifications
Email server smtp.gmail.com
Email Notification Settings Port 587 [&
W
Use SSL
Space Interface
Sender KundenE-Mail@gantner.com

Use default credentials I:‘

Roles and User Management

User name KundenE-MailBenutzer
Passward TTTYTY
Repeat password ssssas

Recipients of test email

Test Email Settings

Edit Email Notifications

Figure 4.7 - Settings for the automatic email notification function

With these settings you can set up automatic email notifications. GAT ACE 7000 offers the possibility to send an
email to a specific recipient or group of recipients when certain events occur (e.g., alarms or connection
interruptions). In the input fields, the settings of the email server that is used to send the messages are defined. The
“Edit Email Notifications” button allows you to configure the messages and recipients. The following settings are

available.

- Enable email notifications: For email notifications to be sent, this option must be checked.

- Email server: Enter the address of the email server to be used as well as the send port
into this field.

- Use SSL: Select this option if you want to send notifications using SSL encryption.

- Sender: Enter the email address that will be displayed as the sender address.

- Use default credentials: If this option is selected, the Smtp client will try to use the default system

credentials to authenticate the mail server. Most mail servers require the
Smtp client to authenticate itself before an emalil is sent from it.
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- Username / Password: If the default credentials are not used to authenticate the mail server, enter
the desired username and password here.

- Recipients of test email: Here you can enter an email address for testing purposes and send a test
email to the address by pressing the “Test Email Settings” button.

- Edit email notifications: This button opens the window for configuring the email notifications (see
following section).

4.3.1 Editing automatic email notifications

The following window for configuring the email notifications opens after pressing the “Edit Email Notifications”
button.

[ email Notifications - O *
% Add X Delete

Battery Warning Email Notification | Motification Name| Battery Warning Email Notification

Alarm Netification Recipients BatteryWarning @gannter.com )

IT Manitoring

Connection Errors [ | Alarms [] UPS power loss| |
Battery Warnings Doors To Load [

1
H Save Cancel

Figure 4.8 - Create and edit automatic email notifications

Shown in the left column are the previously defined email notifications.

» Click on “Add” to define a new email notification, or to edit an existing notification, select it in the list.
» Enter the data for the selected notification in the area to the right. The following settings are available.

- Notification Name: Define a relevant name for the notification here.
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- Recipients: Enter the email address to which the message will be sent. It is also possible to
enter several addresses here, which are separated by a line break (see example).

- Events: Via the five settings fields, select the events for which the notification email will be
sent when the event occurs. You can select multiple options here to respond to
multiple events with one notification.

» Save the changes by clicking on “Save”.

4.4 “Space interface” settings

[ GAT ACE 7000 Viewer - O X

© Space Interface

Database Settings

capable data carriers,

Application Settings

Use Space Interface
Email Notification Settings Server localhost

Part 8100 |
Space Interface Transpaort Protocol HTTP bt

Authentication Basic v
Roles and User Management

User Name SaltoGAT

Password Ty

Test Space Connection

Figure 4.9 - Software settings for connection to ProAccess SPACE software

In this setting page, the interface to the ProAccess SPACE software from SALTO can be activated. This interface is
used by GAT ACE 7000 to query SVN data, send it to the controllers (e.g. GAT DC 7200) and write it to the data
carriers there. SVN (Salto Virtual Network) is a mode to store and manage user authorizations on their data carriers
for offline access readers from SALTO (comparable to CardNET from GANTNER).

Use Space interface: Check this option if the interface is to be used.

- Server: Enter the computer name or IP address of the computer on which the
SALTO ProAccess SPACE software is installed. Here "localhost” can be
used if Space is installed on the same computer as GAT ACE 7000.

- Port: Port number for communication with ProAccess SPACE Synchronizer.
Default = 8100.
- Transport Protocol: Select the transport protocol here (default = http).
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- Authentication: Here you can select the type of login to SALTO ProAccess SPACE. Default
is “Basic”. After selecting the authentication method, enter the other
authentication data. If “Basic” is selected, the user name and password must
be entered. With “Custom”, the so-called “Ship Key” can be used.

NOTE: These settings must match the settings configured in the GAT
Matrix (In GAT Matrix in the “Settings” -> “ProAccess Space Synchronizer”
menu).

» The “Test Space Connection” button is used to perform a connection test to the ProAccess SPACE. If the
connection works, the message “A connection to Salto Space could be established successfully” is displayed.

4.5 Roles and user management settings

3 GAT ACE 7000 Viewer - O x
© Roles and User Management
& Sotti =e =e [
Database Settings S Sa E. e
Add role  Edit role Active Directory
Application Settings
FESRESh Role Id Role name Role description Parent role Level
1 SYSTEM SYSTEM 0
Email Notification Settings 2 | Administrator Administrator SYSTEM 1
3 User User Administrator 2
Space Interface
Roles and User Management
[ T &
Add user  Edit user
User Id User name Display name Role Last login Special rights
1 SYSTEM SYSTEM User SYSTEM 10/4/2023 ]
2 Administrator Administrator Administrator D

Figure 4.10 - Roles and user management settings

In order to work with GAT ACE 7000 Viewer, the user is required for security reasons to log in with a username and
password. The user system has a hierarchical structure that allows each user to be assigned different permissions
(rights). The user’s rights in the system are defined by assigning roles, which are configured and saved in GAT ACE
7000.

On this settings page, the roles and users are created, and roles assigned to users. The roles and user
management system is described in detail in chapter “6 AUTORIZATION MANAGEMENT”.
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5 OPERATION

This chapter provides a functional overview and detailed description of the operation of GAT ACE 7000 Viewer.

5.1 Functional overview of GAT ACE 7000 Viewer

This section provides an overview of the main functions of GAT ACE 7000 Viewer.

After starting GAT ACE 7000 Viewer, the user is required to log in with a valid username and password (see “3.1.3.
Login window”). GAT ACE 7000 is delivered with default users with specific passwords and user roles pre-defined
(see “6.3.2. Default User”). The role assigned to a user determines the functions they can access and perform in
GAT ACE 7000. This chapter describes the operation for the SYSTEM user who has access to all available

software functions.

After successfully logging in using the SYSTEM username and password, the main screen of GAT ACE 7000
Viewer is displayed. The main screen is divided into the following areas.

‘EGATA(E"DDDWEWE’ — [m] X ‘
~ | English v
P R e R S . i
0 £y
ook oy omy W B
Add Delete Enable Disable Configuration Add Virtual
oor
Canirqller,
2 S| EY Doors | Offline Loaders | Offline Doors | Cameras A
4 GANTNER
3 Properties | Satti Backy
4 auT Qe X Name 1P Address | Port | Confroller St.. Download St.. UPSState  Certfficate St..  Info Enabled  Num.. Location sttngs | Seces | 1
Bregenz DC7x_18030.. 10.1.112.14 8000 A Y = (&) Ruhezus... | 22 GANTNER "
4 Schruns Name DC7x_00000.. 10.1.112.83 | 8000 A Y o Q Verbind... 25 GANTNER Name pcrt20: |f
Service Number From < DC7x 20250... | 10.1.112.137 | 8000 'Y Y Q Ruhezus.. [ 23 GANTNER 1P Address 1014124 |
21 A
4 GER Number To [ DC7x_16200... | 10.1.112.86 | 8000 'Y Y [ [ ] Ruhezus.. [ ] 24 GANTNER
Bochum 1P Port 8000 !
Firmware Version !
Use SSLTLS ] |
Hardware Version Nomber >
!

Bootloader Version
Controller State

Info

Devices Bookings Updater Scheduler

Firmware Version
Serial Number
MAC Address
Article Number
Hardware Version

Bootloader Version

<< < 1/1 > »>> 4 ftems 50 |»

Idle | (\. Salto Space disconnected Connected as: SYSTEM |

Figure 5.1 - GAT ACE 7000 Viewer — Main screen

1 Main menu:

2 Taskbar:
3 Locations:
4 Areas:

www.gantner.com

Available for selection in the main menu are:

- The software settings via the icon (see “4 SOFTWARE SETTINGS”).
- The main features of GAT ACE 7000 Viewer via “Start”.

- Help functions including a diagnostics tool and the user manual via “Help”.

Available here are icons used for performing common tasks in the currently selected
view (see item 6). The icons vary according to the currently selected view tab.

In this area you can organize the structure of controllers in a larger system and assign
the controllers to different locations. This is particularly useful for offline controllers to
transfer separate offline data, and for the selective handling of CardNET data.

These buttons allow you to switch between the “Devices” area, where controllers and
doors are assigned, the “Bookings” area, where all activity recorded in the system is
displayed, the “Updater” area, where the controller/reader software is updated, and the
“Scheduler” area, where reoccurring system tasks are scheduled.
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5 Language:
6 View tabs:
7 View:

8 Information display:

9 Status bar:

Gantner

Select between English and German for the language used to display GAT ACE 7000
Viewer.

The view tabs are used to select a view for configuring controllers, online and offline
doors, offline managers, and cameras for license plate recognition.

This is the main workspace in GAT ACE 7000 Viewer and used for configuring the
system. Different information is displayed here depending on the selected view tab.

Detailed information for the currently selected view is displayed in this area. You can
also copy the settings of a controller to other controllers or backup the configuration
of a controller here.

Connected as: SYSTEM

The status bar shows additional information including whether GAT ACE 7000 Viewer
is connected to the GAT ACE 7000 service. Communication with devices/controllers is
only possible when the green “Connected” text is displayed here. The current user is
also displayed in the “Connected as” field (here “SYSTEM”). In addition, if the allocated
data memory is 90% or more occupied, a warning message is displayed in the status
bar. Depending on the SQL database settings, the database is automatically managed
or augmented by SQL Server. If you have questions, contact your IT administrator.

The view tabs can be repositioned within the software window by clicking onto a desired tab and dragging it away
from the current position. After removing the tab, a positional locator is displayed in the middle of the window that is
used to relocate the view to one side or to reposition on the bar again as shown in the following figures.

3 GAT ACE 7000 Viewer - ] X
A | English v
18- Start = Help nglis
e
=
Add
Controller
» Offline Loaders  Offline Doors Camera- v
4 GANTNER >
4 AUT Qe H X Controller Num... Door Num... State | Info Open  Locked Permanent Battery Door Mode Reader Sta.
Bregenz 22 1| A ? ? 2 Unknown Wired Reader v
4 Schruns DocrNae 24 10 ? ? 2 Unknown Disabled ?
Service Door Number 24 2 O ? ? 2 Unknown Disabled ?
4 GER Door State v 2 2| A ? ? 2 Unknown Wired Reader 2
Bochum 2 2 - 3] i j =y
Lock State S 22 3] A 7 ? ? Unknown Wired Reader 7
2 3 © ? ? 2 Unknown Disabled ?
Baticry hd 2 2 A 2 ? 2 Unknown E)  WINET High Se.. ?
Door Mode v 2 21 ¢ 1 ? 2 Unknown Disabled ¥ 4
. Controller Number : Controllers
4 >
: Q0 IP Address  Port | Controller St.. Download St.. UPSState  Certificate St.. | Inf
Name
Number From <
Number To <
Firmware Version
< Hardware Version
Bootloader Version
Controller State LA
— . ) Info v
Devices Bookings Updater Scheduler .

Figure 5.2 — Repositioning a view 1
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3 GAT ACE 7000 Viewer

-

Start | Help
Controller
Locatio ® Offline Loaders | Offline Doors ‘ Cameras‘
4 GANTNER
4 AUT Qo E X Controller Num... | Door Num... State | Info Open
Bregenz 22 1 A ?
4 Schruns DeoEame 24 1 0 2
Servi. Door Number 24 2l ®© ?
“ [SE8 Door State © 2 2| A ?
Boch .
ocum Lock State 2 3 A 2
24 3 7
Battery & 2 4 A 2
Door Mode [v 2% AN ?
Controller Number 24 5 Q ?
24 6 O ?
24 7 Q ?
<
<< E 1/ 1 >> 1 ltems
Devices Bookings Updater Scheduler

Locked

EUENIEVENIEVENVIENIENIEVEN TN

A Controllers
>

Y
perma’\
ema\, || Q O

2 uni 2N

2 f
? Unt Number Fr
? Uni Number Te
5

£ U Firmware \
? Uni

2 un Hardware
? Uni Bootloade!
2 uni Controller
2 Uni Info

? Uni

Idle

N
N\
\
1
1
1 -
7
1P fddress  Port  Controller St.. Dowi
~f0011214 | 8000 A
10.1.112.83 | 8000 )
10.1.112.137 | 8000 A
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<< < (171 > >> | 4 ltems
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Figure 5.3 — Repositioning a view 2
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5.2 Configuring an access system

This section describes the basic procedure for configuring an access control system with GAT ACE 7000 Viewer.
Instructions are provided for the configuration process that must be performed normally once at each facility.
Descriptions of further settings and functions can be found in the subsequent chapters.

5.2.1 Structuring locations

Structuring locations is not absolutely necessary to configure an access control system in GAT ACE 7000 Viewer.
However, defining locations can be especially helpful for larger systems or different company sites to structure the
controllers and access system clearly and logically. The locations are organized hierarchically.

For offline controllers, through the configuration of offline loaders and offline doors, it is possible to only transfer
authorizations assigned to a location to a programming device, which greatly reduces the amount of data and
loading time in larger systems and makes the update process easier to manage.

In addition, a value range for the CardNET comparison byte can be defined separately for each location. This can
be used to ensure that the CardNET authorization data is always rewritten and not just extended when access is
granted at a new location (with a different value range).

» In the locations list, select the desired location under which a new location is to be inserted.
» Click on “Add Child” in the taskbar.

o A new location is added and highlighted for editing.
» Name the location.

» To delete a location, right-click onto the location and select “Delete” from the menu.
NOTE! A location with sub-locations assigned to it cannot be deleted.
NOTE! When a location with controllers assigned to it is deleted, the controllers are automatically assigned to
the parent location.

» To rename a location, right-click onto the location and select “Rename” from the menu.
o The name of the site is highlighted and ready for editing.

» To define the CardNET comparison byte range for a location (see info in text above), double-click on the
desired location or right-click on the location and select “Edit” from the pop-up menu.

o The “Location” window opens.

3 Location - O *
(]

Name Bregenz
Comparison Byte Min-Value 0|8
Comparison Byte Max-Value 255 |9

Figure 5.4 — Edit location window

» Enter the minimum and maximum values for the comparison byte range here. Ensure that the values for the
desired location groups do not overlap.
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5.2.2 Adding controllers

All access controllers in the system must be added to the controller list. GAT ACE 7000 only communicates with
controllers that are defined in the controller list.

» In the “Devices” area, click on the “Controllers” tab.
o The controllers view opens.

» In the location list, select the location where you want to insert a controller.

[ GAT ACE 7000 Viewer — o X
- i v
8- Start | Help English

o me @ B

Add Delete Enable Disable Configuration Add Virtual
Door

Controller

* N ETE) Doors | Offline Loaders | Offline Doors | Cameras -
4 GANTNER -
T Properties | Satti Back
4 AUT Qe H X Name 1P Address  Port  Controller St.. | Download St.. UPS State  Certificate St... Info Enabled Num... Location i e
Bregenz DC7x_18030.. 10111214 8000 A & =) (O] Ruhezus.. [ 22 GANTNER
4 Schruns Name DC7x_00000.. 10111283 | 8000 A B (] [ Verbind... 25 GANTNER Name DCTx_180;]
Service Number From [ DCTH.20250.. 10112137 8000 a Y o Ruhezus.. | [] 23 GANTNER 1P Address 10411214
4 GER Number To ) DC7x_16200.. 10.1.11286 | 8000 Y LY L | J Ruhezus... | [] 24| GANTNER
Bochum 1P Port 8000
Firmuware Version Use SSL/TLS O
Hardware Vrsion Nurmber 22

Bootloader Version .
Firmware Version
Controller Stat v
onroller state Serial Number
Inf v
e MAC Address

Article Number
Hardware Version

Bootloader Version

<< || <171 > 5> dftems 50 [

Devices Bookings Updater Scheduler

Idle Salto Space disconnected | o Connected as: SYSTEM

Figure 5.5 — “Controllers” view

o Inthe controller view, all defined controllers in the system for the selected location and any
associated sub-locations are clearly listed. The most important data for each controller is also
displayed.

- In the “IP Address” and “Port” columns, the network address and port number (default = 8000) of the
controller are displayed
- In the “Controller State” column, the current status of each controller is displayed:

‘ ..... The controller is connected to GAT ACE 7000 and communication is functioning.

A ... The controller is not connected to GAT ACE 7000.

. The controller state is unknown.

® ..... The controller is deactivated.

- In the “Download” column, the communication status from GAT Matrix to the controllers is displayed:

‘ .... The previous changes in GAT Matrix have been successfully uploaded to the controller.

? .... Connection to the controller is interrupted and the most recent data in GAT Matrix has not
yet been uploaded to the controller. Attempts to upload the data are automatically performed every
few minutes. If uploading is not possible for about 15 minutes, the following status is displayed.

.. The previous configuration data has not yet been uploaded to the controller by GAT Matrix.
You must upload the changes after re-establishing a connection to the controller.

. Data transmission to the controller was unsucessful and GAT ACE 7000 retries every 2
minutes to load the data into the controller again.
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- In the “UPS state” column, the battery status of an emergency power supply (UPS) is shown. The
color indicates the charge status of the UPS battery (green = over 50%,
, red = under 20%). The type of symbol indicates whether the mains supply is active or whether
the UPS is supplying power in the event of a mains failure:

.... The mains supply is active. The UPS battery is being charged or not being used for supply.

[=7 .... The mains supply has failed. The controller is supplied by the UPS battery.

O . No UPS is being used.
- In the “Certificate State” column, the current status of the encrypted TLS communication is shown:

' The connection to the controller is encrypted and the certificate used is valid.

14 The connection to the controller should be encrypted, but the certificate is invalid.

O... An unencrypted connection with the controller is used.
- In the “Info” column, more information on the connection status is available.

- The “Enabled” column indicates whether the controller is enabled or disabled. A disabled
controller does not communicate with GAT ACE 7000 and continues to operate autonomously.
Booking data from access activity is stored locally in the controller and this information is not
available for display and evaluation in GAT ACE 7000.
o In the information display to the right of the main view, the “Settings” tab displays the main settings for
the selected controller. You can edit the information here, however, not all information is editable.
o The following controller tasks are available in the taskbar.
D — T~ I
ook o oz B

Add Delete Enable Disable Configuration Add Virtual

Door

» Click on the “Add” icon to add a new controller to the list.
o A message is displayed to ask whether to search the network for controllers.
» Select “Yes” when the desired controller is connected via the TCP/IP network.

o The TCP/IP network is scanned, and all controllers found displayed in a new window.

B Scan for controllers
= [ C
Add Rescan the network
MAC Address DHCP IP Address Netbios Name Type Serial Number Firmware Version Hardware Version

v
00:12:08:CO:4A:A2 1 192.168.1.137 DC7x_0000000023  GAT DC 7200 0000000023 09.0 21

Figure 5.6 — Scanning the network for controllers

» Select the desired controller from the list.

®  Controllers marked in green have already been added to the controller list of GAT ACE 7000. The controller’s
IP address is used for identification.

» Click on the “Add” button to add the controller to the controller list.
o You are returned to the controller list where the new controller was added.
» To add a new controller manually, select “No” in the network scan message.

o The “New” controller window opens.
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|

|

== New Controller X
B Save 3 Cancel
Name Warehouse

IP Address | 192.168.1.21|
IP Port 8000

Number 6

Figure 5.7 — Manually adding a new controller

Enter the following information for the new controller.
- Name: Name of the controller that will be displayed in GAT ACE 7000 Viewer.

- IP address: Each controller in the system has a unique IP address by which it is identified. Enter
the controller’s IP address in the same format as shown in Figure 5.7.

IP Port: Enter the network port used for communication between the controller and GAT ACE
7000 Viewer. Default = 8000.

Number: Each controller and offline loader must have a unique number in GAT ACE 7000. The
next available number is entered automatically into this field or you can manually enter
a number. If the entered number is already in use, a corresponding message is
displayed.

Click on “Save” to confirm the information and add the new controller to the controller list.

o You are returned to the controller list where the new controller was added.

NOTE! If you cannot find a controller or no controllers are displayed in the view, it is possible that you have chosen
the wrong location in the locations list or a filter is set in the search fields that is excluding the controller.

>
>

To delete a controller from GAT ACE 7000, right-click onto the controller and click on delete.

To search for a specific controller, enter information into the search fields to the left of the controller list then
click on the magnifying glass icon.

To delete the entered search terms again, click on the red “X” icon.

For larger systems where the controllers are displayed on multiple pages, use the scroll buttons beneath the
controller list to navigate to the desired page and to define the number of items displayed per page.

To enable encrypted TLS communication with a controller, select the controller in the list and check the “Use
SSL/TLS” option in the settings to the right, and then click on “Save” =

Properties | Settings | Backups

IP Address Port | Controller St.. | Download State | UPS State Certificate State y Info Enabled MNumber |.
. 10111283 8000 & Y = ] Idle g
.110.1.11286 | 8000 Q Y N Q Idle 24 ., o
./ 10111214 8000 A [ O ® Couldn.. [ 2 .. Name DC7x_0000000022
. 1101112137 8000 A 'Y W (N Idle v 23 . P Address 011128
IP Port 8000
Use SSL/TLS v
Trust All Certificates
Mumber 25

Firmware Version

Figure 5.8 — Controller properties - Use SSL/TLS
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o If the GAT DC 7200 certificate is correctly installed in Windows (see “2.3.5 TLS certificate configuration”), a
green shield symbol is displayed in the “Certificate State” column (see image).

o Ifthe correct certificate for the GAT DC 7200 is not yet installed on the PC, a red shield symbol is displayed. You
can install the certificate (see “2.3.6. Installing the TLS certificate”). After installation, the GAT DC 7200
must be deactivated once and re-activated to accept the certificate after which the shield symbol will
change from red to green.
» If SSL/TLS communication is enabled in the GAT DC 7200 but the certificate is not installed on the PC, you can

enable the “Trust All Certificates” option. The connection is then possible; however, this option is not
recommended, and you should also always install the correct certificate for an SSL/TLS connection.

5.2.3 Configuring controllers

50

Complete the following steps to configure the settings of a controller.

» Select a controller in the controller list.

o

The connection settings, which are defined when adding a controller, can be viewed and edited in the
information area to the right of the controller list under “Properties”.

» To modify the configuration of a controller, click on the “Configuration” icon.

o GANTNER’s 7000 series controllers, e.g., the GAT DC 7200, are configured directly via a web server

[e]

running on the controller. For this reason, your default web browser opens where the configuration
settings can be accessed.

@ Ifthe encrypted TLS communication is enabled but the computer certificate does not match the GAT

]H DC 7200 certificate, an error message (‘insecure connection”) is displayed in the web browser. It is

possible to ignore this message and establish the connection anyway, but you should install the GAT
DC 7200 certificate for a secure communication.

Windows Security
iexplore
The server 192.168.1.95 is asking for your user name and

password. The server reports that it is from DC 7200 WEB
Server.

Warning: Your user name and password will be sent using
basic authentication on a connection that isn’t secure.

‘ hdmin X ‘

|

[[] Remember my credentials

OK Cancel

For security reasons, the following window is displayed where you must enter your username and
password in order to access the controller settings.

X

Figure 5.9 — Authentication for controller configuration

» Enter the username and password for the controller. The default login details for controllers are username =
“admin” and password = “GAT".

o

The configuration loads and is displayed in the web browser.

NOTE! Manipulation Danger! In order to prevent the unauthorized manipulation of the controller
configuration, please change the default password of all controllers to secure passwords and keep them in
a secure place protected from unauthorized access.
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< > O D 1011121472/ * = 4 & ©

GAT DC 7200 - 2.2.7 aadmn @- Gantner

W Live view

Office 1.3

& Bookings Autonomous

& Configuration v
&5 W

# Maintenanca v

a+u+ 8 @ a5 -

EDV 1.4

Autonomous v

Security

Alarm system ready for activation

Password is insecure!

Figure 5.10 — Example configuration for a GAT DC 7200 controller — “Live view”

i The display and configuration options depend on the particular device, the device version, and the browser

used. Therefore, your display may differ from the example shown here.

The main display of the “Live view” menu option shows the states (open, closed, alarm, etc.) of the doors connected
to the controllers:
1... Sénbol for the locking state:

= Door is locked.

= Door is unlocked and will be locked again after the set release time.
= Door is permanently unlocked.

= There is no locking state defined (e.g., WINET).

= There is an alarm activated at the door.
2 ... Background color for the door contact state:
- Dark blue: Unknown (no door contact state defined)
- Light blue: Door is closed
- Green: Door is open
- Yellow: Warning
- Red: Alarm
3 ... Status information (current door state in plain text)
4 ... Symbols for the state of connected readers:
- No symbol: There is no reader connected
- Download symbol: The reader is being configured
- Tick symbol: The reader is ready
- Wireless symbol: Wireless connection to an offline lock (e.g., GDL7m) is active
- Battery symbol: Displays the battery status of a battery-powered offline lock
- X: Error

(&)

... Symbols for door control:
& Manually unlock the door for the set release time.
W Unlock the door and set to “general open” function.

a8 . Permanently lock the door.
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..... Set the door to autonomous operation. The access decision for users is made by the controller
autonomously based on the stored authorization data.

O
@ . Acknowledge and delete an active alarm. First determine the cause of the alarm and remove it.
/- Display the bookings for the door.

L Display video of the door (if a surveillance camera is used).

6 ... Status of the UPS emergency power supply (if used).

» The configuration options for the controller are available in the left menu:

- Bookings: Displayed here is the controller booking data including locking/unlocking activity, alarms,
configuration changes, etc.

- Configuration: The configuration of the controller can be performed via the sub-menu items of this option.
- Doors: Configuration of the individual doors connected to the controller. This

includes the door mode (normal or WiNET), entry/exit direction,
fingerprint verification, unlocking and opening times, and the function
of the relay outputs and optocoupler inputs.

- Readers: Configuration of the readers connected to the controller. These
include the RFID standards, corporate ID, information about the data
carrier structure, and the WINET / CardNET / Wiegand settings.

- Extensions: Here you can find information about the extensions at the GAT DC
7200. This includes Relay Expanders, surveillance cameras and settings
for the access control software with Anti-Pass-Back assignments.

- Alarm system: Settings for the alarm system, e.g., the duress PIN code.

- Database: In this menu item you can set the memory allocations, anonymize
access bookings or backup or playback the data/bookings stored on
the SD card of the controller.

- Power over RS485:  Settings for the voltage outputs to the reader interface.

Security and user: Security settings such as the encryption used and IP address filtering
for FTP. In addition, the login password for configuring the controllers
can also be changed here.

- Ethernet: Settings for the Ethernet interface.
- Date and time: Settings for time synchronization, automatic switching for daylight
saving time, etc.

- Maintenance: Available here are the service and maintenance functions.

- Maintenance: Display of the storage space used and the controller status. Here you
can reboot the controller, reset the controller to factory settings, and
save or import backups.

Inputs/Outputs: Here you can see the current state of the digital relay outputs and
optocoupler inputs as well as the associated reader.

- Update controller: Here you can upload a software update to the controller.
- Update sub devices: Here you can upload a software update to the reader attached to the controller.

- License: The MAC address and the number of licensed doors for the controller
are displayed here. You can also upload an expansion license to the
controller if available.

@ . ) . . .
= The available configuration settings depend on the respective controller. Please read the user manual of the
Il controller for exact configuration instructions.
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5.2.4 Copying the configuration of a controller

To copy the configuration of a controller (total or partial) and upload the configuration to one or more other
controllers, you can use the copy function of GAT ACE 7000 Viewer as follows. GAT ACE 7000 Viewer includes this
function so that you do not have to configure each controller individually.

» Select the controller with the configuration that you want to copy in the controller list of GAT ACE 7000 Viewer.
» Switch to “Settings” in the information display to the right.

» Select the settings that you want to copy from the “Settings to paste” list.

Doors ‘ Offline Loaders Offline Doors‘ Cameras‘ v
Qe H X Name 1P Address Port Controller State Info Properties. § Settings | Backups
DC7x 0000000023  192.168.1.137 8000 A Could # Settings of Controller
Name ) Main entrance 456.123.789 8000 A Could ) - -
Number From S| | Warehouse 192168.1.1 8000 A Could Mame . —
Number To [¢] D7 0000000008 1921661189 8000 A Could 4P Address | 192.168.1.156
Finmware version | Office2 987.654.321 8000 A Could
) Office 1 123.456.789 2000 A Could Settings to paste
Hm’“’“"“'“f‘ : I perxAlen T2 192.168.1.163 8000 A Could Dt and Time 7
Boctloader Version | DC7T: 0000000023 192168175 8000 A Could ) Alarm
Controller State |v]  DC7x.0000000008 1921681156 8000 2 Idle 7] Power
o ol DC7x Alex T2 192.168.1.163 8000 A Could ] Bocking
DCTx 0000000023  192168.175 2000 A Could [ General Reader
[] CardNET
[C]Segment
[ Door
[] Access Point
[w] WINET v
v
< >

| =< < 171 » >» | I1ftems 50 v

Figure 5.11 — Controller with settings selected for copying

o In the example shown for the “DC7x0000000008” controller, the “Date and Time”, “Alarm”, “Power”,
“CardNET”, “Door”, and “WINET” settings are marked for copying.

» Now select one or more controllers to which the selected settings are to be copied.

o The copied settings, and the controller from which the settings were copied, are displayed in the
information display.

[

» Clickonthe Paste jcon in the taskbar.

o The settings in the clipboard are copied to the selected controller. When the copy process is
successful, a corresponding message is displayed in the information area.

[V Date and Time ~
] Alarm
] Power
| Booking
General Reader
V] CardNET
[] Segment
| Door
[] Access Point
V] WINET v
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5.2.5 Backup and restore a controller configuration

Before each update or change to a controller’s configuration, a backup of the current configuration is performed by GAT
ACE 7000, which allows you to restore a controller to a previous configuration.

» Select the controller that you want to restore.
» Click on the “Backups” tab in the information area.

o All backups created for the controller are listed here.

(110 [T Doors | Offline Loaders  Offline Doors | Cameras A
Py i Sett] Backups
Qe B X ¥ Name 1P Address Port Contraller St... Info operme | oeTee i
DC7¢ 0000000023 1921681137 8000 O Cauld not< A
Name Main ent 456.123.789 8000 A Could not 218
Number From — 2in entrance - e not 10/10/2016 9:16:19 AM
v Warehouse 192.168.1.1 8000 s Could not « 0000000008
Number To [C]  DC7x0000000008 192681189 2000 O Cauld not < 103
Firmware version Office 2 967.654.321 8000 A Could not ¢ g=c 10/10/2016 9:16:18 AM
I Office 1 123.456.789 3000 A Could not ¢
rawareversion | DC7x_Alex_T2 192.168.1.163 5000 A Could not
Bootloader Version | DC7x,0000000023  192.168.1.75 8000 A Could not « Created on ~ Comment
Controller State v DC7x_ 0000000008  192.168.1.156 £000 [y Idle 10/10/2016 09:16:19 ~
o < DCTx_Alex T2 192.168.1.163 8000 A Could not 10/10/2016 08:27:48
' ) DC7x_ 0000000023  192.168.1.75 2000 A Could not <
v
< > Y
1
<< || < |171] 5> || 5> |21sems [S0[v

Figure 5.12 — Restoring the configuration of a controller

» For a better overview, you can enter a descriptive text for each backup by selecting the backup, entering the
text in the “Comment” field, and then clicking on the “Save” icon.

NOTE! Bookings with comments are never deleted by the automatic cleanup function. See chapter “5.5
Scheduler” for more information.

» To restore a backup to the selected controller, select the backup configuration in the list.
¢
» Click on the restore icon in the taskbar.

o The settings of the selected backup are uploaded to the controller. A corresponding message is
displayed when the upload is successful.
€

» You can also delete a backup by selecting it and clicking on the Delete icon in the taskbar.
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5.2.6 Updating controllers and readers

To update the firmware of a controller or the readers connected to a controller, complete the following steps:

» Right-click onto a controller and select “Update Firmware” to update the controller or select “Update Reader” to
update the readers connected to the controller.

Doors Offline Loaders | Offline Doors | Cameras

>

0\ @ [T 4 IP Address Port | Controller St.. Download St.. UPS State | Certificat

1011214 8000 A a (O] o
Name 10111283 | 8000 Q |+ Add )
Number From < 10.1.112.137 | 8000 A X Delete )
Number To - 10.1.112.86 | 8000 ‘S’ v Enable ®
Firmware Version #3 Disable
Hardware Version = Add Virtual Door
Bootloader Version [R  Update firmware

Update Read

Controller State ~ ] RoEpeacers
Info " ,:, Initialize controller

Restart controller

Figure 5.13 — “Update firmware” and “Update readers” options

o A window opens for selecting the ZIP or ENC file that contains the new firmware.
» Select the file with the new firmware and click on “Open”.

o The firmware is uploaded to the controller or readers.

@ .
The controllers and readers can also be updated in the “Updater” workspace. There you can also update each
l reader individually. See “5.4 Updating online controllers and readers".

5.2.7 Initializing a controller

The “Initialize controller” function reloads all access authorization data from the GAT ACE 7000 database to the
selected controller(s). This function is mainly intended for error analysis.

» Select a controller or multiple controllers in the list and right-click to open the options menu.

» Select “Initialize controller” from the menu and then click “Yes” in the confirmation window.

Doors Offline Loaders | Offline Doors | Cameras

>

Qe H X IP Address | Port | Controller St.. Download St.. | UPS State | Certificat

10111214 8000 A 'y (0] (O]
Name 10111283 | 8000 Q |+ Add )
MNumber From ] 10.1.112.137 | 8000 A H Delete o
Number To 3 10111286 | 8000 © |V Enable o
Firmware Version ¥  Disable
Hardware Version =4  Add Virtual Door
Bootloader Version |‘1- Update firmware
Controller State v &  Update Readers
Info ¥ ,:, Initialize controller

| ') Restart controller

Figure 5.14 — “Initialize controller” option
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5.2.8 Restarting a controller

5.2.9
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A controller can be restarted via GAT ACE 7000. This process restarts the operating system, which can help with

configuration problems.

Doors | Offline Loaders | Offline Doors | Cameras

>
Qe X IP Address

10.1.112.14 2000
Name 10.1.112.83 8000

Nurnber From

<2 €3

Nurnber To
Firmware Version
Hardware Version
Bootloader Version
Controller State e

Info ™

10.1.112.137 | 8000
10.1.112.86 8000

Figure 5.15 — “Restart controller” option

» Right-click on the controller and select “Restart controller” from the menu.

Port | Controller 5t...

erop

Of> 85 + & <\ X+

Download St... | UPS State | Certificat

'y [\]
Add
Delete
Enable
Disable

il ]

Add Virtual Door
Update firmware
Update Readers
Initialize controller

Restart controller

» Wait until the controller restarts, which can take up to one minute.

Assigning virtual doors to controllers

In access systems with many controllers and doors, the authorizations are often first defined in the access control
software (e.g., GAT Matrix) and then the hardware is installed and put into operation. To assist with this process, the
system can be pre-configured in GAT ACE using virtual doors, which are then assigned to the controllers created
manually with the planned IP addresses. Now the authorization rights can be assigned to the doors in GAT Matrix.
Following installation and commissioning of the hardware, the controllers are online, and the virtual doors are
automatically replaced by the actual doors and readers connected to the controllers. The authorizations in GAT Matrix

do not need to be changed.

l the automatic updating is completed correctly.

» To insert a virtual door, click on “Controller” in the Views tab.

» In the location list, select the location with the desired controller.

The cabling must be connected to the controllers and doors according to the preconfigured virtual doors so that

» Select the controller and click on the “Add virtual door” icon in the toolbar. The same function is also provided in
the sub-menu of the controller (right-click mouse).

o The following window opens.

B New Virtual

Door

B Save and New B Save

Name

Door Number 1

Office 2.9

¥3 Cancel

O X

Figure 5.16 — Adding a virtual door
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» Enter a name for the door. This name is displayed in the access control software (e.g., GAT Matrix).

» The door number is displayed automatically. Depending on the type, a controller can control several doors. With
this door number, the virtual door is replaced by the respective actual door (or reader) after the controller is
connected and put into operation.

5.2.10 Status display for online doors

A controller can monitor and control multiple doors. For each door, one or more readers are installed for reading
user data carriers (e.g., one reader for entry and one reader for exit). The maximum number of doors that can be
controlled depends on the controller type and the controller license used.

GAT ACE 7000 only displays those doors that have been assigned to controllers. Doors are configured and
assigned to controllers via the controller configuration interface (see “5.2.3. Configuring controller”). All the door
settings, such as the unlocking times, the relay output and optocoupler input settings, and other settings that
determine the access functionality, are available here for each door.

® In GAT ACE 7000 and in the controller configuration, the difference between the terms “reader” and “door”

l must be clarified. Reader refers to the physical reading device installed near the door while door refers to the
object being controlled (door, turnstile, gate, etc.). For example, four readers can connect to one controller.
Depending on how the readers are installed, the controller can then control one door (all four readers are
installed at this door) or - depending on the licence - up to sixteen doors (one reader per door).

» Click on the “Doors” view tab.
» From the list to the left, select the location for which you want to display the doors.

o All defined doors for the selected location and its sub-locations are displayed.
[ GAT ACE 7000 Viewer - [m] X
18- Start | Help ~ | English v

Door

* | Controllers m Offline Loaders  Offline Doors | Cameras -

>

4 GANTNER

4 AUT QO E X Fiters v Narne Controller Nu... | DoorNum.. State  Info  Open  Locked Permanent Battery  Door Mode Reader State  Location
Bregenz R&D Eintritt 22 L Y U @ @ Permanentle ‘Wired Reader Y GANTNER
4 Schruns Door Name: Baro RuD V1 2 1 & [ ] 8 @ lockedandid Disabled Y GANTNER
Service Door Number Biiro RuD H1 24 2 @ L] @ B lockedandid Disabled 'y GANTNER
4 GER Door State ~ R&D Austritt 2 2 & ? @ @ Llockedandid ‘Wired Reader GANTNER
Bochum Lock State o Office 1.3 22 3 @ 1] @ @ Llockedandid Wired Reader Y GANTNER
Biro RuD SW1 24 3 @& | B8 @ Llockedandid Disabled Y GANTNER
Battery hd EDV 1.4 2 4 @ o @ @ lockedandid [} WINET High Se.. Y GANTNER
Door Made o Biiro RuD Lei... 24 4 & ? 8 @ Llockedandid Disabled GANTNER
Controller Number Biiro RuD Lei... 24 5 @ i @ 8 Lockedandid Disabled GANTNER
Hotline 1 24 6 & ? @ @ Lockedandid Disabled GANTNER
Hotline B2 24 7 & ? @ @ Llockedandid Disabled GANTNER

<< = 171 > | 22 itkems s0|v

Devices Bookings Updater Scheduler

Idle Salto Space disconnected nnected as: SYSTEM

Figure 5.17 — Doors list
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GAT ACE 7000 displays the following door information:
- Name: The name of the door. This is defined in the controller configuration interface.

- Controller Number: The number of the controller. Each controller in a system has a unique number. You can
sort the list by the controller number and sort the readers according to their controller

assignment.
- Door Number: Each door per controller is numbered. The door numbers are displayed in this column.
- State: Displays the current state of communication with the controller or door.

‘ = Communication with the door is functioning
A\ = Communication with the door is interrupted

7 = Communication state is not known

&) = The controller that controls the door is deactivated

- Info: This column shows additional information, if it was entered at the doors (in the controller
configuration).
- Open: Displays the current opening state of the door. This function can only be displayed

correctly with a connected and configured door feedback device.

! = Door is closed

%~ = Door is open
?- Door state is not known

- Locked: Displays the current locking state of the relay, which is used for door locking control.

B = The locking relay is set to “lock door”
@ =The locking relay is set to “unlock door”
7 = State of the locking relay is not known

- Permanent: Displays the “general open” state of the relay, which is used for door locking control.

& = The locking relay is set to “lock door”
@ = The locking relay is set to “unlock door”

7 = State of the locking relay is not known

- Battery: The offline controller battery status for offline doors is displayed here. The information
shown is the status for when the controller was last read.

- Door mode: The mode in which the door operates is displayed here. "Wired reader” means that the
reader is connected to the controller by cable. "WINET Hight Security" is an example of a
reader that operates via radio frequency using WiNET system.

- Reader status: This symbol indicates the status of the door reader.
# = The communication with the reader is OK

= Not all update data has been transferred to the reader yet
A\ = Communication interruption with the reader

? = Communication status to the reader not known

- Location: The location to which the door is assigned. For more information on the locations, see
“5.2.1. Structuring locations”.
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5.2.11 Configuring offline loaders and offline doors

Offline doors are not permanently connected to GAT ACE 7000 or the server and are supplied configuration data
via a programming device. To configure offline doors, one or more programming devices (“offline loaders”) are
created in GAT ACE 7000 and assigned to the corresponding offline device. The following table provides an
overview of the different types of offline loaders available in GAT ACE 7000 and the devices they support.

Offline loader type Supported devices

Offline controllers
GAT DL 32x
GAT DL 34x
GAT DL 350
GAT DL 360
GAT DL 370

Offline controllers
GAT ST 210
GAT ST 22x
TAC

GAT DL 73xx GAT DL 73xx access reader

Electronic locker locks GAT ECO.Side Lock 7xxx CardNET,
GAT ECO.Lock 7xxx CardNET, GL7p.xxxx CardNET

GAT DL 092 USB wireless adapter

GAT MT 010 programming device

GAT ECO.Side Lock

Table 5.1 — Types of offline loaders

These offline loaders connect to the USB port of the PC/server to allow the transfer of configuration data the respective
programming device to the offline controller and transfer the bookings / status messages from the offline controllers
via the programming devices to the PC. The transmission between the GAT DL 092 and the offline controllers occurs
wirelessly via radio frequency. The connection between the GAT MT 010 and the offline controllers occurs via cabling.
The GAT DL 73xx and GAT Locker Locks devices are directly connected via USB to the PC.

Note the following memory limits for the GAT DL 092:

Data Max. number
GAT DL 3xx configurations 124

GAT DL 3xx configurations with max. configuration size | 23

GAT DL 3xx bookings 47,000

GAT DL 3xx number of people 128
Configuration results 200

Firmware update results 1000
Information on device iteration 1000
Address list entries 4095

Max. GAT DL 370 firmware file size 409,600 bytes
Max. GAT DL 3xx configuration file size 45,056 bytes

Table 5.2 — Memory limits of the GAT DL 092

An offline loader is used to group several offline doors, which use the same operating mode and are arranged in the
same building or access area, i.e., at the same location. By dividing a system into several offline loaders, the loading
of the doors can be optimized so that only the data of those offline controllers, which are actually loaded by the
relevant device, must be transferred to each offline loader.
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Another possibility is to use different locations and assign the offline doors to the respective locations. Divide the sites
so that each location contains only so many controllers that can be transferred to a programming device in a single
step, e.g., one site per building or one site per level for larger systems. Each site can be synchronized individually.

» Click on the “Offline Loaders” tab.
» Select the desired location from the location list to the left of the application window.

o All previously defined loading groups for the selected location and its sub locations are listed. The
most important information is displayed for each loading group in the workspace to the right.

3 GAT ACE 7000 Viewer - o X
~ ™
- tart | Help English

15-

Add Delete Synchronize DLduc  Read Add
Changes  Set Time Bookings | Door
Offline Loaders Offline Daors
* | Controllers Doors Ofﬂine (LEL 1) Offline Doors | Cameras M
4 GANTNER > Properties
4 AUT Qe X Name Number  Type Operation Mode State  Location
Bregenz Hotelzimmer 17 DLOS2 Hotel Mode G1 & | GANTNER
4 Schruns Name GAT ECOSide... 20 GAT Lockerlock | CardNETG2andG1 | %8 | GANTNER-AUT-Schruns Name Service OG
Senvice Number From el Service 0G1 8 DLO%2 CardNET G1 U GANTNER-GER Number F
4 GER Number To ol GAT DL 73xx 21| GATDL 73xx CardNET G2 and G1 & GANTNER Tyee Do v
Bochum ee = Office OG1 7 DLOS2 CardNETG2and G199 GANTNER-GER-Bochum ) -
" Gebaude Nord 13 GATMT 010 Read Only Card Nu...| 98 | GANTNER-AUT-Schruns Operation Mode Car.. |¥
Operation Mode ~ Gebsuds Ost 12 DLO92 CardNET G2 and G1 %8 GANTNER-AUT-Schruns Auto Daylight Saving

Read Device Information
LEGIC Prime G1 Card Type | 1
LEGIC Advant G1 Card Type |0 -.

LEGIC Advant G2 Card Type | 2 -u.

<=

MIFARE DESFire Card Type | 3 -
<< || < 171 > 5> |7hems 50w

Devices Bookings Updater Scheduler

Idle| 1. Salto Space disconnected | ¢ Connected as: SYSTEM

Figure 5.18 — Defining the offline loaders

o Shown in the “Location” column is the location where each offline loader is assigned. This name is
also used for the synchronization file of the GAT SyncManager CardNET data.

o Inthe “State” column, you can see whether one or more doors of an offline loader have configuration
changes that have not yet been loaded into the door(s). In this case, a colored footprint symbol Wis
displayed. The color depends on the type of changes. If there are several changes, the symbol with
the highest priority is displayed (see section “Display of offline doors” below). If the ‘ symbol is

displayed here, all door data for this offline loader are up to date.

» When you click on the workspace, the following functions become available in the taskbar.

Add Delete Synchronize DL 3xx Read Add
Changes Set Time Bookings Door
Loaders Offline Doors

These icons allow you to add or delete an offline loader as well as add doors to an offline loader. The three
symbols for synchronization, time setting, and reading bookings are used to communicate with the offline
doors (see section “5.2.12 Synchronizing offline loaders and offline doors*).

» You can edit the settings of an existing loading group via the “Properties” tab in the information window to the
right of the workspace. These settings are described on the following page.

Creating an offline loader

» Click on the “Add” icon to create a new offline loader.

o The “Offline Loader” window opens.
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@ Offline Loader X
B Save 3 Cancel

Name Service WiNET L3

Number 16

Type DL092 v
Operation Mode Read Only Card Number G1 v
Auto Daylight Saving v

Read Device Information V|

LEGIC Prime G1 Card Type | 0 - No Card Type v
LEGIC Advant G1 Card Type |0 - No Card Type N
LEGIC Advant G2 Card Type | 0 - No Card Type v
MIFARE DESFire Card Type | 0 - No Card Type ¥,

Figure 5.19 — Defining an offline loader — Basic Info

» Enter a name for the offline loader into the “Name” field.

» Enter the offline loader number into the “Number” field. A uniqgue number must be assigned to each offline
loader and online controller. By default, the next available number in GAT ACE 7000 is entered automatically.

» Select the type of offline loader from the “Type” menu (GAT DL 092, GAT MT 010, GAT DL73xx or GAT Locker
Lock). A description of each offline loader type is provided at the start of this chapter.

» Select an operating mode for the offline loader from the “Operation Mode” menu. The following modes are
available:

- Read Only UID: The user authorization data is stored in the offline controller. The data
carrier UID is used as the card number.

- Read Only Card Number G1 and G2: The user authorization data is stored in the offline controller. The
encoded card number of the data carrier is used as the card number.
Depending on the operating mode selected, only CardNET G1 data
carriers or both G1 and G2 data carriers are evaluated.

- CardNET G1 (and G2): The user authorization data is stored on the employee ID cards.
Depending on the operating mode selected, only CardNET G1 data
carriers or both G1 and G2 data carriers can be used. Please note
that the readers must also be authorized to write DESFire data
carriers with CardNET G2 (as with LEGIC systems).

- Hotel Mode G1: Authorization data for guests and staff is stored on the ID cards. This
operating mode is only possible with CardNET G1 data carriers.

» If the “Auto Daylight Saving” option is selected, the offline controllers automatically switch between standard
time and daylight-saving time. If this option is not selected, time changes due to daylight saving are not
completed automatically and this must be considered when managing authorizations and reviewing bookings.

» If the “Read Device Information” option is selected, device information such as the firmware version, LEGIC
operating system, etc., is read from the offline doors when the offline controller loads authorization data into the
doors or bookings are read. The read information is displayed in the offline door list (see next point). If this
information does not need to be read, you can disable this option.

» Inthe “... Card Type” fields, enter the card type to be used for the RFID technologies that are used. For RFID
technologies that are not used, select “O - No Card Type”. Card types are defined in GAT Matrix and allow
different types of data carriers (RFID type, data structure, etc.) to be used together in an access system.

» Click on “Save” to save the settings.

o You are returned to the list of offline loaders with the recently defined loader also displayed there.

» To assign an offline loader to another location, you can drag and drop the offline loader as desired.

www.gantner.com HB_GAT-ACE7000--InstBed-EN_22 61



GAT ACE 7000
Operation

62

Assigning offline doors

B

Add
Door

» Select the desired offline loader to which you want to assign a new door.

» Click on the “Add door” icon in the “Offline doors” area of the toolbar.

Gantner

o The “New Offline Door” window opens. The settings available in the “Basic Info” tab depend on the
type of offline loader being configured.

i Mew Offline Door
B Save ©J Cancel

Basic Info | Technologies

MName GAT MT 010
Number 1

Silent Mode
Unleck Time
Opto 1 Name
Opte 1 Function Mot Used
Opto 2 Name
Opto 2 Function Not Used
Always Open

Blocklist Enabled

Calendar Qutdated (Months)

Ignore Special Days [l

Figure 5.20 — GAT MT 010 settings

i MNew Offline Door
B Save 3 Cancel

Basic Info | Technologies
MName GAT DL 73xx
Number 2

Serial Number Decimal
Article Number

Silent Mode

Unleck Time

Always Open

Blocklist Enabled

Figure 5.22 — GAT DL 73xx settings

“Basic Info” tab
- Name:

- Number:

- Serial Number HEX / Decimal:
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x :
i MNew Offline Door

B Save ¥ Cancel

Basic Info | Technologies

MName GAT DL 092
Number 3

Serial Number HEX BFETUAC]

<>

Silent Mode

Unlock Time

Blacklist Enabled

Calendar Qutdated (Months)
Ignore Special Days

RFID Wake-Up Enabled v

Ignere Version Mumber

<>

Figure 5.21 — GAT DL 092 settings

X @ New Offline Door
B Save f3 Cancel

Basic Info | Technologies

Name GAT ECO.Side Lock
Number 4

Serial Number Decimal

Silent Mode O

Blocklist Enabled

<>

Only Lock with ldentification
Break-In Alarm Enabled
RFID Wake-Up Enabled J

Figure 5.23 — GAT Locker Lock settings

<>

Enter a name for the offline device into the “Name” field.

Enter a number for the offline device into the “Number” field.
NOTE! The number must be unique, i.e., not used yet in GAT ACE 7000. An
error message is displayed if you enter a number that has already been used.

You can enter the serial number of the offline device here. For the GAT DL
73xx, the serial number must be entered here. For the GAT DL 092, enter the
serial number in hexadecimal format. For the GAT DL 73xx and GAT Locker Lock

loaders, enter the number in decimal format.
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- Article Number:
- Silent Mode:

- Unlock Time:

- Opto x Name / Opto x Function:

- Always Open:

- Blocklist Enabled:

- Calendar Outdated (Months):

- Ignore Special Days:

- Only Lock with Identification:

- Break-In Alarm enabled:

- RFID Wake-Up Enabled:

- Ignore Version Number:

www.gantner.com
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You can enter the article number (Part No.) of the GAT DL 73xx here.
This option allows you to disable/enable the lock's acoustic beeper.

Define the time duration (in seconds) for unlocking the offline device following a
valid authorization.

Select a designation and a function for one or both optocoupler inputs of the offline
controller (provided the controller has optocoupler inputs). The selected function
defines the type of evaluation of the input signal.

This function is only possible with the GAT ST 210, GAT ST 22x, TAC, and the
GAT DL 73xx locks. When the function is activated, the offline door can be
permanently unlocked by reading an authorized data carrier and then removing
the data carrier from the reading field and reading the data carrier a second time
while the unlocking time is still active.

Select this option to activate the blocklist as defined in, e.g., GAT Matrix. The data
carriers entered in this list are sent to the offline device and blocked from access.
When this option is not selected, the blocklist is not used.

You can affect the type of loading display (footsteps symbol) in GAT Matrix or
GAT ACE with reference to the operating calendar. If the operating calendar in an
offline door is older than the time entered here in months (i.e., it was last updated
before this time), a green footsteps symbol ("9) is displayed for the offline door
in GAT Matrix and GAT ACE to indicate that the operating calendar has to be
reloaded.

NOTE! A GAT MT 010 can transfer an operational calendar for one year and a
GAT DL 092 for three years to an offline door. If the operating calendar has
expired in an offline door then further access to the door only occurs based on
the authorization data but without taking the schedules and special days into account.

If you enable this option, the operating calendar with the special day definition is
not loaded into the offline controller. This means that the authorization check is
carried out at the offline doors concerned without consideration of the special days
in the operating calendar. This eliminates the need to regularly load the offline
controllers because of changes to the special days and holidays.

GAT Locker Lock: When this option is enabled, the locker can only be locked by
pushing the locker door shut and reading a data carrier. When not enabled, the
locker door will lock simply by pushing it shut.

GAT Locker Lock: When this option is enabled, an alarm will be triggered if the
locker door is forced open. The lock indicates this state with three red LED
flashes and three beeps.

GAT Locker Lock: When this option is enabled, the locker door unlocks when a
valid RFID data carrier is held to the reading field of the lock. When not enabled,
the reading field of the lock must be activated first (with the GAT ECO.Side Lock
by pushing the locker door in and with the GAT ECO.Lock and GL7p by pushing
the button of the lock in).

GAT DL 092: When this option is enabled, the door unlocks when a valid RFID
data carrier is read by the GAT DL 3xx lock.

GAT DL 092: This option is only shown when the GAT DL 092 is set to operation
mode “Hotel Mode G1”. This option is disabled by default, which means that the
version (or index) number of the card will be considered to ensure that only the
most recent card can be used.
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“Technologies” tab

# New Offline Door X
£3 Cancel

Basic Info | Technologies

LEGIC prime 15015693 V]
150144434 V| 150144438 [ ]
Inside Felica L

Figure 5.24 — Defining an offline loader — Technologies

» Select the RFID technologies to be supported by the new door here. You can enable or disable support for
specific technologies as required.

NOTE! Ensure that the RFID technology used on the PassKey Management data carriers is not switched off.
» Click on "Save".

o The new door is assigned to the offline loader.

Display of offline doors

» Click on the “Offline Doors” view tab.

» Select the desired location from the location list to the left of the application window.

o All previously defined loading groups for the selected location and its sub-locations are listed.

[ GAT ACE 7000 Viewer - [m] X
~ | English v
E- Stat | Help gl
Delete
Offline Doer
* |Controllers ‘Dours‘ofﬂine Loaders [olii H TR LU TS Cameras -
4 GANTNER
> Basic Info. Technolt
4 AUT Qe B X Name Loader Name Number State | Battery | Location =
Bregenz Office 341 Gebaude Ost w1 % B} GANTNER-AUT-Schruns ~
frice 3.
4 Schruns Name Office WiNET FL2.1 Office OG1 21 Y GANTNER-GER-Bochum Name Office 341
Senvice Door Number Office 2.30 Gebzude Ost 20 @ B} GANTNER-AUT-Schruns Number 24
« GER OfflineDoor State > 17 Gebaude Ost A B GANTNER-AUT-Schruns Serial Number HEX 0
Bochum Office 1.5 Gebsude Ost 205 @ =) GANTNER-AUT-Schruns
Battery v Firmware Version
Office 231 Gebaude Ost 21 & B GANTNER-AUT-Schruns . Bl N
Losder Mame Officelocker 01 GAT ECO.Side Lock 1Y E}  GANTNER-AUT-Schruns frmware Bulld Number
Office 2.33 Gebaude Ost 233 W B} GANTNER-AUT-Schruns Legic 0% Version
Office 232 Gebaude Ost 22 W GANTNER-AUT-Schruns Device Infos Last Read
Office 227 Gebaude Ost 27 & ) GANTNER-AUT-Schruns Silent Mode O
Officelocker 03 | GAT ECOSide Lock 53 @ | B GANTNER-AUTSchruns _
b Unlock Time 58
Office WINET 1.2 Office OG1 2 W B3 GANTNER-GER-Bochum
Pr——— s EECIN — minmumn o v Blocklist Enabled O
sl VAL || 2> | kems |50 | Calendar Outdated (Months) 3 [$
Ianore Snecial Davs m ~
Devices Bookings Updater Scheduler

Idie | /). Saito Space disconnected | Connectad | Connected as: SYSTE!

Figure 5.25 — “Offline Doors” view

o The name and number of the offline door as well as the name of the associated offline loader are
displayed in the list.

o The footsteps symbol in the “State” column indicates whether there are changes that need to be
loaded to the offline device.
" ... The data in the offline device is current, i.e., the last changes have been loaded.

The colors of the footprint symbols indicate which data is not up to date in order of priority, which is as
follows:

' .. Red indicates that the access data is not synchronized.
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» You can search for a specific door by entering information into the search fields to the left of the door list and

o The “Battery” column shows the battery charge status of the offline controllers at the time of the last

Gantner

... Violet indicates that the configuration data is not synchronized.

... Green indicates that the corporate calendar data is not synchronized.

... Blue indicates that the corporate calendar of the offline device will expire soon.

readout of the controllers.

B
B

o Inthe “Location” column you can see the location to which the doors are assigned.

Battery is fully charged.

. Battery is almost empty and must be replaced as soon as possible.

clicking on the magnifying glass icon.

» To change the door name, the door number, or the serial number of a door, select the door and change the

. Battery is empty and must be replaced.

data in the information window. Click on the green “Save” icon to save the changes.

. Battery status unknown (e.g., because it has not been read yet or because no battery data
carrier has been used or learned at the offline controller).

l For information about these settings, see the information on “Assigning Offline Doors” on the previous page.

» To reset the battery warning of a controller (e.g., after the battery has been replaced), right-click on the controller
and select “Reset battery warning”.

i @

o The battery warning is reset, and the green battery symbol is displayed.

Battery warnings are also reset via the CardNET data when changing the battery (depending on the product
and controller setting). If CardNET is not used (functions “Read only unique number” or “Read only card

number”), the battery warnings and the resetting of bookings during readout are transferred via the
programming device.

|

» To delete a door, select the door and click on the Delete icon.

Individually reloading offline doors

You can individually select to reload one or several offline doors with configuration data.
» Open the “Offline Doors” tab.

Controllers | Doors | Offline Loaders

QUe

Name

X

Door Number

OfflineDoor State

Battery

Loader Name

Name Loader Name
Office 3.41 Gebaude Ost
Office WIiNET F1.2.1 | Office OG1
Office 2.30 Gebaude Ost

) 17 Gebaude Ost
Office 1.5 Gebaude Ost
Office 2.31 Gebaude Ost
OfficeLocker_01 GAT ECO.Side Lock
Office 2.33 Gebaude Ost
Office 2.32 Gebaude Ost
Office 2.27 Gebaude Ost
OfficeLocker_03 GAT ECO.Side Lock
Office WIiNET FI.1.2 | Office OG1

Figure 5.26 — Reloading offline doors
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» Right-click on the controller and select “Load door again” from the menu.
o After selecting the menu option, the status is indicated by a red footprint symbol L

o The next time the location or offline loader is loaded, the data for the door will be transferred again.

5.2.12 Synchronizing offline loaders and offline doors

During synchronization, changed or new authorization data for offline doors is transferred to the relevant offline
loaders in order to update the offline locks locally. In addition, the data stored in the offline loaders (bookings, battery

warnings, etc.) of the doors are read out to make them available in GAT ACE or GAT Matrix. Depending on the type
of loader, different functions are available:

- GAT MT 010: The authorizations are transferred, and the bookings are read in one step via the “Synchronize
Changes” function.

- GAT DL 092: The transferal of changed data, the time setting, and the reading of bookings can be selected and
carried out separately.

- GAT DL 73xx or GAT Locker Lock loader: A configuration file can be generated in order to configure the GAT DL
73xx and the CardNET locker locks. Information such as configuration results and bookings (for the locker locks)
can be read and reimported into GAT ACE 7000.

® With the remote sync function for the GAT DL 092, GAT DL 73xx or GAT Locker Lock, it is possible to

l transfer data for offline doors over greater distances. This is helpful if the offline loader cannot be directly
connected to the GAT ACE server, e.g., if a technician wants to reload the doors with an offline loader at a
remote location. The data can then be transferred via a network, email, etc., between the GAT ACE server
and the offline loader. See 5.2.13 Remote sync transfer of offline data”.

The functions for synchronization are either separate for each offline loader or selectable per location, i.e., for all
offline loaders in one location.

» Select the offline loader or the location for which the synchronization is to be carried out.

» Select the desired function via the corresponding icon in the function bar. Alternatively, you can right click on the
offline loader or the location and select the desired function from the pop-up menu.

[ GAT ACE 7000 Viewer
~
- Start Help

5
GH Y B S8
Add Deletq Synchronize DL3xx  Read Add
Changes  SetTime Bookings Door
Offline Loaders @ffline Doors
* | Controllers | Doors Offline Doors | Cameras
4 GANTNER > Properties
4 AUT Qe H X Name Number | Type Operation Mode State  Location
Bregenz Hotelzimmer 17 DLOS2 Hotel Mode G1 & GANTNER
4 Schruns Name GAT ECOSide... 20 GAT Locker Lock | CardNET G2 and G1 U9 GANTNER-AUT-Schruns Name
Service Number From ¢ Senvice OG1 8 DLO9Z = A;d — 1 1 GANTNER-GER Number
4 GER Number Ta ) GAT DL 73xx 21 GAT DL 734 & GANTNER .
Bochum Office OG1 7 DLO92 % Daleta s s o 0 P o IPF
e = Gebaude Nord 13| GAT MT 0% Synchrenize D Synchronize Changes 2ratic
Operation Mode < Gebaude Ost 12| DLO92 4+  Add Door Bl S22 o Da
- Read Bookings A De
Create Configuration (Remote Sync) Licm
DL3w« Set Time (Remote Synd) L
BIC &
Read Information (Remote Sync)

teGIC A

Figure 5.27 — Synchronization of a specific offline loader (GAT DL 092 selected in the example)
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éﬂ OO0

Add ISynchronize Synchronize DL3xx  Read  Create Configuration Create Configuration
Child JGAT MT 010 GAT DL 092 Set Time Bookings (DL 7350 (GAT Locker Lock)

Locations
* | Controllers | Doors Offline Doors | Cameras
4 GANTNER N
4 AUT Qe H X Name Number  Type Operation Mode State Location
Bregenz Service OG1 8 DL092 CardNET G1 Uy GANTNER-GER
4 Schruns Name Office OG1 7 DLO2 CardNET G2 and G1 %8 GANTNER-GER-Bochum
Service Number From ¢
4 GER ~
+  Add Child =
Rename e
Edit o
X Delete
Synchronize GAT MT 010
| Synchronize GAT DL 092 3 Synchronize Changes
Create Configuration (DL T3xx) v DL3xx Set Time
Create Configuration (GAT Locker Lack) v Read Bookings
Create Configuration (Remate Sync) e [ <1715 [ |2kems [50]%
DL3xx Set Time (Remote Sync)
Read Information (Remate Sync)
Figure 5.28 - Synchronization of all offline loaders in one location
® If the synchronization function is selected directly for a GAT MT 010 offline loader, all door data is

transmitted. When synchronizing at a location is selected, only the data of the doors marked with a footprint
symbol '.! (i.e., where data has been changed) is transmitted.

NOTE! The directories for the synchronization data as well as the synchronization with GAT Sync Manager are
defined in the general settings (see “4.2 Application settings”).

GAT MT 010 — Synchronization

¥ @

Synchronize Synchronize
GAT MT 010

Changes

Use these buttons, or the menu options of the same name, to transfer all changed door data assigned to the
selected offline controller or location, and to read their bookings.

» Select the desired function.

o  After selecting the function, a window opens where you can select the directory for saving the booking
files.

o Then another window opens where you can select the folder for the configuration files of the offline
locks.
» Save this data, e.g., on an SD card, which is then inserted into the GAT MT 010.

ATTENTION! Before inserting the SD card into the GAT MT 010, ensure that the GAT MT 010 is switched off.
After inserting the SD card, switch on the GAT MT 010 and check that the date and time are correctly set in the
GAT MT 010 before loading the doors.

» Take the offline loader (programming device) and go to the affected offline doors to transfer the configuration to
the offline controllers.

@
l Detailed instructions for loading offline doors are available in the user manual of the offline device.
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GAT DL 092 — Synchronize changes

% 9

Synchronize Synchronize

Changes GAT DL 092

Use these buttons, or the menu options of the same name, to transfer the changed authorization data of the doors
at the selected controllers or locations to the relevant offline controller.

» Connect the GAT DL 092 offline controller to a USB port on the PC.
» Select the function “Synchronize Changes”.

o First, any saved bookings on the connected GAT DL 092 are read out (they would be deleted during
writing of the changed data) and their memory is deleted. Next, the new/changed authorization data is
copied to the GAT DL 092.
» Use the GAT DL 092 Controller to load the changed data into the offline doors.

NOTE! Immediately after removing the GAT DL 092, plug it into a battery pack or power bank to power it. The
internal clock stops running when the supply voltage is disconnected, which leads to a large time deviation if the
GAT DL 092 is left without voltage for too long.

NOTE! When transferring the changed data to an offline door, the time of the door is always synchronized (as of
version 4.2 of GAT Matrix). However, if the GAT DL 092 has been disconnected more than once from the supply
voltage after removing it from the PC, the time will not be synchronized when the offline doors are updated. For
offline doors, where no data has been changed/transferred, the time is also not synchronized.

NOTE! If not, all changed data for all offline doors could be saved on the GAT DL 092 offline controller, a message
with the missing changed data is displayed. After updating the doors, the GAT DL 092 offline controller must be
reconnected to transfer the remaining data.

GAT DL 092 - DL 3xx Set Time

% 9

DL 3xx DL 3xx
Set Time Set Time

Use these buttons, or the menu items of the same name, to copy time synchronization data for the doors at the
selected controllers or locations to the connected GAT DL 092 controller. In this case, no authorization data is
transmitted. The time synchronization is transmitted for all offline doors regardless of whether the doors have changed
authorization data or not.

» Connect the GAT DL 092 offline controller to a USB port on the PC.
» Select the function.

o First, any saved bookings on the connected GAT DL 092 are read out and their memory is deleted.
The time synchronization information is copied to the selected GAT DL 092.

» Go to the offline doors with the GAT DL 092 controller to synchronize the times of the offline doors.
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NOTE! Immediately after removing the GAT DL 092, plug it into a battery pack or power bank to power it. The
internal clock stops running when the supply voltage is disconnected, which leads to a large time deviation if the
GAT DL 092 is left without voltage for too long.

If the GAT DL 092 has been disconnected from the supply voltage more than once after removal from the PC,
the time will not be synchronized when the offline doors are updated. For the offline doors, where no data has
been changed/transferred, the time is also not synchronized.

GAT DL 092 — Read bookings

¥ Q

Read Read
Bookings Bookings

Use these buttons, or the menu items of the same name, to read the bookings for the selected area via the GAT DL
092.

» Connect the GAT DL 092 offline controller to a USB port on the PC.
» Select the function.

o The bookings stored on the connected GAT DL 092 are read out and made available to the access
software (e.g., GAT Matrix).

o If the reading of device information is selected when configuring the GAT DL 092 (see “5.2.11
Configuring offline loaders and offline doors”) then the read data, such as firmware version, etc., is
also transferred from the GAT DL 092 to GAT ACE and displayed for the offline doors in GAT ACE.

o After read-out is completed, the GAT DL 092 memory is deleted so that the bookings are not
duplicated in the system when read again.

GAT DL 73xx and GAT Locker Lock — Synchronize changes

™ Q Q

Synchronize Create Configuration Create Configuration
Changes (DL 73xx) / (GAT Locker Lock)

Use these buttons, or the menu options of the same name, to generate a configuration file (XML) with the
authorization and configuration data for the GAT DL 73xx readers or the GANTNER Locker Locks at the selected
controllers or locations respectively. The configuration file is then transferred to the GAT DL 73xx or GAT Locker
Locks using the GAT DL Analyzer software. This process is described in the next chapter “5.2.13. Remote sync
transfer of offline data”.
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GAT Locker Lock — Read bookings

g 9

Read Read
Bookings Bookings

Use these buttons, or the menu items of the same name, to read the bookings for the selected GANTNER Locker
Locks. After clicking the button, a window opens where you must select the correct booking file. The booking file is
generated with GAT DL Analyzer as described in the next chapter “5.2.13. Remote sync transfer of offline data”.

®  The GAT DL 73xx offline controller does not save bookings; therefore, the icon for importing bookings is not
1 shown in GAT ACE 7000.

5.2.13 Remote sync transfer of offline data

With the Remote Sync function, which is available for the GAT DL 092, GAT DL 73xx and GAT Locker Locks loaders,
the transfer of authorization and configuration data as well as bookings and status information is done via file transfer.
GAT ACE 7000 writes the data to a file that is then sent to the location where the offline controllers or locks are
located. There the files are transmitted to the offline controllers using the GAT DL Analyzer software. This software is
also used to read bookings and status information from the offline controllers/locks and write this data to files that are
then sent via file transfer to GAT ACE 7000 for importation.

The GAT DL 73xx and GAT Locker Locks loaders always have to use Remote Sync (file transfer with GAT DL
Analyzer). The GAT DL 092 loader can be used either directly with GAT ACE or with Remote Sync file transfer. The
second option is helpful if the GAT DL 092 cannot be plugged directly into the computer running GAT ACE (e.g., for
IT security reasons or if the computer is accessed remotely and you are not on-site). To use Remote Sync with the
GAT DL 092, the applicable “remote sync” option must be selected.

e A

| Synchronize GAT DL 092 b Synchronize Changes
Create Configuration (DL 73xx) 3 DL3xx Set Time

Create Configuration (GAT Locker Lock) 3 Read Bookings

Create Configuration (Remaote Sync)
DL3xx Set Time (Remote Sync)

Read Information (Remote Sync)

Figure 5.29 - Remote sync options for synchronization via a file interface
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Figure 5.30 — Overview of remote sync process for offline doors (example for GAT DL 092)

This image shows the remote sync process for the GAT DL 092. The process is similar for the GANTNER Locker
Locks and GAT DL 73xx except for the transfer from the GAT DL Analyzer software to the offline controller/lock (see next

pages).

www.gantner.com
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GAT DL Analyzer

To use the remote sync feature, the software “GAT DL Analyzer” must be used at the remote locations where the
offline loaders are being used.

®  The GATDL Analyzer software is only available in German; however, the operation is straightforward using

l the translations provided in the following instructions.

Complete the following steps:

» Download the “GAT DL Analyzer” software from the GANTNER partner homepage or contact GANTNER
Support who will send you the software.

» Start GAT DL Analyzer by double-clicking on “GAT DL Analyzer.exe”. The software is a portable version and
installation is therefore not necessary.

o  The following window is displayed.

.3 GAT DL Analyzer - m] X
Datei  Analyse  GAT DL 092 Analyse ,Wl 055 5ync  Firmware Update  Info
binstellungen
GAT DL 3¢ ’
GAT DL 73w ’
GAT Locker Lock J
Gelesene Buchungen exportieren

No COM

Figure 5.31 - Remote sync options for synchronization via a file interface

- Only the “‘Remote Sync” menu is required for the transmission of data. The other menu items are for service

l technicians.

» The “Einstellungen” (EN: Settings) option in the “Remote Sync” menu allows you to select the default directories
where the files are to be stored by default for synchronization.

o The following window is displayed.

£ Remote Sync Einstellungen — O *

Buchungsausbagepfad | C:\Offline Sync ACE-Bookings |

Korfigurationen e . y
Standardordnar |C. \Offline Sync\ACE-Config| |
DL 73 COM Port COM1 ~
Sotrechen

Figure 5.32 — Default directories for remote sync
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» Enter the desired directories into the fields or click on the “...” buttons to select the directories. Confirm the
settings via the “Ubernehmen” (EN: Confirm) button.

o You can also manually change or select the directories when selecting the files.

» For the GAT DL 73xx, select the serial interface in the “DL 73xx COM Port” field where the GAT DL 73xx
configuration cable is connected.

» Use the menu items “Konfiguration einspielen” (EN: Import configuration) and “Informationen auslesen” (EN:
Read information) to transfer data from and to the offline loader plugged into the USB port (see below for
instructions).

Procedure for transferring change data and bookings

For GAT DL 092 to use the remote sync function in GAT ACE 7000 the menu options shown with the suffix “remote
sync” are used.
‘ Synchronize GAT DL 092 3 Synchronize Changes

Create Configuration (DL 73xx) DL3xx Set Time

Create Configuration (GAT Locker Lock) 3 Read Bookings

-

Create Configuration (Remote Sync)
DL3sxx Set Time (Remote Sync)

Read Information (Remote Sync)
Figure 5.33 - Remote sync options for GAT DL 092 for synchronization via a file interface

The menu items are otherwise the same as for the local transfer of data. Please read section “5.2.12 Synchronizing
offline loaders and offline doors” for detailed information on the three functions.

For the GAT DL 73xx and GAT Locker Lock, the menu items in GAT ACE 7000 automatically use remote sync as
described in the following steps.

GAT DL 73y

g e et B B T

24 GAT DL73xx CardNET G2 and... LL330

Add 22—GAT ECOSide Lock CardNET G2 and... Ready
Office OG1 DLO92 CardMNET G2 and... Gebaude Osf +  Add pLO9Z CardNET G2 and... | Ready
LL320 X Delete | e e T T o A Delete
Gebaudes O Synchrenize > Create Configuration (DL 73xx) Synchronize 4 Create Configuration (GAT ECO.Side Lock)
4 Add Door Read configuration results & Add Doar Read configuration results

Figure 5.34 - Remote sync options for synchronizing the GAT DL 73xx and GAT ECO.Side Lock

» To read the bookings from offline doors, first transfer them from the remote locations to the current PC/server
(see below).

» In GAT ACE, right-click on the offline loader or site to be loaded.

o A context menu is displayed.
» Click on “Synchronize” or “Synchronize GAT DL 092"

o  The menu items with the various synchronization functions are displayed.
» Select a remote sync option:

o  With the “Synchronize Changes (remote sync)” (GAT DL 092) or “Create Configuration (xx)” (for the
GAT DL 73xx and GAT Locker Lock) option, the change data for the respective offline loader(s) is
written to a file. A window opens where you can choose the location and file name for the file.

o  With “DL3xx Set Time (remote sync)”, commands for the time synchronization of the GAT DL 3xx
locks are written to the respective offline loader(s) in a file. Thus, when transferring the file to the GAT
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DL 092 offline loader, the time on the PC where the GAT DL 092 is connected (see below) is used for
the time synchronization. Selecting this item opens a window in which you can select the location and
file name for the file.

o  With the “Read Bookings (remote sync)” (GAT DL 092) or “Read configuration results” (for the GAT
DL 73xx and GAT ECO.Side Lock) option, a window opens in which you can select the file to import
into GAT ACE that has the previously read offline-lock booking data.

» After confirming the selection via “OK” in the file window, the change data is written to the file or the bookings
are loaded from the file into GAT ACE.

» Next, transfer the written files with the synchronization data to the remote locations (e.g., via email, remote
view, or similar).

» Start the GAT DL Analyzer software on the PC at the remote location.

» Plug the offline loader into a USB port on the PC.
- GAT DL 092: Plug this loader directly into a USB port of the PC.

- GAT DL 73xx: Use the GAT DL 73xx Configuration Cable to connect the GAT DL 73xx (RJ 45 plug) to
a USB port of the PC.

- GAT Locker Lock: Use a standard USB cable (connector type Micro-B) to connect the lock a USB port of
the PC.

» To transfer the synchronization data (configuration or time setting), open the GAT DL Analyzer and select the
menu item “Konfiguration einspielen” (EN: Import configuration) in the offline loader sub menu of the “Remote
Sync” menu. Then select the synchronization file generated by GAT ACE.

o The synchronization data is transferred to the offline loader, which you can then use to load the doors.
NOTE! When bookings are stored in the offline loader, they are first read and saved to a file on the
PC before the synchronization files are transferred (memory is deleted). This booking file can be sent
to the server with GAT ACE for importation there (see above).

» To read bookings from an offline loader, select the menu item “Informationen auslesen” (EN: Read information)
in the offline loader sub menu of the “Remote Sync” menu.

o The bookings are read from the offline loader and loaded into GAT DL Analyzer.

@

If several offline controllers and/or locks are loaded and read, the data is saved by GAT DL Analyzer
temporarily.

I

§

» After loading and reading all the desired controllers and/or locks, select the menu item “Gelesene Buchungen
exportieren” (EN: Save Read Bookings).

o The temporarily stored data is stored in a file on the PC.
» This bookings file can be sent to the server with GAT ACE for importation there (see above).

o Afterwards, the offline loader memory is deleted.
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5.2.14 Updating firmware of the GAT DL 73xx offline controllers and GAT locker locks

The GAT DL Analyzer software enables new firmware to be loaded into the GAT DL 73xx controllers and the GAT
locker locks.

®  For the GAT GAT ECO.Side Lock 7000 NW BA CardNET (Part No. 1105111) only a firmware of this lock type

l can be used. Using a firmware for the locker locks GAT ECO.Side Lock 7xxx (without CardNET) with identical
hardware is not possible. The same applies for the GAT ECO.Lock 7100 NW BA CardNET and the GL7p.xxxx
CardNET locks.

» Connect the controller to the PC.
The GAT DL 73xx connects to the PC via the GAT DL 73xx Configuration Cable. The GAT locker lock connects
to the PC via a standard USB cable (plug type Micro-B).

» Inthe GAT DL Analyzer software, open the “Firmware Update” menu and in the menu entry for the correct type
of offline controller select the function to load the intended firmware of either a GAT DL 73xx component (“Leser”
= EN: reader, “Funkmodul” = EN: RF module or “Funkschloss” = EN: wireless lock) or of the GAT locker lock.

. GAT DL Analyzer

- O X
Datei  Analyse  GAT DL092 Analyse  Remote Sync 055 5ync | Firmware Update | Info

[ GATDLT3x P Leser
GAT Locker Lock  » Funkmadul

Funkschloss

Figure 5.35 - Firmware update of an offline controller GAT DL 73xx component.

=
{4 GAT DL Analyzer - m| X
Datei  Analyse  GAT DL 092 Analyse  Remote Sync 0S5 5Sync | Firmware Update | Info
GAT DL 73 »
[ GATlockerlock +]  Fimuaereladen |

Figure 5.36 - Firmware update of a GAT locker lock.

o A window is opened where you must select the firmware file.
» Select the firmware file and click “OK”.
o The firmware is loaded into the controller or lock respectively.

o If the connection is not established, a corresponding error message is shown in the program window of
GAT DL Analyzer.

» After transmitting the firmware, a corresponding message is displayed, and the controller or lock is restarted.

www.gantner.com HB_GAT-ACE7000--InstBed-EN_22 75



GAT ACE 7000
Operation

Gantner

5.2.15 Configuring cameras for license plate recognition systems

As of GAT ACE 7000 version 2.2 and GAT Matrix version 5.2, cameras for license plate recognition are supported.
The ID information and license plate numbers of all persons defined in GAT Matrix are transferred from GAT ACE
7000 to the camera systems. The GAT SR 950 camera available from GANTNER validates the read license plates
and, if the validation is approved, transfers the ID number to the access controller (e.g. GAT DC 7200) via the
Wiegand interface. In this case, the GAT DC 7200 then checks whether a local decision is possible based on the
stored authorizations or whether an online decision is required, e.g., if a pool management or anti-passback
decision is required. With this system solution, all requirements can be mapped.

In the GAT Matrix software, the vehicle license plates information are inserted in the personnel data. For more
information about the license plate entry, please refer to the GAT Matrix manual.

3 GAT ACE 7000 Viewer
18- Start | Help
—_— e~ e~ o~

o mx o o

Cameras

4 GANTNER
4 AUT
Bregenz
4 Schruns
Service
4 GER
Bochum

.
£y
o
(g

Add Delete Enable Disable Configuration

Devices Bookings Updater Scheduler

- o x
~ | English v
Controllers | Doors | Offline Loaders | Offline Doors m e
> Properties
Qe X Name IPAddress | IPPort  Enabled CameraState  Download Stste  Certificate Sta... Location
Einfahrt TG... 100010 s [ 2 Y (O] GANTNER-GER

Name Ausfahrt TG... 100011 20 [ 'Y Y L] GANTNER-GER Name Einfahrt TG

IP Addiress. Zufahrt Gas... 10.0.0.12 80 D A ‘ 'S' GANTNER-GER 1P Address 10.00.10

IP Port < IP Port 80 [T

Use SSL/TLS O

Trust All Certificates | |
Set New Password ||

Card Type 1o ¥

<« < 171 = >>  Fltems |50 |v

ed | Connected as: SYSTEM

Salto Space disconnected

Figure 5.37 - Updating the firmware of a GAT Locker Lock

All cameras configured in the system are listed here.

- Name:
- IP Address:

- IP Port:
- Enabled:

- Camera Status:

The name of the camera. This is set when the camera is added.

Is the IP address of the camera. Each camera in a system has a unique IP number that is used
to communicate over the network.

Port for communication with the respective camera (default = 80).

The Enabled column indicates whether the camera is enabled or disabled. With a deactivated
camera, no communication is performed, which means that license plate recognition is currently
not possible on this camera.

Displays the current status of communication with the camera.

‘ .... Communication with the camera is OK

A\ .... Communication interruption with the camera
7 ..... Communication status is unknown

Q. The camera is disabled

- Download Status: This icon shows the status of communication from GAT Matrix to the cameras.
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The connection to the camera is interrupted and the latest data in GAT Matrix has not
yet been loaded into the camera. It will automatically be tried to reload the data every
few minutes. If loading is not possible for about 15 minutes, the next status is displayed.
A\ .... The last configuration data has not yet been loaded from GAT Matrix to the camera.
Reload the changes after establishing the connection to the camera.

The loading of the data to the camera in question was not successful and GAT ACE
7000 tries to load the data to the camera again every 2 minutes.

- Certificate Status: In this column you can see the current status of the encrypted TLS communication:
' ----- The connection with the camera is encrypted and the certificate used is valid.
. ..... The connection with the camera should be encrypted, but the certificate is invalid.
() ... An unencrypted connection with the camera is used.

- Location: The location where the camera is located is displayed here. For the location function, see "5.2.1.
Structuring locations".

Adding a new camera

I'.';?l- » To add a new camera, click the corresponding icon in the header.
o The following window opens.

[3 CameraView - ] X
B save 3 Cancel

Hinzufigen

MName Entrance TG

IP Address 192.168.1.2

IP Port 80 |C
Use SSL/TLS

Trust All Certificates
Password . u|

Card Type 1 - Emplyoee (Type 1) v

Figure 5.38 - Hinzufligen einer Kamera zur KFZ-Kennzeichenerkennung

» Enter the info for the camera here.

- Name: Enter a name for the camera, e.g., the location.

- IP Address/Port: The network address (IPv4) and port number (default = 80) for
communicating with the camera.

- Use SSL/TLS: If communication to the camera is to be encrypted (recommended), then
check this box. The corresponding certificate must then be installed on the
PC (see documentation of the camera).

- Trust All Certificates: This option can be used to enable a connection to the cameras if "Use
SSL/TLS" is activated but no appropriate certificate is installed on the PC.
The connection is still possible, but this approach is not recommended and if
SSL/TLS is used, the appropriate certificate should always be used.
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- Password: Usually the cameras use a password to access the web configuration page
to prevent unauthorized access. Enter the password here to facilitate the
configuration, as GAT ACE 7000 will then perform the login directly when the
configuration is called.

- Card type: For the car license plate recognition, the license plate is used as "data
carrier" for the user identification. You can select here which data carrier
type the license plate should correspond to. This is necessary for the
authorization check in GAT Matrix (see GAT Matrix manual -> Card types).

» Click "Save" after entering the data.

o The new camera is inserted in the List of cameras.

Configuring a camera

To configure a camera, the web interface of the camera is used. This can be opened as follows.

il

"“} » Select the camera in the list.
wr

konfiguration P Click the "Configuration” button in the header.

o The standard browser opens with the configuration page. This differs depending on the
camera model. Please read the documentation of the camera for the configuration.

o If a password is required to access the camera configuration (login), you can enter it in the
browser window.

o If the password is changed in the configuration page of a camera, please do not forget to
change the password in GAT ACE 7000 as well. You can set a new password by highlighting
the camera and checking the "Set new password" box in the settings on the right side.

Changing camera settings

» To change settings such as name, IP address, Use SLS/TLS, etc. of a camera, first select the camera from the
list.

o The camera settings are displayed in the "Properties" field on the right.
» Change the desired value here.
o Assoon as a value is changed, the Save @ and Cancel 23 icons are displayed.

» Click on "Save" [ to save the changes.

Searching for a camerain the displayed list

» To search the list for a specific camera, enter the known information such as name, IP address or IP port in the
search fields on the left of the list.

Note: It is sufficient to enter only a part of the information (e.g. a few letters of the name).

»  After clicking the search icon & , only the cameras that match the entered information will be displayed in the
list.
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5.3 Bookings

All data carrier readings, access requests, and permitted entries/exits are recorded by the controllers in a bookings
log. Each booking contains information on the data carrier number used, the date and time, and the type of booking,
etc. This data allows all activity recorded by the controllers to be analyzed at a later date.

GAT ACE 7000 can directly download the bookings from the online controllers and display them in the “Bookings”
area. The bookings can be filtered and displayed in this area according to specific criteria.

® The bookings of offline controllers (max. 500) can also be read out and displayed (see “5.2.12 Synchronizing
l offline loaders and offline doors” and also “5.2.13 Remote sync transfer of offline data”).

If bookings are provided by GAT SyncManager, ensure that GAT ACE 7000 expects a booking file called
“accessbookings.exp”. The name of the booking file can be freely selected in GAT SyncManager and must
therefore be defined exactly.

» Click onto “Bookings”.

o The bookings area opens, and all existing bookings displayed.

3 ACE 7000 Viewer - [m} X
(=3 Start | Help A [EB English (United Kingdom) |V

Q

Search
again

Bookings
2
Qe B X Filters =
ooking Id v Time Bookings Code Door Number Person Id Card Id Controller Number
\dFisi 1dTo 100 11/01/2017 13:50:40 | 2100 2 A
/0172017 13:50:39 2 3

Controller Number Door Number IV 1350:39 | 2100 =

98 11/01/2017 13:46:02 | 2100 2
fimekrom = 97 11/01/2017 13:46:01 2100 1
Time To ¥ 96 10/01/2017 10:22:40 | 2053
Bookings Code 95 10/01/2017 10:22:35 | 2030

94 10/01/2017 10:22:35 2000
93 10/01/2017 10:21:48 2030
92 10/01/2017 :48 2000
91 10/01/2017 2053
90 10/01/2017 10:18:38 2030
89 10/01/2017 10:18:38 | 2000
88 10/01/2017 10:18:02 | 2030
87 10/01/2017 10:18:02 | 2000
86 10/01/2017 08:52:48 2053
85 10/01/2017 08:52:44 2030
84 10/01/2017 08:52:44 2000
83 10/01/2017 07:14:30 | 2030
82 10/01/2017 07:14:30 | 2000

01 ASIMAMAIT AEALAA A0TA

<< 2 |1/2) > >> | 100 ltems 50 |v

Devices!Bookingst Updater Scheduler

o | Connected as: SYSTEM

Figure 5.39 — Bookings area

The latest entries are displayed automatically.
» To view older bookings, use the scroll buttons below the list or change the number of items displayed per page.
» Use the search fields to the left of the list to filter the bookings list for specific information.

» If any new bookings occur while you are viewing the bookings, you can refresh the display by clicking on the
Search button () to see the latest bookings.
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5.4 Updating online controllers and readers

In the “Updater” area, you can update the online controllers of the system and the readers connected to them to a
current device software.

» Click onto “Updater”.

o The location list and the online controllers are displayed.

3 ACE 7000 Viewer - [m} X
Start | Help | English (United Kingdom) v

18-

G =
Search Update
again Controller

Controllers Readers

4 GANTNER :
apti A H.X| Fus 5 Name Controller Number  Type Hardware Version  Firmware Version  Bootloader Version  Location
B DC7x_1803000084 10 Controller 22 164 110 Service
e ko 1804000040 10 Reader 1201 99.58 0101 Service
i Type <] | 1804000041 10 Reader 1201 9958 01.01 Service
4 GRR DC7x_1803000086 11 Controller 22 164 110 Schruns
Bochum Fimyare Veraion 1740000031 11 Reader 1201 9958 0101 Schruns
Hardware Version 1740000018 11 Reader 1201 99.58 01.01 Schruns
Bootloader Version DC7x_1803000085 9 Controller 22 164 110 Schruns
Brcted - 1806000051 9 Reader 13.00 9958 01.01 Schruns
1806000050 9 Reader 1300 9958 01.01 Schruns
DC7x. 0000000008 15 Controller GANTNER

Devices Bookings;UpdateriScheduler

:cted | Connected as: SYSTEM

Figure 5.40 — Updater view

The list displays the online controllers that are assigned to the location and sub-locations selected to the left. The
current hardware version, firmware version, and bootloader version of the controllers are also displayed.

» To update a controller with a new firmware, first select the location then select the controller in the list and finally
click on the “Update Controller” icon.

o An “Open” window is displayed.
» Select the ZIP file that contains the software update and click on “Open”.

o The software update is transferred to the controller. The controller restarts to finalize the software
update.

» Ensure that the connection to the controller and its power supply are not interrupted during the update process.

» To update the software of an RFID reader connected to a controller, select the reader from the list then click on
the “Update Reader” icon.

o A window opens where you can select the software update for the reader.
» Select the ENC file with the software update and confirm with “Open”.

o The software update is transferred to the reader via the controller.

®  Multiple controllers or readers can be selected to update with the same new software in one step. The
controller restarts after the software update. The TCP/IP connection is thereby briefly interrupted but
automatically restored by GAT ACE after the restart.
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5.5 Scheduler

In the “Scheduler” area, reoccurring system tasks can be executed automatically in GAT ACE 7000. The following
system tasks can be scheduled:

- Backing up of the SQL database

- Deleting of old entries in the bookings database

- Deleting of old controller backups

» Click onto “Scheduler”.
o The current day with all tasks scheduled for the day are displayed.

» Use the calendar to the left to navigate to a desired date.

3 ACE 7000 Viewer - [m} %
Start Help ~ |ER English (United Kingdom) v
nlmly
B
New Scheduler
Definition ~
Scheduler
4 November 2017 - December 2017 ¥ Wednesday, 22 November

November 2017
Mo Tu We Th Fr Sa Su

12 3 4

5

6 7 8 9 10 n 2 N°

1314 15 16 17 18 19

0 2R3 24 25 2%

27 28 29 30 12 00
December 2017 13 00

Mo Tu We Th Fr Sa Su

112 13 14 15 15 17 4% 14001400 Backup Database

25 2 271 28 29 30 31
15 00 £31501-15:01 Clean old database entries
16 00
17 ®

Devices Bookings Updater Scheduler

Connected as: SYSTEM

Figure 5.41 - Scheduler view

To schedule a new task, complete the following steps:
» Click on the “New scheduler definition” icon.
o A menu with the available tasks is displayed.

wlmin

B

New Scheduler
Definition ~

SQL backup
Clean Database Table

Clean controller backups 1282017 *

» Select the desired task from the menu.

o The “Scheduler Definition” window opens with the corresponding settings of the selected scheduler
task. The scheduler tasks are described in the following sections.
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5.5.1 SQL database backup

82

The SQL database contains all the data of the access system, e.g., the controller and door configuration settings,
and the bookings data. This scheduler task allows you to automatically create backups of the SQL database at
regular intervals. During every database backup, a new file is created. The date and time of the backup is included
in the file name. Should an error occur in the system, the database backup file can be imported into GAT ACE 7000
so that operation can continue using the data saved at the time of the backup.

NOTE! Data deleted after performing this scheduler task cannot be recovered!

a Scheduler Definition X

Execute Now

@) Days Interval Start Date 22/11/2017 23:35

SQL Database Backup Definition

Number of saved backups 518
Backup path
Is Enabled v

v

Day of the Week Interval

w
<>

Days Interval
Hours Interval

Day of Month Interval

Special Day Interval

e ][ o

Figure 5.42 — Scheduling an automatic backup of the SQL database

>

v

In the “Number of saved backups” field, enter the number of backups that should be kept. In order to save
space, GAT ACE 7000 automatically deletes the oldest backup when performing a new backup. The value
entered here is the number of backups to retain, e.g., if “5” is entered and 5 backups have already been made,
the oldest backup file is deleted so that the total number of saved backups remains at 5. If backups are made
frequently, e.g., on an hourly or daily basis, it is recommended not to set this value too low. Should an error not
be detected immediately, more backups will be available.

In the “Backup path” field, enter the location where the backups are to be saved. It is recommended to select a
network path here so that backups are not lost if the GAT ACE 7000 PC/server is damaged.

Click on the “Is Enabled” option to enable (field is marked) or disable (field is unmarked) the task.
NOTE! A disabled task remains saved in the scheduler but is not executed at the scheduled time.

From the box to the left, select the interval for each reoccurrence of the task, e.g., hourly, daily, etc.

In the fields to the right, enter the start date for the task and define the interval, e.g., every 5 hours, or every 5
days, between each subsequent backup. The options available here depend on the type of interval selected.

Click on “Save” to confirm the scheduler definition.
o The new task is added to the scheduler.

With the “Execute now” button, a backup of the database according to the data entered (days and backup path)
is created immediately.
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5.5.2 Cleanup of the database table

This scheduler task performs a cleanup, i.e., deletion, of old table entries in the database, thereby releasing space.
Currently, only data in the bookings database table can be selected for cleanup. The bookings database table
records all system activity such as denied entries and permitted entries (see chapter “5.3 Bookings”).

NOTE! Booking data that has already been transferred to the access control software (e.g., GAT Matrix) remains
available in the access control software after the bookings are deleted in GAT ACE 7000.

[ Scheduler Definition X

Execute Now

Clean some old entries of a table in the database

Table Booking v
Older than days 30 |
Is Enabled v
@) Days Interval Start Date 22/11/2017 06:39 v

Day of the Week Interval Days Interval 50

Hours Interval

Day of Month Interval

Special Day Interval

E Save ‘ ‘ C)Cance‘

Figure 5.43 — Scheduling an automatic cleanup of a database table

» Inthe “Table” field, select “Booking” from the menu.
NOTE! This is currently the only option available for this scheduler task.

» In the “Older than days” field, enter the number of days after which the database table entries will be deleted.
For example, in Figure 5.43, all entries older than 30 days will be deleted.

» Click on the “Is Enabled” option to enable (field is marked) or disable (field is unmarked) the task.
NOTE! A disabled task remains saved in the schedule but is not executed at the scheduled time.
» From the box to the left, select the interval for each reoccurrence of the task, e.g., hourly, daily, etc.

» In the fields to the right, enter the start date for the task and define the interval, e.g., every 5 hours, or every 5
days, between each subsequent task. The options available here depend on the type of interval selected.

» Click on “Save” to confirm the scheduler definition.
o The new task is added to the scheduler.

» With the “Execute now” button, a cleanup of the database table according to the data entered is performed
immediately.
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5.5.3 Cleanup of the door controller backups

This scheduler task performs a cleanup (i.e., deletion) of old door controller backups in the database, thereby
releasing space. Before each update or change to a controller’s configuration, a backup of the current configuration
is performed by GAT ACE 7000, which allows you to restore a controller to a previous configuration (see chapter
“5.2.5 Backup and restore a controller configuration”).

NOTE! Backups with a comment are not deleted, even if they are older than the set value.

m Scheduler Definition X

Execute Now

Clean the Backups of the Door Controllers

Keep at least (x) backups 5

~

v
Older than (x) days 30 (€
Is Enabled v

@) Days Interval StartDate | 22/11/2017 06:40 v
Day of the Week Interval Days Iiterval 50
Hours Interval

Day of Month Interval

Special Day Interval

ESave ‘ ’ OCancei

Figure 5.44 — Scheduling an automatic cleanup of the door controller backups

» Inthe “Keep at least (x) backups” field, define the minimum number of door controller backups to keep in the
database. For example, in Figure 5.44, at least 5 backups will always be kept even if they are older than the
value defined in the “Older than (x) days” field.

» In the “Older than (x) days” field, enter the number of days after which the door controller backups will be
deleted. For example, in Figure 5.44, all entries older than 30 days will be deleted provided the number of
backups is more that the value defined in the “Keep at least (x) backups” field.

» Click on the “Is Enabled” option to enable (field is marked) or disable (field is unmarked) the task.
NOTE! A disabled task remains saved in the schedule but is not executed at the scheduled time.
» From the box to the left, select the interval for each reoccurrence of the task, e.g., hourly, daily, etc.

» In the fields to the right, enter the start date for the task and define the interval, e.g., every 5 hours, or every 5
days, between each subsequent task. The options available here depend on the type of interval selected.

» Click on “Save” to confirm the scheduler definition.
o The new task is added to the scheduler.

» With the “Execute now” button, a cleanup of the door controller backups according to the data entered is
performed immediately.
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5.6 Help functions

The “Help” menu contains links to useful information, software support, and a diagnostics tool for analyzing log data.
The following icons are displayed in the taskbar.

3 ACE 7000 Viewer

Sart | Help
@

(? &

Show Quick Diagnostics About
Manual Support
Help

Figure 5.45 — Help menu

5.6.1 Show Manual

This function opens a Windows Explorer directory where the user manuals for GAT ACE 7000 (PDF) are located.
Double-click on the desired user manual to open it in Adobe Reader.

5.6.2 Quick Support

This function opens “TeamViewer”, a software program that allows other people to access your computer desktop.
TeamViewer is very useful if you encounter a problem while operating GAT ACE 7000 and need assistance from
the GANTNER Support Team. Via TeamViewer, the Support Team can remotely view your PC configuration to
identify and resolve the issue.

Proceed as follows when you are prompted to start a TeamViewer session.
» Click on “Quick Support” in the “Help” menu of GAT ACE 7000.

o The following window opens.
( ] Gantner Te(hnclogiestﬁjtf’_‘_.lﬁ

Gantner

technologies

Allow Remote Control o3

Please tell your partner the following ID to
connect to your desktop

333 260 741

e

& Ready to connect (secure connection)

W, teamviewer.com Cancel

Figure 5.46 — Quick Support window

» Give the Support Team your ID number (“Your ID").

o Your PC desktop is shared only when the Support Team logs in to TeamViewer with your ID number.
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5.6.3

86

» If you close TeamViewer via the “X” or “Cancel” buttons, the remote session with the Support Team is aborted
and they no longer have access to your PC.

The configuration settings for the TeamViewer session, e.g., the video or audio settings, can be viewed and
changed by clicking on the settings icon (ﬁ)_ There are three configuration options in the “TeamViewer Settings”
window:

- General: Enable event logging recording. Network settings — configure the proxy settings.
- Audio conference: Settings for audio output and voice input, e.g., for microphone use.
- Video: Settings for video transmission, e.g., via a webcam.

Please refer to the TeamViewer website for more information about configuring and operating the software.

Diagnostics

GAT ACE 7000 records all important events and access activity in log files. The “Diagnostics” help function allows
you to evaluate the log files and, if required, to save them in a package and send them to GANTNER or your partner
for further evaluation.

» Click on “Diagnostics” in the “Help” menu of GAT ACE 7000.
o The diagnostics window opens, which is empty after opening for the first time.
» In the upper-left menu, select a “collection” of log files to display. Select between “GAT ACE service” for the
service log files and “GAT ACE” for the GAT ACE 7000 Viewer log files.
o Alllog files that are included in the collection are listed in the left column.
» Double-click on a log file in the list.

o The entries in the log file are displayed in the main window. If multiple log files are opened, they can

be selected via tabs.
3 piagnostics - m} X

G = o B & &

Addlog file Open default files '~ Save to package Open locations Show config files = Expert mode

GAT ACE Service V| | Workspace | 3 ApplicationLoggerlog.2017-11-22 x | 3§ NHiberatelog X
4 @ Default
B Applicationlo... 260.4 KB Drag 2 column header here to group by that column
Bi ApplcationLo... 13 MB Offset Timestamp Level Thread | Message
B NHibernatelog 303 KB
B Applicationto... 9129KB
B OeviceComm.. 08 00:00:00 22.11.2017 00:00:06 716 ERROR 45966/ OnReconnectTimerElapsed -> Connec... ~
viceComm...
< 00:00:152130000  22.11.2017 00:00:21 929 INFO 45966/ | OnConnectionLost -> |cid=018122a0-..
B NHibernatelo... 0B
B Applicationto.. 3328 00:00:16.2020000  22.11.2017 00:00:23 008 INFO 45066/  OnConnectionLost -> |cid=d6ec130c-..
B Applicationlo.. 17.4K8 00:00:39.3610000  22.11.2017 00:00:46 077 INFO 45066/  OnConnectionLost -> |cid=89dde767
i DeviceComm... 0B 00:00:50.0140000  22.11.2017 00:00:56 730 INFO 45966/ | OnConnectionlost -> |cid=13770c65-..
B NHibernatelo... 0B 00:01:06.3180000  22.11.2017 00:01:13 034 INFO 45966/ | OnConnectionLost -> |cid=018122a0-..
Commnication - 00:01:07.4220000  22.11.2017 00:01:14 138 INFO 45066/  OnConnectionLost -> |cid=d6ec130c-..
Communication -... 00:01:11.1160000  22.11.2017 00:01:17 832 ERROR 45066 / | OnReconnectTimerElapsed -> Connec... ¥
Communication -... 0 0 X 2440 Y 8777/8777

Communication -...
fommunicatoni-«: Monitor changes (may not work properly with ‘FileAppender.Exclusivelock' locking model)
ControlChannels

Lockers OnReconnectTimerElapsed -> Connection failed to open.

Figure 5.47 — Diagnostics tool for evaluating log files
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» Right-click onto a log file entry.

o The following pop-up window opens with various settings.

Set zero offset

o O

Reset zero offset

Mark range

b

Unmark range

<>

Range insec. | 5

Ch)

Move to workspace

Resolve exceptions

Figure 5.48 — Diagnostics settings

» The options in this menu allow you to filter the display of the log files according to time. You can also reset the
time reference point (= green marker in the log entries) by which the log files are calculated for display.

» To open all commonly used log files at once, click on “Open default files” in the taskbar.

» To send log files to a specific location for analysis, click on “Save to package” in the taskbar. The log files are
compressed into a ZIP file and sent directly via email. After selecting this taskbar option, you can select
whether to send only the files displayed in the log list or all files.

» The “Open locations” taskbar option opens Windows File Manager and the folder where you will find the log
files.

» For some log files, e.g., “Communication — Configuratorinterface” and “Communication — MatrixInterface”, the
log entries are stored in packaged form. To read these files, you can use the “Expert mode” taskbar option for
which a password is required for security reasons.
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5.7 Troubleshooting

5.7.1 VPN Connection Problem

Gantner

A problem can occur in GAT ACE 7000 when trying to establish a connection to the server via a virtual private
network (VPN). This is due to the packet size of the interface being set too large, so that with VPN or VLAN
connections, the packet size allowed by the router is exceeded.

Reducing the server's maximum transmission unit (MTU) value so that the maximum packet size of the VPN is not
exceeded can assist to solve the problem. Complete the following steps:

» Click on the Start button and enter command in the search box at the bottom of the Start Menu and then click

Command Prompt when it appears in the results.

» Display the current network settings by entering the following command into Command Prompt:

netsh interface ipv4 show subinterface

icrosoft Windows [Uersion 6.3.96881]
(c> 20813 Microsoft Corporation. All rights reserved.

:\Windows\systen32>netsh interface
MIU MediaSenseState Bytes

1
1 1987541724
1508 | 54217789

ipu4 show subinterface

Bytes Out Interface

Loopback Pseudo-Interface

42923187
18272722 | Te

Figure 5.49 — Displaying network settings

» Reduce the MTU value of the applicable network interface to 1280 bytes:

netsh interface ipv4 set subinterface '"test" mtu = 1280 store = persistent

NOTE! Replace “test” with the name of the applicable interface.

\Windows\system32>netsh interface
MIU MediaSenseState Bytes In
294967295

1
1588 1 19986884393
1508 1 54319452

S:\Windows\systen32Onetsh interface
OK.

C:\Windows\systemn32inetsh interface

HMIU MediaSenseState Bytes In

294967295
4

1
1 19998281193
1280 | 54331964

Figure 5.50 — Reducing the MTU value

subinterface

Interface

583424 Loophback Pseudo-Interface 1
42951288 GEA

Test

t subinterface "Test" ntu=1280 store=persistent

subinterface
Interface

Loophack Pseudo-Interface 1

» Check to confirm that the MTU value has been reduced by entering:
netsh interface ipv4 show subinterface

» Finally, connect to GAT ACE 7000 via a VPN to confirm that this now operates as expected.
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6 AUTORIZATION MANAGEMENT

GAT ACE 7000 offers the possibility to assign individual users with different levels of system control. This is done
using a “role” based access system. Each user is assigned to a role with the user’s control in the system inherited
from this role. A role represents a collection of permissions that allow the user to modify certain functions within the
application. Furthermore, the system allows overriding of the permissions at user-level.

6.1 Function blocks

A function block is a group of basic actions in GAT ACE 7000 (e.g., manage device settings, manage database
settings, manage anti-passback zones) for which the permission to modify can be granted instantly. Depending on
the function block, the permission to Read (R), Update (U), Create (C), Delete (D), Execute (E), and Grant (G) can
be assigned to system users.

An example of this is the “Manage device settings” function block for which RUCD permissions can be assigned. It is
therefore possible that some users are only allowed to view the device settings but not modify them, while other users
are allowed to view and modify the device settings.

The RUCD permissions are organised in a hierarchical way. Read (R)
This means that it is not possible to assign Update permission |
without having Read permission. The diagram to the right shows

the hierarchy of access levels. U?S?te

) e R
The “User Management” and “Role Management” function
blocks are assigned to allow users to manage users and roles. CE%a)'te D((EI|De)te

In addition to RUCD and Execute permissions, Grant (G) permission can also be assigned. Grant permission allows
the user to assign their permission for a certain function block to another user. To achieve this, the user must have
Grant permission for the function block. Users who are assigned function block permission from another user become
a child role of the user granting permission.

The diagram to the right represents a permission hierarchy.
The user in Role A has Grant permission for a certain function

block and is allowed to assign this permission on to Roles B_1 |

and B_2. The maximum permissions that can be passed on
are the permissions currently assigned to Role A. For

example, RUCD permissions cannot be assigned if Role A ——

only has RU permissions. RoleB 1@@Role B 2
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6.2 Role management

A role represents a collection of permissions for the function blocks defined in the software. Roles are organized in a
hierarchical way. Each role is derived from a single parent role and can have multiple subordinate roles. The
hierarchical structure defines who is allowed to manage which roles and, therefore, which users. Users of a role can
only manage descendant roles and the users of these roles (provided the user has been assigned “User Management”
and “Role Management” permission).

GAT ACE 7000 starts with one superior role called the SYSTEM role. The SYSTEM role contains exactly one user,
the SYSTEM user who is allowed to do anything within the application. Each subsequent role is a descendant of the
SYSTEM role.

The maximum rights a role can have are the rights of its parent role. Removing a right from a parent role also deletes
the right from all descendant roles.

» To define a new role, open the “Roles and User Management” page in the software settings menu.

o The “Roles and User Management” settings page opens.

[3 GAT ACE 7000 Viewer - O X
© Roles and User Management
___________________________________________________________ -
1
Database Settings IE;;_! IE: ! E.’. :
Add role  Edit role Active Directory :
Application Settings I
ppication Setings Role Id Role name Role description Parent role Level 1
1 SYSTEM SYSTEM 0 :
Email Notification Settings 2 Administrator Administrator SYSTEM 1 :
3| User User Administrator 2 :
Space Interface 1
1
1
1
Roles and User Management L 1
kA
Add user  Edit user
UserId User name Display name Role Last login Special rights
1 SYSTEM SYSTEM User SYSTEM 10/4/2023 ]
2 | Administrator Administrator Administrator D

Figure 6.1 — Roles overview

» Click on “Add role” to define a new role.

o The “Edit role” window opens in which the role settings are defined.
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Edit role - 0 n
- QO
Save Cancel

Parent role SYSTEM v
Role name

Role description

Permissions

Name C R U D E G
4 GAT ACE 7000 Viewer
Devices Management H % EH E O nm
Database Management vi M| M| M| |
Application Management Vi M| M| ¥ (] [
Communication Management (]
Locations Management v L]
Scheduler Management v [ ] [
Role management (] 8
User management (]
Roleld 4

Figure 6.2 - Role settings (for "SYSTEM" user)

» Inthe “Parent role” field, enter a parent role from which the new role inherits.
NOTE! You can only select a role from the same level or lower level as your current role, which was used to
log in to GAT ACE 7000 Viewer.

» Enter a name for the new role in the “Role name” field. Each role must have a unique name.

» Enter a brief description of the role in the “Role description” field.

» Assign individual permissions for the role by marking/unmarking the function block boxes.

Depending on the selected parent role, different permissions are available to assign to the selected role. In the figure
above, it is possible to assign permissions for every function available in GAT ACE 7000. This is because the logged-

in user is the SYSTEM user who has grant permission for every function block. Clicking on the option boxes next to
the functions define the permissions assigned to each function. The definition for each column is as follows:

“Create” permission - Generate new data records for the function
“Read” permission - Display data records for the function

“Update” permission - Changing existing data records for the function

C:
R:
u:
- D: “Delete” permission - Deleting data records for the function
E: “Executing” permission - Execute actions concerning the function
G:

“Grant” permission - Passing on the permissions of this function to other users

The Role ID is calculated automatically and is only relevant when external applications are used.
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Each user in GAT ACE 7000 has their own user account. The user accounts are secured by a unique username
and password, thereby preventing users from inappropriately logging into another user’s account. Every user in

GAT ACE 7000 must be assigned to exactly one role (see “6.2. Role management”). It is not possible to have a
user who is not assigned to a role. The user inherits their system functionality and permissions from their role.

There is also the possibility to explicitly override role permissions at the user level for individual function blocks.
These user permissions are retained even if the permission is changed at the role level.

» To define a new role, open the “Roles and Users” page in the system settings menu.

o The “Roles and Users” settings page opens.

[3 GAT ACE 7000 Viewer - O X
© Roles and User Management
Database Settings IE‘-.|-! IE: ! E.’.
Add role  Edit role Active Directory
Application Settings
FEEIETEEIS Role Id Role name Role description Parent role Level
1 SYSTEM SYSTEM 0
Email Notification Settings 2| Administrator Administrator SYSTEM 1
3| User User Administrator 2
Space Interface
Roles and User Management
) '
_n. I
& A 1
Add user  Edit user :
1
UserId User name Display name Role Last login Special rights 1
1 SYSTEM SYSTEM User SYSTEM 10/4/2023 ] :
2 Administrator Administrator Administrator |:| :
1
1
1
1
1
1
S T T T T T T T T T T T T T T T T T T I T T T T T T I T I I T T T I T I T T T T I T I T T T I I T I I T 1

Figure 6.3 — Users overview

Listed at the bottom of the page are all the current user accounts. The figure above shows the default users, which
are included with GAT ACE 7000, as described in section “6.3.2. Default users”. To edit a user account, select the
user from the list and click on the “Edit user” icon.

» To create a new user, click on “Add user”.

o The “Edit user” window opens.
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2 Edit user - 0 n

Role Administrator v
User name Administrator

Display name Administrator

Password sscccccssccscsscee Generate

Repeat password | esessssesssssssss

Permissions Name C R U D E
4 GAT ACE 7000 Viewer

Devices Management [V vl [m]
Database Management Vv vl | M
Application Management M d M M
Communication Management O | O [
Locations Management M M M| M
Scheduler Management vi M| M M
Role management vV VM M
User management M VM Vv

Userld 2

The colored background for a certain permission indicates that this permission was
explicitly set on user-level. Changes to this permission at role-level will have no effect on
the rights of the user. To clear the permission for this user, use the right mouse button
and click on a cell.

Figure 6.4 - User settings (for "Administrator” role)

» In the “Role” field, assign a role to the user from the drop-down menu.
o The user’s authorization to use specific functions is directly linked to the selected role.
» Enter a unique name for the user in the “Username” field. The user will use this name to log in.

» In the “Display name” field, enter a display name for the user. GAT ACE 7000 uses this name to represent the
user in the application, e.g., in the log files.

» Enter a password for the user. This must be entered twice for verification.

NOTE! Use a strong password. The password must be at least 7 characters long and contain at least one

uppercase letter, one lower case letter, and one number. Click on “Generate” to automatically generate a strong
password.

» If desired, role permissions can be overridden by explicitly setting user permissions in the table.

o Permissions that are set explicitly on user level are marked with an ochre background. For example,
in Figure 6.4 the create (“C”), read (“R”) and change (“C”) permissions for the “Database Settings”
function blocks have been explicitly assigned for the user and will override the inherited settings from
the selected “User” role.

» To revoke set permissions, right-click on the appropriate fields.
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An Active Directory (AD) domain controller authenticates and authorizes all users and computers in a Windows
domain network. When a user logs in to a computer that is part of a Windows domain, the Active Directory checks

the login details to confirm their validity.

GAT ACE 7000 allows users to log in to the application using their Windows login details S
(username and password). The following window opens after clicking on the “Active Directory” icon.  Active Directory

A Active Directory
_ %
Save Cancel
|v/| Enable external authentication
[] Prefer external authentication
Server type | Domain
Domain

Container

A container could be a distinguished name like:

OU=Development,OU=Software, DC=yourcompany,DC=com

]

Test connection

v’ The connection could be established

The following groups

no need to select something specific from these lists.

Found groups Found users

and users could be found with the settings configured above, There is

Figure 6.5 - Active Directory settings window

- Enable external authentication:  Select this option to enable the Active Directory function.

- Prefer external authentication: If this option is not enabled, GAT ACE 7000 uses local authentications first and
only if none can be found, uses the Active Directory.

- Server type: Select the location of the Active Directory.

- Machine:

- Domain:

HB_GAT-ACE7000--InstBed-EN_22

Select this option to use the authentication system from the local
Windows machine. The “Test connection” button scans the PC and
displays the groups and users that can be used for authentication. It
is not necessary to configure these lists any further.

Select this option to use an Active Directory located on a server.
Enter the “domain” and “container” details (see Figure 6.5), and
then press “Test connection” to display the groups and users that
can be used for authentication.
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6.3.2 Default users

After installing GAT ACE 7000, the following default user accounts are available.

User: SYSTEM Administrator
Role: SYSTEM Administrator
Password: GAT Mirone59

NOTE! Immediately after installing GAT ACE 7000, change the passwords of the default users to new and
secure passwords to maintain security. Keep the passwords in a secure place, protected against
unauthorized use.

Access rights for the "SYSTEM" role

Name Create Read Update Delete Execute Grant
Device settings management X X X X - X
Database settings management X X X X - X
Application settings management X X X X - X
Communications settings management X X X X - X
Site management X X X X - X
Scheduler management X X X X - X
Role management X X X X - X
User management X X X X - X

X ... granted

O ... denied

- ... notavailable

Access rights for the "Administrator” role
Name Create Read Update Delete Execute Grant
Device settings management X X X X - X
Database settings management X X X X - X
Application settings management X X X X - X
Communications settings management (@) 0 (0] 0 - ©)
Site management X X X X - X
Scheduler management X X X X - X
Role management X X X X - X
User management X X X X - X

X ... granted

O ... denied

- ... notavailable
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Access rights for the "User" role

Name Create Read Update Delete Execute Grant
Device settings management (6] X 0 0 -

o

Database settings management [©) o o ®) - 0]
Application settings management [©) o o ®) - ®)
Communications settings management (6] 0 0 0 - @)
Site management X X X X - X
Scheduler management [©) X 0] 0] - 0]
Role management (@) 0] 0] O - O
User management O (0] (0] 0 - 6]

X ... granted

O ... denied

- ... notavailable
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7.1

7.1.1

DATA PROTECTION

General Data Protection Regulation (GDPR)

As of May 25 2018, the EU’s General Data Protection Regulation (GDPR) will apply. The new regulations affect all
companies that process personal data. The GDPR regulates the handling of personal data and specifies the
conditions under which companies may process this data (e.g., employee data). The GDPR affects single-person
companies as well as large companies.

The content of the GDPR is based upon seven principles that can be used to orientate data protection efforts. These
are:

- Principle of Storage Limitation

- Principle of Data Minimization

- Principle of Purpose Limitation

- Principle of Accuracy

- Principle of Integrity and Confidentiality

- Principle of Accountability

- Principle of Lawfulness, Fairness, and Transparency

Definitions of Personal Data and Data Processing

Personal data includes all data that directly or indirectly allows you to draw conclusions about a specific person, e.g.,
email, name, photo, etc. Sensitive personal data is personal data that is particularly worthy of protection, e.g.,
biometric and genetic data. However, information on ethnic origin, political opinion, trade union membership, religious
or philosophical beliefs, health, and sexuality are also considered sensitive.

Data processing means the viewing and saving of data as well as any automated or manual form of processing. A
data application exists when personal data is fully or partially automated.

It is therefore clear from these definitions that the GDPR is relevant for GANTNER’s access control software. The
following sections outline what has to be done with regard to access control and what options GAT ACE 7000 offers.
The instructions are summarized in the following sections.

Perform an inventory analysis

Check which data in your access control system is recorded and saved. Inquire about the purpose for which the data
is needed, how long it is stored, and who has access to it. Also, check whether the data is being shared externally
with anyone.

Access control can often work with only a name (which could also be anonymized) and an ID number. However,
sometimes additional fields, e.g., a PIN code, are included in order to ensure greater security. Additional information,
stored in optional fields for example, are not directly relevant to the access control decision. In these instances, it is
necessary to check whether this data needs to be stored in the software system.
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7.1.2

7.1.3

Create a processing directory

After completing the inventory analysis, a processing directory must be created. The processing directory is one of
the key innovations of the GDPR and replaces the current data processing messages. Among other things, it must
include the names and contact details of the persons responsible, the purpose of the data processing (access control),
the categories of persons concerned and personal data, the categories of recipients, and the description of the data
security measures.

The category of persons concerned are normally employees. In exceptional cases, suppliers or customers can also
be managed by the access control system.

In access control, GANTNER has paid attention to the Principle of Data Minimization and the Principle of Purpose
Limitation. Only data that is necessary for the operation of the systems is stored. Essentially, an ID number, which
is used as an identification feature, and the name of the person are stored. Other data, e.g., a PIN code, personnel
number, or balances, is optional and serves to increase security or to provide convenience. By default, no sensitive
data is stored in the systems. The exception, however, is when fingerprints are used in the system. This data is
biometric data.

The access control data is normally not passed on to other systems.

The Principle of Accuracy of the data must be in the interest of the system operator, since in the end, the security
of the company or the accounting for personnel expenditure depend on it. The Principle of Integrity and
Confidentiality of the data is ensured by allowing only authorized persons to access the software and by limiting the
software users to access only the data needed to perform their tasks (see chapter “6.3. User management”).

Data protection impact assessment

A data protection impact assessment is normally not required because there is no high risk to the rights and freedoms
of natural persons. Known technologies are used and there are no systematic evaluations and assessments of
personal aspects. If using fingerprints, an individual consideration for each situation is recommended.

7.1.4 Comply with information requirements and declarations of consent

98

Persons affected by data processing must be able to be informed about this (what, who, for what purpose, how long,
where?). Likewise, data subject rights (e.g., information, deletion) must be met promptly, i.e., within one month at the
latest.

The consent of persons for the use of the personal data for the purposes of access control and time recording should

be defined in a service contract or works agreement. This will ensure the Principle of Lawfulness, Fairness and
Transparency is upheld.
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The data storage period depends on the requirements for access traceability as well as the present/absent bookings
that you need in your company. By deleting data, the Principle of Storage Limitation can be met (see chapter
"5.5.2. Cleanup of the database table").

If you have designated a data protection policy leader in your company, fulfilled the legal framework, taken technical
and organizational measures, and created the documentation, you can also comply with the Principle of
Accountability and are well prepared for meeting the GDPR.

In summary, we would like to point out that with GAT ACE 7000 version 1.5 or later you can easily comply with the
GDPR. Please do not hesitate to contact your sales representative if you have any questions or concerns.

Note:
This manual is valid as of October 9th, 2023. It is subject to change.
Amendments and changes can be made without prior notice at any time.
The information in this manual is valid for GAT ACE 7000 version 2.2.0.
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