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Important Information

Dear Customer,
Our aim is to ensure that our product operates with safety and to your complete satisfaction. To achieve this aim, please take

this opportunity to familiarize yourself with the following guidelines.

- Pay attention to the safety messages in this manual. The messages are indicated by the signal words "DANGER",
"WARNING", or "CAUTION", and inform you about hazardous situations and how to avoid them.

- Pay attention to messages indicated by the "NOTICE" signal word. These messages include important information for

avoiding property damage.
- Pay attention to the symbols and safety messages on the product.
- Read all instructions in this manual carefully before installing or operating the product.

- Where not otherwise specifically documented, the appropriate installation, commissioning, operation, and maintenance

of the product is the customer’s responsibility.

- Keep this manual in a safe place for quick reference.

Notation of safety information and safety symbols

This manual includes important safety messages and symbols intended to inform the user about potentially hazardous situations
or important information for the safe and proper use of the described product(s). The safety messages also include directives on
how to avoid hazardous situations. These safety messages and directives must be read and observed.

The structure of the safety messages and the meaning of the symbols used in this manual are described in this section.

1. Safety messages for personal injury
Personal safety messages contain a signal word, describe the nature of the hazard, and indicate how to avoid the hazard.

The safety alert symbol used without a signal word always precedes important safety information that must be read
carefully, and the instructions carefully observed. Not doing so may cause personal injury.

Format of safety messages that apply to an entire section:
These safety messages may be used with or without a symbol.

ACAUTION

Electrical shock

= Touching current-conducting parts may result in injury due to electrical shock.
- Do not remove safety protection and covers.
- Do not touch the electrical connections while power is being supplied.

Format of safety messages that are embedded in text and apply to a specific point:

ACAUTION! Electrical shock. Never remove safety protection and covers. Do not touch the electrical connections while
power is being supplied.
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2. Property dam age messages
Property damage messages are used to describe potentially hazardous situations that may lead to property damage. These

messages have the same layout as safety messages but use the signal word "NOTICE" instead of “CAUTION”.

Format of property damage messages that apply to an entire section:

Risk of damage to the device and connected devices
Risk of malfunction

- Read the following instructions carefully before installing the device.
- Always adhere to the instructions.

Format of property damage messages that are embedded in text and apply to a specific

point:

NOTE! Risk of damage to the device and connected devices. Read the following instructions carefully before installing the

device.

3. Definition of the signal words

A CAUTION | Indicates a hazardous situation that, if not avoided, may result in minor or moderate injury.

NOTICE Indicates information considered important, but not hazard-related (e.g., messages relating to

property damage).

4. Definition of the safety symbols

Caution: General Information
This symbol indicates general warnings or cautions that are not related to a particular type of hazard.

Caution: Electrical Shock
This symbol indicates warnings related to electrical hazards (danger due to high voltage).

Prohibited: Do Not Disassemble

This symbol indicates warnings about not disassembling certain components or equipment. Disassembling may
lead to damage or malfunction of the device.

Mandatory Action: General Information

This symbol indicates general information that must be read and followed before proceeding with the
accompanying instructions.

Mandatory Action: Read Instructions

This symbol indicates information referring to an important description in the manual, or other documentation,
which must be read and followed.
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A Important Safety Information A

The installation, commissioning, and servicing of our products must be performed only by suitably trained
personnel. In particular, electrical connections must only be made by correspondingly qualified specialists.
Always observe the relevant installation regulations in accordance with the national Electrical Engineers
Association.

= Unqualified personnel may potentially perform actions that result in injury due to electrical shock.
Where not otherwise stated, installation and maintenance work on our products must be carried out when
disconnected from the power supply. This applies in particular to appliances that are normally supplied by
low-voltage current.

= If the appliance is not disconnected from power, touching terminals or other internal parts of the

appliance may lead to injury due to electrical shock.

It is prohibited to alter the products (devices, cabling, etc.).

= Alterations to the products may subsequently result in personal injury, property damage, or damage to
the products.

Do not remove protective shields and covers.

= Removing protective shields and covers may result in personal injury or property damage.

Do not attempt to repair a product after a defect, failure, or damage is detected. In addition, do not put the

product back into operation. In such cases, it is essential to contact your GANTNER representative or the

GANTNER support hotline.

The installation, commissioning, operation, and maintenance of the product must be carried out in
accordance with the technical conditions of operation as described in the corresponding documentation.
Therefore, it is essential to read the corresponding chapter of this manual and observe the instructions and
information therein.

If there are still some points that are not entirely clear, please do not take a chance. All queries can be
clarified by your GANTNER representative or by ringing the GANTNER support hotline.

Directly on receipt of the goods, inspect both the packaging and the product itself for any signs of damage.
Also check that the delivery is complete and includes all accessories, documentation, auxiliary devices,
etc.

If the packaging or product has been damaged in transport, or should you suspect that it may have a fault,
the product must not be put into service. Contact your GANTNER representative who will endeavor to
resolve the problem as quickly as possible.

GANTNER Electronic GmbH accepts no responsibility for any injuries or damage caused as a result of

improper use.

Although great care is taken and we are continuously aiming for improvement, we cannot completely exclude the possibility of
errors appearing in our documentation. GANTNER Electronic GmbH therefore accepts no responsibility for the completeness or
the accuracy of this manual. The right is reserved to make alterations at any time without prior notice.

Should you discover any fault with the product or in its accompanying documentation, or you have any suggestions for
improvement, you may confidently inform your GANTNER representative or GANTNER Electronic GmbH directly.

We especially look forward to hearing from you if you want to let us know that everything is functioning perfectly

www.gantner.com
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INTRODUCTION

1.1

1.2

1.3

INTRODUCTION

About this manual

This manual contains the information necessary for the configuration and operation of GANTNER'’s battery-powered
electronic locker locks with CardNET functionality. The following GANTNER battery locks are covered in this
manual:

- GAT ECO.Side Lock 7000 NW BA CardNET
- GAT ECO.Lock 7100 NW BA CardNET
- GL7p.x30x CardNET

In this manual, the terms "lock" and "CardNET lock" are used to represent all lock variants. If information in the
manual only applies to a specific lock, the respective product name is used.

® Information on the installation and technical data of the battery locks can be found in a separate manual (see
i the "INSTALL" manual of the respective lock variant).

Information on the configuration and operation of the battery locks with OSS functionality can be found in the
separate OSS manual.

—.

Chapter overview

In chapter 2 “GENERAL INFORMATION" you will find the functional description of the CardNET locks and information
on the CardNET system and the requirements necessary to operate the CardNET system.

In chapter 3 “COMMISSIONING", an overview of the various operating modes of the CardNET locks as well as
information on the system data carriers included in the GAT DL 300 Master Key Set are provided.

In chapter 4 "CONFIGURATION", the instructions required to configure the CardNET lock using the respective
GANTNER software are available. The most important configuration settings for the lock are explained and the
process of uploading the configuration file to the lock is also described. In addition, instructions on how to update the
firmware of a CardNET lock and how to save the bookings logged by the lock are available here.

In chapter 5 "OPERATION" you will find the instructions for how to use a locker equipped with a CardNET lock. In
addition, information on how to reset a CardNET lock and how to carry out an emergency opening using the system
data carriers are provided.

Contact & inquiries

For all inquiries concerning the GANTNER battery locker locks, please contact your local sales partner or one of the
GANTNER branch offices directly. The contact details are available via the following link:
http://www.gantner.com/locations
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INTRODUCTION

1.4

15

151

1.5.2

1.5.3

10

Target group
This manual contains information relevant for the various stages in the operating life of the lock. Where not explicitly
stated, the information in this manual is intended for all target groups in general. When a chapter is intended for a

specific audience, this is clarified at the beginning of the chapter.

Information for the following target groups is available in this manual:
- Installation technicians (configuration)

- locker system operators (operation)
ACAUTION! Injury and property/equipment damage. The tasks described in each chapter may only be

performed by the specified target group. Unqualified personnel who perform the described tasks risk personal injury
or damaging property/equipment.

Formatting

Safety-critical information

The following formatting (with example text) is used in this manual to display important, safety-critical information
that must be read and followed.

NOTE! Following on from this signal word in the manual is a reference text that must be read and followed. The
reference text contains important information. Non-observance can lead to damage of the device or associated
equipment.

General information

The following formatting (with example text) is used in this manual to display important, but not safety-critical
information.

®  The text accompanying this symbol contains interesting information relevant to the current chapter. You do not

necessarily need to read this text; however, it will help you better understand the information in this section or
provide interesting tips for the described device or the operation of the software.

Instructions and results
Instructions, which must be completed by the reader, and the results of these instructions are formatted as follows.

» This symbol represents an action or instruction that that must be followed.
o This symbol represents the result after completing the previous instruction.
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INTRODUCTION

1.6 Terminology

Several key terms that are used often in this manual are defined below.

CardNET

A type of operating mode for offline controllers and offline locker locks. The access authorizations of the users are
stored on the user data carriers. For the configuration of the controllers on-site, a programming device is used.
Detailed information on CardNET mode can be found in chapter “2.4 CardNET system”.

User
In this manual, the term "user" refers to the users (persons) who operate (open or lock) a locker with a GANTNER
locker lock.

Computer / PC
These terms refer to all desktop and laptop computers that are used to configure and maintain the locks.

Data carrier

Data carriers are used for identification at readers connected to a controller. Depending on the device, various types
of data carriers can be used with the reader, e.g., contactless RFID cards, or magnetic and infrared cards. The
contactless data carriers are available in various shapes and sizes including cards, key tags, and wristbands, and for
different kinds of identification systems (LEGIC prime, PROXY, MIFARE®, ISO 15693, ISO 14443A, ISO 14443B).

System data carrier

Various types of system data carriers are used with the CardNET locks for configuration, service, and maintenance.
Most of the system data carriers are included in the GAT DL 300 Master Key Set while others can be ordered
separately (if necessary or desired). See chapter “3.7 Information on the system data carriers” for details.

FID (Company ID) and Site Key

LEGIC systems use the FID number, in MIFARE® systems the site key is used, which is a combination of FID and
the read and write keys. The FIDs and the site keys are unique for each system. These numbers are encoded in all
data carriers and all devices, thus ensuring that a data carrier is not used in different installations.

GAT Matrix
GANTNER PC software for managing an access system.

GAT ACE 7000

GANTNER PC software for the configuration of the controllers and readers of an access system. For the CardNET
locks, the configuration files are also synchronized. This software also provides the connection between GAT Matrix
and the controllers or devices of the installation.

GAT DL Analyzer
GANTNER PC software that is used to communicate with offline devices, such as the CardNET locker locks, and for
the transfer of configurations and bookings.

Lock / CardNET Lock
General terms for all lock variants.
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INTRODUCTION

Locker

The term "locker" is used to describe all possible locker applications that can be fitted with a GANTNER electronic
lock. Typical applications include a changing room locker, a deposit box, or a private box.

RFID (Radio-Frequency Identification)

Identification over a short distance using radio frequency. An RFID data carrier is used to identify users in
GANTNER systems.
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GENERAL INFORMATION

2.1

2.2

2.3

GENERAL INFORMATION

Intended use

The CardNET locker locks described in this manual are intended for the electronic locking of personal lockers in the
office areas and changing rooms of company buildings as well as for other comparable applications. Identification at
the CardNET lock is completed using contactless RFID (Radio Frequency ldentification) data carriers.

Functional description

The CardNET locker locks are suitable for almost any locker material (wood, HPL, solid plastic, sheet metal) and can be
used for both right-hinged and left-hinged doors. The CardNET lock is powered by a 3.6 V battery (GAT ECO.Side Lock
and GL7p) or three 1.5 V batteries (GAT ECO.Lock).

®  Information on the installation and technical data of the battery locks can be found in a separate "INSTALL"
L manual of the respective lock variant.

Using a locker
To lock a locker in stand-alone and CardNET mode, the user has to read their data carrier at the lock. Reading a data

carrier is done with a GAT ECO.Side Lock by pressing the door shut while simultaneously holding the data carrier to
the LED field and with a GL7p or GAT ECO.Lock by pressing the locker button with the data carrier. This process can
prevent the data carrier from being locked in the locker. The lock reads the data carrier information and determines
on the basis of the user's authorization data whether they are allowed to use the locker. If the user is authorized, the
lock locks the locker door.

To open their locked locker, the user must again read their data carrier at the CardNET lock in the manner described
previously for the respective lock type. The lock checks whether the data carrier is authorized to unlock the locker
and automatically opens the locker door if it is authorized. In the configuration, it is possible to configure the lock to
automatically read the data carriers without needing to press the door or the lock button in first. This convenience
function reduces the battery life of the locks.

RFID technology

The reader of the CardNET lock is a multi-technology RFID reader that enables data carriers with CardNET coding
of the RFID technologies LEGIC prime, LEGIC advant, and MIFARE DESFire to be used. These technologies can be
used simultaneously with the CardNET lock without the need to reconfigure the lock to use one or the other
technology.

In addition to the different RFID technologies, data carriers are available in a variety of shapes and sizes. The
CardNET locks are designed to operate with a broad range of media types. It must be ensured however that the range
of the selected data carrier is large enough for it to be read and written to securely by the lock through the closed
locker door.
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GENERAL INFORMATION

2.4 CardNET system

CARDNET CardNET is a type of operating mode for GANTNER offline controllers and offline locker

locks. In offline systems, the access authorizations are stored on the users’ data carriers

thereby allowing the users to access the facility. To increase security, limited validity periods

can be assigned to the access authorizations. In addition, if a data carrier is lost, it is possible

—ﬂ to prevent the data carrier from entering the facility and using the CardNET locks by adding
it to the blocklist.

The authorization data of the users for offline controllers and CardNET locks is defined in an access management
software such as GANTNER’s GAT Matrix. The authorization data is sent by the access management software to
specific, specially designated, online controllers in the access system that then write the authorization data directly
onto the data carriers via the connected readers. Changes made to the access authorizations are rewritten to the data
carrier each time the data carrier is read by an online reader with an "updater” function.

The online controllers must support the read/write function (read/write or CardNET function) and the readers must be
enabled (authorized) with an authorization card in order to write to LEGIC and DESFire data carriers. The data carriers
must therefore be valid and configured for this use.

It is important here to distinguish between CardNET G1 and CardNET G2.

CardNET G1 supports LEGIC prime and LEGIC advant data carriers only and can store max. 10 doors and 30 door
groups on the data carrier.

CardNET G2 supports LEGIC advant and MIFARE DESFire and is not limited to the 10 doors and 30 door groups
storage. The typical encoding is for 100 doors or groups but the quantity can be reduced or expanded if a change of
size is needed. CardNET G2 is supported by the following devices:

- Offline controllers GAT DL 32x and GAT DL 34x

- Readers GAT SR 73xx and GAT SLR 73xx

- Readers GR7.xxxx

- Door controller GAT DC 7200

Locker locks GAT ECO.Lock 7100 NW BA CardNET, GAT ECO.Side Lock 7000 NW BA CardNET, GL7p.xxxx CardNET
- Time & Attendance terminals GAT ST 38x/39x EVO PoE and GT7 with G7 Time & Attendance App

Older devices with the FLEX protocol (e.g., GAT Terminal 3100, 3000, 2500, GAT SR 3xx and GAT SLR 3xx, and
the GAT ST 38x/39x) only support CardNET G1.

It is also possible to use combi data carriers that combine CardNET G1 and G2 on a single data carrier. This allows
different authorizations for different doors on one data carrier to be realised. Not all variants of G1 and G2 are
possible with a combi data carrier:

- G1 LEGIC prime and G2 LEGIC advant = o
- G1 LEGIC prime and G1 LEGIC advant = o
- G1 LEGIC advant and G2 LEGIC advant = o
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2.4.1 System overview

The following figure shows how the CardNET locks are used in an access control system and how authorization
data and recorded bookings and messages from the locks are transmitted.

Computer with access management software

- Output authorization data in CardNET format
- Read bookings and messages from the locks

[E] Read/write device

- Write authorization data to data carriers
- Read bookings and messages written by the locks on the data carriers

Data carrier (e.g., chip card)
%o

GANTNER CardNET lock, installed in lockers

Figure 2.1 — System overview of the CardNET locks

2.5 Requirements for the CardNET system

The following hardware and software components are required to configure and maintain the CardNET system.

2.5.1 GANTNER access control software
GANTNER offers the GAT Matrix access control software for the management of access authorizations and user
data carriers and the configuration of time schedules for all system users. The system settings are configured in

GAT Matrix before being transferred to the controllers via GAT ACE 7000.

As a part of GAT Matrix, the GAT ACE 7000 software provides the interface between GAT Matrix and the hardware
components and is used to configure the controllers, readers, and CardNET locks.
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2.5.2

2.5.3

254

16

GAT DL Analyzer

PC software that acts as an interface between the CardNET lock and the GAT ACE 7000 software for the transfer of
configuration data, lock firmware, and logged bookings, etc. The transferal of data occurs via USB interface. GAT
DL Analyzer can be used on a laptop to simplify the lock communication and configuration process.

The configuration settings of a lock as defined in GAT ACE 7000 are imported into the CardNET lock from GAT DL
Analyzer via an XML file. All actions (bookings) carried out by the CardNET lock are logged internally in a file that
can be imported from the lock and displayed in the access control software.

® GATDL Analyzer can be downloaded free of charge from the partner area of the GANTNER website (login

:ﬂ required).

Master Key Set

At least one Master Key Set is required per system for commissioning. The GAT DL 300 Master Key Set (Part No.
253022) can be used for this purpose. If, for example, a Master Key Set GAT DL 200 is already available for
existing systems, this can also be used.

The FID number must be specified when ordering the Master Key Set, as a Master Key Set only works in the
relevant system. For existing systems that have a GAT DC 7200, the FID can be found when configuring the GAT
DC 7200 via web browser under Configuration > Reader > General > Default Company ID.

The data carriers contained in the Maser Key Set must be programmed into the CardNET locks. This procedure is
described in chapter "3.8 Programming the Master Key Set into a CardNET lock".

Software & firmware versions

The following minimum firmware and software versions are required for the CardNET system.
- GAT Matrix: version 4.4

- GAT ACE 7000: version 1.9

- GAT DL Analyzer: version 2.4

- CardNET lock firmware: version 2.0
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3 COMMISSIONING

3.1 Target group

This chapter contains information for the technicians responsible for commissioning the CardNET lock. A basic
understanding of electrical engineering is assumed. Previous knowledge of the CardNET lock is not required.

3.2 Activating the RFID reader

To save battery power, the RFID reader of the CardNET lock is deactivated in the idle state. In order to read a data
carrier, the lock electronics must be activated. Depending on the configuration of the RFID Wake Up option, this is
completed as follows:

- RFID Wake Up activated: by holding a data carrier in front of the LED or the lock button.
- RFID Wake Up deactivated:

o GAT ECO.Side Lock: by pressing the locker door in.

o GAT ECO.Lock and GL7p: by pressing the button of the lock in.

GAT ECO.Side Lock GAT ECO.Lock GL7p

— —

Figure 3.1 — Activating the electronics and RFID reader of the lock

e The RFID Wake Up option is enabled or disabled during lock configuration in GAT ACE 7000 (see “4.5.2
l Adding offline doors” for instructions.
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3.3

3.4

3.4.1
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Overview of operating modes

The CardNET locks can operate in different modes:
- Installation mode: This is the default operating mode of the lock upon delivery.

- Stand-alone mode: The process of programming the Master Key Set into the lock switches the lock from
installation mode to stand-alone mode. In this mode, only the unique number of the data
carriers is used for the authorization check. Programming and authorization assignment
are performed directly at the lock.

- CardNET mode: From stand-alone mode, the CardNET lock can be set to CardNET mode by configuring
the lock via the USB interface and GANTNER’s access management software. This
manual specifically describes CardNET mode and the configuration instructions can be
found in chapter “4 CONFIGURATION".

Function in the default state (installation mode)

In the default state, the lock is set to ‘installation mode'. In this mode, the lock can be locked by simply pressing it
shut and unlocked again with any data carrier (provided a suitable RFID technology is used).

NOTE! Installation mode is intended for installation and commissioning but not for regular use!

In order to configure the lock, it must be first set to stand-alone mode.

Exiting installation mode

To end the installation mode of a lock, the Master Key Set must be programmed into the lock. The exact process is
described in section “3.8. Programming the Master Key Set into a CardNET lock”. After the Master Key Set is
programmed into the lock, the lock is in stand-alone mode (see “3.5 Stand-alone mode).

@
E The Master Key Sets are only valid for the matching installation.

The lock can then still be locked by pressing the locker door shut or pressing the lock button in. To open the locker,

an authorized data carrier or the "PROGRAMMING" and "DEMOUNTING" system data carriers are required (see
“3.7. Information on the system data carriers”).
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3.5

3.5.1

3.5.2

Stand-alone mode

In stand-alone mode, the user data carriers can be manually programmed into the lock using the PROGRAMMING
data carrier, after which the data carriers are able to lock and unlock the locker. The only requirement is that the
data carriers are of one of the supported RFID types. Special programming is not necessary.

@
1 The CardNET lock can continue to operate with the basic functionality in stand-alone mode.

Authorizing data carriers
To authorize user data carriers in stand-alone mode, proceed as follows.

» Activate the lock with the PROGRAMMING data carrier (see Figure 3.1).
o Two short beeps are emitted and the LED flashes green and red alternately.

» Remove the PROGRAMMING data carrier from the reading field, wait 1 second, and then hold the
PROGRAMMING data carrier in front of the reading field again.

o  Two short beeps are emitted and the LED flashes green.
Remove the PROGRAMMING data carrier from the reading field.
» Hold the data carrier to be authorized in front of the reading field.

v

o One short beep is emitted and the LED continues to flash green.
o The data carrier has now been authorized for the lock.

» To authorize another data carrier, hold it in front of the reading field as in the previous step. In this way, several
data carriers can be authorized for the lock.

v

To complete the programming, hold the PROGRAMMING data carrier in front of the reading field again.
» Two short beeps are emitted and the LED switches off.
o Programming mode ends, and the data carriers can now be used to open and lock the locker.

Deleting a user data carrier from alock

If you want to delete a user data carrier from a lock, i.e., to remove the user's authorization for the locker, complete
the following steps.

i To delete an individual data carrier from a lock, it must be physically available. If not, all data carriers must be

deleted (see next section).

» Activate the lock with the PROGRAMMING data carrier (see Figure 3.1).
o Two short beeps are emitted and the LED flashes green and red alternately.

» Remove the PROGRAMMING data carrier from the reading field, wait 1 second, and then hold the
PROGRAMMING data carrier in front of the reading field again.

o  Two short beeps are emitted and the LED flashes green.

» Remove the PROGRAMMING data carrier from the reading field and hold the DELETE data carrier in front of
the reading field.

o  Two short beeps are emitted and the LED flashes red.
o Delete mode is now active.
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Hold the data carrier to be deleted in front of the reading field.
o One short beep is emitted, and the data carrier is deleted. It is now no longer authorized for the lock.

Additional data carriers can be deleted if necessary. To do this, hold the data carrier(s) briefly in front of the
reading field in delete mode until a beep can be heard.

To end delete mode, hold the PROGRAMMING data carrier in front of the reading field again.
Two short beeps are emitted, and the LED switches off.
o Delete mode ends, and the data carriers are now no longer authorized to open and lock the locker.

3.5.3 Deleting all user data carriers from a lock

It is possible to delete all authorized data carriers from a lock in one step, after which they no longer have
authorization. This step is helpful or necessary if one or more data carriers have been lost and are no longer
physically available to be deleted individually. Complete the following steps.

|

|

20

Activate the lock with the PROGRAMMING data carrier (see Figure 3.1).
o Two short beeps are emitted and the LED flashes green and red alternately.

Remove the PROGRAMMING data carrier from the reading field, wait 1 second, and then hold the
PROGRAMMING data carrier in front of the reading field again.

o Two short beeps are emitted and the LED flashes green.

Remove the PROGRAMMING data carrier from the reading field and hold the DELETE data carrier in front of
the reading field.

o  Two short beeps are emitted and the LED flashes red.
o Delete mode is now active.

Remove the DELETE data carrier from the reading field, wait 1 second, and then hold the DELETE data carrier
in front of the reading field again.

o  Two short beeps are emitted and the LED continues to flash red.

Remove the DELETE data carrier from the reading field, wait 1 second, and then hold the DELETE data carrier
near the reading field again.

o One long beep is emitted and the LED switches off.

o  All previously authorized user data carriers are now deleted from the lock and can no longer use the
locker. You can now authorize new user data carriers in the lock as described previously.
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3.6 GAT DL 300 Master Key Set

The GAT DL 300 Master Key Set contains the following system data carriers in the form of RFID chip cards. These
system data carriers are used to perform important system functions in a CardNET lock system.

System data carriers:

- PROGRAMMING data carrier -  BATTERY data carrier
Gantner Gantner
BL 300 “
Yogvamming

L We organise com -~

- DELETE data carrier - WINET data carrier

} ]?b‘a?’&o “ f m ‘ Gantner
. ( /1
«CM ‘

FID 00009999
L We organise companics.

Gantner

i)

FID 00009999 ]
We evganise cor »
e .

- DEMOUNTING data carrier
Gantner |

DL 300

Demounting
7

FID 00009999

We ovganise companics.

Optionally available data carriers:
- COMMUNICATION data carrier

.
Gantner

~—
0

FID 00009999
Nmovgm\izw companis.

®
1 The GAT DL 320 340 demo kit also contains these system data carriers.
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3.7

3.7.1

3.7.2

22

Information on the system data carriers

The system data carriers are intended for the configuration and maintenance of a locker system equipped with
CardNET locks from GANTNER. The system data carriers (PROGRAMMING, DELETE, BATTERY, DEMOUNTING)
required for operation are included in the GAT DL 300 Master Key Set. Additional system data carriers are optionally
available.

o
l The system data carriers are system-specific and therefore only function with the respective system.

NOTE! The system operator must ensure secure storage of the system data carriers, protected against unauthorized
usage!

PROGRAMMING data carrier

The PROGRAMMING data carrier is used to perform important actions on an CardNET lock. These include:
- Program system data carriers into a lock

- Program the GAT Passkey Management Card into a lock

- Exitinstallation mode and activate stand-alone mode

- Authorize user data carriers in a lock in stand-alone mode

- Resetlock

- Reset battery warning after battery change

- Unlock or lock the lock (in combination with the DEMOUNTING data carrier)

In addition, the PROGRAMMING data carrier can be used to set a lock to communication mode as soon as the lock
is connected to a computer via USB (see "4.2 Setup for configuration™).

. The PROGRAMMING data carrier must be available for service personnel configuring the locker system.

Without the PROGRAMMING data carrier, no system configuration is possible!

A COMMUNICATION data carrier can also be used to operate a fully configured CardNET system. This allows the
PROGRAMMING data carrier to remain in a secure environment.

DELETE data carrier

The DELETE data carrier can be used to reset a lock. This resets the lock address to zero and deletes the data in
the lock. See section "5.5. Resetting a CardNET lock".

In addition, this data carrier can be used to delete all authorized data carriers in the lock.

The DELETE data carrier is also required to exit installation mode and activate stand-alone mode.
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3.7.3

3.7.4

3.7.5

3.7.6

3.7.7

BATTERY data carrier

After a battery change, the lock is in battery change mode and must be reset to the normal operating mode using
the BATTERY data carrier. The battery warning is reset with the BATTERY data carrier. For instructions, please
refer to the installation manual of the respective lock.

@

l When the battery of a lock is changed, the authorizations stored in the lock are not lost.

DEMOUNTING data carrier

The DEMOUNTING data carrier can be used to unlock any lock in the associated system in order to open the locker
in question. This is useful if the locker has to be opened (e.g., for a battery change).

o
l See chapter “5.4 Emergency opening of a CardNET lock” for instructions on this process.

COMMUNICATION data carrier

With the optional COMMUNICATION data carrier, a lock can be set to communication mode (see "4.2 Setup for
configuration™). This means that the PROGRAMMING data carrier, which has security-relevant functions and must
be stored securely, does not have to be used and can remain in a secure storage location.

In order to use the COMMUNICATION data carrier, it must be programmed into the lock using a PROGRAMMING
data carrier.

GAT Passkey Management Card

This is an optional data carrier available from GANTNER (Part No. 496738), which is used to program the master
data carriers and fire brigade data carriers into a lock. For more details on this function, see "5.6. Passkey
management and general key function”.

Authorization Card and Authorization Erase Card

The Authorization Card is an optional data carrier that is used to authorize the update reader for CardNET systems.
The CardNET locks themselves do not need a reader authorization. The optional Authorization Erase Card can be
used to cancel this authorization. For more details, please refer to the manuals of the different update readers.
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3.8 Programming the Master Key Set into a CardNET lock

In order to use the data carriers of the Master Key Set with a CardNET lock, they must be programmed once into
the lock after delivery. This process is described below using a GAT ECO.Side Lock CardNET. The procedure is
identical for the GAT ECO.Lock and GL7p.

» Activate the lock with the PROGRAMMING data carrier (see Figure 3.1).
o Thelock is activated and the LED flashes.
» Hold the PROGRAMMING and DELETE data carriers against the reading field (LED) in the following order:

) 2x
[ Jad

(=
Programmin ’

o The PROGRAMMING and DELETE data carriers are now stored in the lock.
» Release the locker door.
o  The locker door remains locked.
» Press the locker door in and keep it pressed.
o Thelock is activated and the LED flashes.
» Hold the PROGRAMMING and BATTERY data carriers against the reading field (LED) in the following order:

Eﬂ))) 1x

o The BATTERY data carrier is now stored in the lock.

» Release the locker door.
o  The locker door remains locked.
» Press the locker door in and keep it pressed.
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o The lock is activated and the LED flashes.
» Hold the PROGRAMMING and DEMOUNTING data carriers in front of the reading field (LED) in the following order:

o The locker door unlocks.

» The other optional system data carriers (e.g., COMMUNICATION data carrier, GAT Passkey Management data
carrier) can be programmed into the lock in the same way.
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4 CONFIGURATION

4.1 General information

Before the main configuration of the CardNET locks can be completed, the system data carriers must be programmed
into the lock as explained in chapter “3 COMMISSIONING”. For further information, see section “3.7 Information on
the system data carriers”.

Three GANTNER software applications are required for the configuration and subsequent management of an access
system that features lockers equipped with CardNET locks. See section “2.5 Requirements for the CardNET system”
for more information.

The main steps for configuring a CardNET lock is as follows:

Create an offline loader for the CardNET locks in GAT ACE 7000.

Assign offline doors, i.e., lockers with CardNET locks, to the offline loader in GAT ACE 7000.
Import the offline doors from GAT ACE 7000 to GAT Matrix.

Assign user authorizations to the offline doors in GAT Matrix.

Define the file paths for remote synchronization in GAT ACE 7000 and GAT DL Analyzer.
Upload the configuration file to the CardNET lock via GAT DL Analyzer and USB Interface.

S e A

i After configuring the first lock, carry out a test to confirm that the data carriers (system data carriers and standard

user data carriers) are read by the lock successfully and that the lock operates as expected.

The following data is transferred to the lock during configuration:

- System number (SitelD)

- ID number (lock address)

- Operating mode: CardNET

- Option “auto daylight saving time” enabled or disabled

- Beeper on/off

- Option “blocklist enabled” enabled or disabled

- Option “only lock with identification” enabled or disabled
- Option “break-in alarm” enabled or disabled

- Option “RFID wake up” enabled or disabled

- Date and time (automatically set)

- Settings for the RFID reader (read/write keys, LEGIC stamps, etc.)
- Various RFID standards enabled or disabled

- Unlocking time

- Group authorizations

www.gantner.com HB_GANTNER-Battery-Locker-Locks-CardNET-Function--EN_11 27



Gantner

GANTNER Battery Locker Locks — CardNET Function Manual
CONFIGURATION

4.2 Setup for configuration

The GAT DL Analyzer software is used to transfer and read out the configuration of a CardNET lock. To connect to
a computer with a Windows® operating system (Windows® 7 or later) there is a Micro-B USB port on the lock.

® GAT DL Analyzer is only available in German; however, the operation is straightforward using the translations
provided in the following sections. Only the menus Analyse, Remote Sync, and Firmware Update are required
for configuring a CardNET lock.

» Start GAT DL Analyzer on the PC/laptop (the software is portable and does not have to be installed).
» Plug the end of the USB cable (plug type A) into a free USB port on the computer.

PC/laptop with
configuration software

USB plug

~.. (type-A)

D

» Plug the Micro-B connector of the USB cable into the USB port of the lock. This is done as follows for the
different CardNET locks:

GAT ECO.Side Lock GAT ECO.Lock GL7p

= = T i 't,.:» =N —
1 [t T Y § ins
! @ ﬁl | i Ial
ﬂ \1 | | ¢
4 P |
¢ = ‘r” /J \ ® @
0 1 | ; \ d @
) il > ®
J& g e 9 ©
= X @

» When a lock is connected to the computer for the first time, the driver is installed and the lock is then detected
correctly in Windows.

®  |f the automatic driver installation does not work, the driver can be downloaded from the GANTNER website
(login required) by searching for "USB driver".
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» To set the lock into communication mode, activate the lock using the PROGRAMMING data carrier or
COMMUNICATION data carrier. See section “3.6. GAT DL 300 Master Key Set”.

GAT ECO.Side Lock GAT ECO.Lock

\ \

o The lock switches to communication mode and the status LED pulses green every 2 seconds.

o The COM port to which the lock is connected is displayed with green text at the bottom of the GAT DL
Analyzer window in the status bar.

£, GAT DL Analyzer - O X
Datei  Analyse GATDL 092 Analyse Remote Sync  0SSSync  Firmware Update  Info

Figure 4.1 — GAT DL Analyzer — Connection to a lock

fiocom . - coM12

ATTENTION!

-  GAT ECO.Side Lock / GAT ECO.Lock: Because the battery of these locks is discharged when connected via
USB, unplug the USB cable as soon as the configuration is finished. The battery life is greatly reduced if the lock
remains connected via USB for an extended time.

- GL7p: The GL7p locks are powered by the USB cable so the battery does not need to be inserted in the lock
during configuration. However, ensure that the lock is not without power for more than 1 minute (e.g., after
disconnecting the USB cable until the battery is inserted).
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4.3 Reading the configuration of a lock

Gantner

While the lock is connected to the computer and in communication mode, the current configuration can be viewed in
GAT DL Analyzer via the Konfiguration lesen (read configuration) option in the Analyse menu. The following

information is displayed:

£ GAT DL Analyzer

/" Aufzeichung des Analyzer am Montag den 2022/11/21 um 15:40:55 */

Schlossadresse: - 1

Geratetyp: - GAT ECO Lock 7100 NW BA OS5
Anlagennummer: - 00009555
Subanlagennummer: - 0
Downloadkey: - 00-00-00-00
Betriebsart: - Standalone
Stummschalten: - aus
Entriegelungszeit: - 5
Betriebskalender ignorieren: - aus
Sommer-"Winterzetumschaltung: - ein
GO Plannummer: - 0

RFID Wakeup: - ein

Antenna Matching Yalue: - 0

LEGIC prime enable: - ein
LEGIC advant enable: - ein
IS0 14443A enable: - ein
IS0 15693 enable: - ein

Datei | Analyse | GATDL 092 Analyse Remote Sync 055 Sync

\erbind Adresse und Zeit setren

Prifen - ’

Prife di| Kenfiguration lesen

Scloss  Batteriemesswerie DL 3M0lesen |

Lock address

Device type

FID number

Sub FID number

Download key

Operating mode

Silent mode: ein (on) / aus (off)

Locking time

Ignore operating calendar: ein (on) / aus (off)
Summer-/winter time switching: ein (on) / aus (off)
GO Plan number:

RFID wakeup: ein (on) / aus (off)

Antenna matching value

Inside enable: - ein
IS0 144438 enable: - ein
FeliCa enable: - ein
CardMET G2 enable: - ein

LEGIC prime Kartentyp: - 0
LEGIC Advant G1 Kartertyp: - 0
LEGIC Advant G2 Kartertyp: - 0
Mifare DESFire Kartentyp: - 0
LEGIC Version: - 1.8.1.0

LEGIC Sensitivity: - 6

LEGIC Polling Intervall: - 400

Gruppen 1-64: - DOOMXON0M0M000MO0
Gruppen 63-128: - DINDNON00O0000000
Gruppen 129-192: - DOONO000I0000I00I00
Gruppen 193-256: - D0NO000N0M0M0000
Gruppen 257-320: - DHOMOOIO0OMOMO000

This section shows which of the different RFID
technologies are enabled for the lock.
ein = enabled, aus = disabled

At the top are the card type settings for the
respective RFID technology (see “4.5.1
Configuring an offline loader). Below is
information on the LEGIC RFID system.

Gruppen 449-512: - ONOMNONONOMNOMOMN00

FW Version: - 99.11

Bootloader Version: - 39.07

Seriennummer: - 2195000011 -> (x831213CB
HW Version: - 2.0

Adikelnummer: - 01107408

Batteriestatus: - Batterie gut

Buchungen im Speicher: - 10

- Blockieriste: -
Alt. Datum: - Montag - 2022/11/21, um 15:41:08

Gruppen 321-384: - DIDOIOOI00I0000I00I00
Gruppen 385-448: - DOIODODM0MN000000

All groups (Gruppen) are shown here. The
CardNET lock belongs to the respective group
that was read.

e s e e L

Firmware version

Bootloader version

Serial number

Hardware version

Article number

Battery status: e.g., “Battery good
Bookings in memory

Blocklist: ein (on) / aus (off)

Figure 4.2 — Reading a lock configuration in GAT DL Analyzer
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4.4 CardNET mode

In the CardNET mode, the authorizations are transported via the user data carriers. A CardNET lock reads the
authorization information directly from the user data carriers and unlocks the locker door according to this
authorization check. The authorizations are defined in a management software, e.g., GAT Matrix, and written to the
data carriers via a GANTNER online terminal when a data carrier is read.

The CardNET lock is set to CardNET mode by importing a configuration into the lock via the USB interface while the
lock is in stand-alone mode. To do this, complete the instructions described in the following sections.

®  The basic instructions to configure the CardNET locks are described. Always refer to the user manuals of GAT

ACE 7000 and GAT Matrix for detailed information.

4.5 Adding a CardNET lock to GAT ACE 7000

The CardNET locks used in the system must be added to GAT ACE 7000. To do so, an offline loader is configured
first then the CardNET locks (referred to as “doors” in GAT ACE 7000) are added to the loader. Complete the
following steps.

4.5.1 Configuring an offline loader

» Open GAT ACE 7000 and go to the page Devices > Offline Loaders.

» Click on Add and define the following settings in the Offline Loader window.

. [
%% 8 ¥ B
Add PDelete Synchronize Read Add > -
hanges Bookings  Door & Offline Loader *
Offline Loaders Offline Doors B Save ¥J Cancel
* | Controllers | Doors Name Male locker room
4 GANTNER > Number 30
4 AUT X Name atlon
Q ® Type GAT Locker Lock A
Bregenz Hotelzimmer INER
4 Schruns Name GAT ECOSide |¢ Operation Mode CardNET G1 | NINER-AUT-Schruns|
Senice Number From ¢ Service OG1 | | Auto Daylight Saving V] TNER-GER
4 GER Number To 5 GATDL73%¢ | | Read Device Information /] INER
Bochum Type > Office OG1 LEGIc P Gt Card T P (Type 1) [INER-GER-Bochum
rime ari e - Employee (lype A
Minchen SchrankeUmki&i i poyee e TNER
Operation Mode L Gebsude Nord | LEGIC Advant G1 Card Type | 1 - Emplayee (Type 1) ™| NINER-AUT-Schruns
Offline Taren D LEGIC Advant G2 Card Type | 0 - No Card Type V| NINER
Gebaude Ost | | MIFARE DESFire Card Type | 0 - No Card Type || JINER-AUT-Schruns

Figure 4.3 — Defining an offline loader

» Enter a name for the offline loader into the Name field.

» A unigue number must be assigned to each offline loader (Number field). By default, the next available number
in GAT ACE 7000 is entered automatically.

» Select GAT Locker Lock from the Type menu.
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» Select either CardNET G1 or CardNET G2 from the Operation Mode menu. Depending on the operating
mode selected, only CardNET G1 data carriers or both G1 and G2 data carriers can be used (see chapter “2.4
CardNET system” for more information). Please note that the update reader must also be authorized to write
DESFire data carriers with CardNET G2 (as with LEGIC systems).

» If the Auto Daylight Saving option is enabled, the CardNET locks automatically switch between standard time
and daylight-saving time.

NOTE! If this option is not selected, time changes due to daylight saving are not completed automatically and
this must be considered when managing authorizations and reviewing bookings.

» If the Read Device Information option is selected, device information such as the firmware version, LEGIC
operating system, etc., is read from the offline doors when the offline controller loads authorization data into the
doors or bookings are read. The read information is displayed in the offline door list (see next point). If this
information does not need to be read, you can disable this option.

» Inthe ... Card Type fields, enter the card type to be used for the RFID technologies that are used. For RFID
technologies that are not used, select 0 - No Card Type. Card types are defined in GAT Matrix and allow
different types of data carriers (RFID type, data structure, etc.) to be used together in an access system.

» Click on Save.

o The defined loader is added to the list of offline loaders list with the settings shown on the right under

Properties.
3 ACE 7000 Viewer - O X
son | Hep | English (United Kingdom) -
GHE ¥ 8 R
Add Delete Synchronize Read Add
anges Bookings  Door
Offline Loaders Offline Doors
* | Controllers | Doors Offline Doors >
gl SCTEER > Properties
4 AUT Qe X Name Number  Type Operation Mode | State Location
Bregen: Hotelzimmer 17 pLoo2 Hotel Mode G1 GANTNER
4 Sehruns Name GAT ECOSide Lock 20| GAT Locker Lok CardNET G1 GANTNER-AUT-Sch... Name Male Locker Room
Serice Number From S| senicenst 8 Dlos CardNET G1 GANTNER-GER Number )
4 GRR = ATOLT 21 GATDLT 2 ;
- Number To 3] GATDL7axc 21/ GAT DL 73 CardNET G2 and G1 GANTNER e e -
ochum . —|  Office OG1 7 Dlos2 Hotel Mode G1 GANTNER-GER-Boc...
Manchen SchrankeUmkleide 29 GAT Locker Lock  CardNET G1 GANTNER Operation Mode CardNETG2and 61 [»
Operation Mode = Gebaude Nord 13 GATMTO10 CardNET G2 and G1 GANTNER-AUT-Sch... Auto Daylight Saving

Offline Taren DL 73.. CardNET G1

Read Device Information

- - - LEGIC Prime G1 Card Type |1 - Employee (Type 1) |~
Male Locker Room 30 GAT LockerLlock  CardNET G2 and G1 &  GANTNER
LEGIC Advant G1 Card Type |0 - No Card Type v
LEGIC Advant G2 Card Type |0 - No Card Type v
MIFARE DESFire Card Type |0 - No Card Type v
<< < |1/1 > >> 10 ttems 50 |¥

Location under 'GANTNER'

Devices Bookings Updater Scheduler

Connected as: SYSTEM

Figure 4.4 — List of offline loaders

» To assign an offline loader to another location, you can drag and drop the offline loader as desired via the
Locations tree on the left.
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4.5.2 Adding offline doors

Gantner

For the CardNET locks, the process of adding an offline door in GAT ACE 7000 is the equivalent to configuring the
locker equipped with a CardNET lock.

» Select the desired offline loader from the list and click on Add door.

o A window opens where you can enter the information of the new door (locker).

a

Start | Help
G¥ ©

©

A

Add Delete Synchronize Read Add ;
hanges Bookings] Doar i Mew Offline Daor x
Offline Loaders Offline Doors B Save V33 Cancel
BasicInfo | Technologies
* | Controllers | Doors 2
4 GANTNER N r
4 AUT o\ ® H X Name Mame Officelocker_01 thon
Bregenz Hatelzimmer Number 1 THER
4 Schruns Name GAT ECO.Side Lock Sarial Number Decimal o [5] MMER-AUT-Schru...
Service Number From e Service OG1 . [TNER-GER
4 GER - Silent Mode .
Mumber To = GAT DL 73xx ) MNER
Bochum o — |office 0 Blockist Enabled v {NER-GER-Bach..
Minchen SchrankeUmkleide Only Lock with Identification [INER
Operation Mode hd . . i
P Gebaude Nord Break-In Alarm Enabled C MNER-AUT-Schru...
- - .
Offline Turen DL 73xx RFID Wake-Up Enabled v NER
Gebaude Ost [INER-AUT-Schru...
Locker Room JINER

Figure 4.5 — Adding an offline door — Basic info

Basic Info

- Name: Enter a name for the locker into the Name field.

- Number: Enter a number for the locker into the Number field.

NOTE! The number must be unique, i.e., not used yet in GAT ACE 7000. An
error message is displayed if you enter a number that has already been used.

- Serial Number Decimal: You can enter the serial number of the CardNET lock here.

- Silent Mode: This option allows you to disable/enable the lock's acoustic beeper.

- Blocklist Enabled: Select this option to activate the blocklist as defined in GAT Matrix. The data
carriers entered in this list are sent to the offline device and blocked from using
the CardNET lock. When this option is not selected, the blocklist is not used for
this lock. Not using the blocklist allows easier management but means lower
security.

- Only Lock with Identification: If enabled, the locker can only be locked by pushing the locker door shut and

reading a data carrier. When not enabled, the locker door will lock simply by
pushing it shut.
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- Break-In Alarm enabled:

- RFID Wake-Up Enabled:

Technologies

# New Offline Door
€3 Cancel

Basic Info | Technologies

LEGIC prime 15015693
1ISO14443A |V 150144438
Inside Felica

Note: This option is only possible with the GAT ECO.Side Lock.

If enabled, an alarm is generated if the locker door is opened without a valid
identification occurring beforehand. With this option disabled, no alarm is
activated for this case. An activated break-in alarm can be deactivated using the
PROGRAMMING data carrier.

Note: Disabling the break-in alarm function extends the battery life.

If this option is enabled, the lock continuously checks whether a data carrier is
within the reading field. As soon as a data carrier is held in front of the lock, it is
read. If this option is not enabled, the locker door or the lock button (depending
on the lock type) must be pressed in to activate the lock and read the data
carrier (see Figure 3.1).

o]
l Activating this function means a higher power consumption for the lock.

Figure 4.6 — Adding an offline door — Technologies

» Select the RFID technologies to be supported by the CardNET lock here. You can enable or disable support for
specific technologies as required.
NOTE! Ensure that the RFID technology used on the PassKey Management data carriers is not switched off.

» Click on Save.

o The new door is assigned to the offline loader and displayed on the Offline Doors tab.
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4.6 Importing doors with CardNET locks into GAT Matrix

» Import the doors into GAT Matrix (menu Tools > Import Doors and Locations).
» Assign the doors to the desired door groups by dragging the doors onto the door group.

I GAT Matrix

File Tools Plugins Help

@ & O B & g @& 3 =% L

Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control GAT Matrix Export | Upload Doors Download Bookings

e sab B [a® x x [x ([ [y [§ Wy [§a [0
B U 4 Abbre:
— o
E I | P ‘|
o = 2 2 2 == 4 |BR
Gantner § MEINE CH( A Y
2 = allils I8 g 2 gl gl|B|8B|B|IZ| 2| 3 ¢
B, 2z el |l e|lRd| el &% gl &l g2 dls]l a5l =8l «|w
SRl 2 S A o | S| 2| & glell & &l 2l &
£ 8 & £ 5 657 &8 & £ 2 & B 28| &|6|86||5|6 6
1 3 4 3 £ 1-12.21€-12.207 2 Salto [1-24.7 124,32 126.3 | 5-15 | 5-16 [1-24.4[1-24.5)1-20.1 120232023 12.21%-12.211-12.21
Angestellte o s MAZ MAT MAT MAT MAT MAT MAT MA1 & o o MA2 MAZ -
R. Milller MaT MAZ IoP | P MAT | MAT [MAT | MAT [Ma1 | MAT |Ma1 | MAT | o | o | o &2 Ma2
E. Duller M MAZ loF | loP MAT | MAT | MAT | MAT |MAT MAT |MA1| o | o/ | o |MAZ &2
H. Briickler MaT bz IoP | laP MAT | MAT | MAT | MAT  MAT [ MAT | MaT | & | o | o [ME2 MA2 Gantner
M. Ganahl M1 M2 laP | 0P MAT | MAT [ M&T | MAT [MAT [ M&T MAT | o | o | o [MAZ Ma2 Corporate
I"' Zwerger MAT MAZ IoP | P MAT | MAT | MAT | MAT |MAT MAT MA1 | o | o/ | o M2 MA2 Monday

Figure 4.7 — GAT Matrix - Doors and door groups

In GAT Matrix, the doors and door groups are arranged in the top row of the table. The door groups are shown in
dark gray with the doors shown in light gray.

For the offline doors, the door number shown in red below the door name is structured as follows:

[GAT ACE ID]-[Loader nhumber]-[Door address].
Example: 1-20.1

GATACEID=1

GAT Loader number = 20

Offline door address = 1

_Q Officelocker 01

NOTE! Multiple GAT ACE 7000 instances can be used with one GAT Matrix, therefore the GAT ACE ID number is
displayed. In most cases only one GAT ACE 7000 installation is used (ID number = 1).
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4.7 Defining authorizations in GAT Matrix

The authorization for users to use the individual doors (lockers with CardNET locks) can now be assigned in GAT
Matrix. To do this, open the "Access authorizations" page in GAT Matrix.

3 GAT Matrix

File Tools Plugins Help

al+]|]o 8 @ 5 B & | =

Dashboard | Access Rights |Time Switches Door Control Bookings Blocklist Lockers Locker Control GAT Matrix Export | Upload Doors

B2 aab B [a@ x X X [0y [y Yy [f
LT T T
RIS
G t o = E E S| 8| g|
= T ) - T | D B 5 B
annergn = (R £l w B 22| 2 E 2] =
= = - o = w = —_ = = =] =1 =1 -
i 3 = o PE = 5 ® o o o o - T T o
& 5 : 5 £ £/ 85 & g/ g &£ clel g8 L&
£ 8 & £ 6 S5, & & £ &2 °© B | Bttt 5
1 E 4 3 8 1122112207 2 Salte [1-24.7 12431263 | 515 | 5-16 |1-24.4/1-24 5 |1-20.1 1-20.231-20.23-12 .21
Angestellte W g Ma2 MAT MAT MAT MAT MAT MAT MAT o & o A2
R. Milller MaT Ma2 1P | loP MAT | MAT | MAT | MAT MAT | MAT [M&T (Ma] | o |+ | v [Hi2
E. Duller M1 Ma2 IoP | IoP MAT | MAT | MAT | MAT MAT MAT [MA]| o | v | v |2
H. Briickler M1 Maz IoP | IoP MAT | MAT | MAaT | MAT MAT MAT [MA]| o |+ | v [HiZ
M. Ganahl M1 M2 IoP | IoP MAT | MAT | M1 | MAT | MaT MET [M&]| o | o | v 182
IL.Zwerger M1 Mb2 IoP | IoP MAT | AT | M1 AT | MaT | Ma1 Ma]| o | o | v (62

Figure 4.8 — GAT Matrix — Authorization assignment

» Select the matrix field in the row of the desired user and the column of the desired CardNET lock.
» To the right of the window, click on the arrow symbol of the desired schedule.

o The matrix field does not display the schedule, but only a colored tick symbol if there is an
authorization for the associated user. The authorizations cannot be limited in time for CardNET locks.

A
L
Upload Doors

» Load the doors by clicking on Upload doors ( ).

o The corresponding CardNET authorizations are generated and subsequently written onto the data
carriers when a CardNET data carrier is read at an online door.

» Lost CardNET data carriers can be blocked by entering the data carrier into the blocklist in GAT Matrix. For this
purpose, the blocklist option must be enabled when configuring the CardNET lock in GAT ACE 7000 (see “4.5.
Adding a CardNET lock to GAT ACE 7000”).

NOTE! A maximum of 128 entries per CardNET lock are possible in the blocklist.
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4.8 Settings for uploading configuration data

The communication between the software applications and GAT DL Analyzer is completed using an XML file system.
This allows GAT DL Analyzer to be used at a remote location by sending the files via email or by sharing the files via
another method. For this purpose, the file paths must be configured once.

» In GAT ACE 7000, define the file paths for data exchange with GAT DL Analyzer in the main software settings
via Application Settings > Remote Sync Settings.

Remote Sync default configurations output path = configuration files for the CardNET lock.

Remote Sync default information import path = bookings from the CardNET lock.

G)

Database Settings

Application Settings

Email Notification Settings

GAT SyncManager CardNET Enabled O

GAT SyncManager CardNET Path

GAT ACE 3000 CardNET Enabled O

GAT ACE 3000 CardNET Folder
The folders for the Sync Manager and GAT ACE 3
{ The sync manger will delete the files and the

Roles and User Management

Remote Sync default configurations output path

Remote Sync default informations import path

Figure 4.9 — GAT ACE 7000 — Application settings

ACE 3

Remote Sync Settings

GAT SyncManager CardNET Settings

GAT ACE 3000 CardNET Settings

00 must not be in the program folder of the GAT ACE 7000, and they have to be different.
00 will not be able to access it)

CA\TestData\RemateSync

C\TestData\RemoteSync\Bookings

» In GAT DL Analyzer, define the same file paths for remote sync that you have defined in GAT ACE 7000. The
settings are located in the Remote Sync tab via the option Einstellungen (settings).

.4 GAT DL Analyzer

Firmware Update |

Datei  Analyse  GAT DL 092 Analyse | Remote Sync | OS5 Sync
i Einstellungen

Aufzeichnung Applikationsupdate des Analyzer GAT DL 3¢

Verbindung konnte nicht hergestellt werden GAT DL 73

Prifen Sie die Verbindung und die COM-Port E

GAT ECO.5ide Lock

3

»

3

- Buchungsausgabepfad (booking output path) = Device information from the CardNET lock for import into

GAT ACE 7000.

- Konfigurationen Standardordner (default configurations folder) = Configuration files from GAT ACE for

transfer to the CardNET lock.

- Inthe DL 73xx COM Port field, select the serial port that the CardNET lock is communicating through via

the USB cable.

u Remote Sync Einstellungen

Buchungsausbagepfad ||

Korfigurationen |
Standardordner

DL 73 COM Port Com1 ~

Abbrechen

Figure 4.10 — GAT DL Analyzer — Remote sync settings

» Click on Ubernehmen to save the settings.
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4.9 Uploading the configuration data

The next step is to transfer the configuration data from GAT ACE 7000 via GAT DL Analyzer to the CardNET locks.
The feedback messages of the configuration transfer are also received via GAT ACE 7000 and GAT DL Analyzer
for display on the PC.

» In GAT ACE 7000 on the Offline Loader tab, right-click on the desired offline loader and select Synchronize >
Create configuration (GAT Locker Lock) from the menu.

[ ACE 7000 Viewer

Start | Help
I8 ¥ ¥ R

Add Delete Synchronize Read Add
Changes  Bookings Door
Offline Loaders Offline Doors
* | Controllers | Doors [¢)3i [, CYLEL ETEY Offline Doors
4 GANTNER N
4 AUT q @ X Name Number  Type Operation Mode State Location
Bregenz Hotelzimmer 17 DL092 Hotel Mode G1 ‘ GANTNER
4 Schruns Mame GAT ECO Side Lock 20 GAT Locker Lock | CardNET G1 L] GANTNER-AUT-Schru...
Service Number From ¢} Senvice OG1 8 DL092 CardNET G1 L GANTNER-GER
4 GER Number To o) GAT DL 73xx 21 GAT DL 73xx CardNET G2 and G1 (1] GANTNER
Bochum T = Office OG1 7 DLO9Z Hotel Mode G1 (1] GANTNER-GER-Boch...
Minchen e SchrankeUmkeide 29 GAT Locker Lock  CardNET G1 'Y GANTNER
Operation Mode = Gebaude Mord 13 GATMT 010 CardNET G2 and G1 L GANTNER-AUT-Schru...
Offline Taren DL 73xx 27 GAT DL 73xx CardNET G1 L) GANTNER
Gebiude Ost 12| DLO92 Hotel Mode G1 (1] GANTNER-AUT-Schru...
Locker Room 20 GAT Larkarlock  CardNET G2 and G1 L1] GANTNER
+ Add
H Delete
IE Create Configuration (GAT Locker Lock)
4  Add Door Read configuration results

Figure 4.11 — GAT ACE 7000 — Creating a configuration for an offline loader

o An XML file with the configuration data for the relevant CardNET locks is created in the defined Remote
Sync folder (see “4.8 Settings for uploading configuration data”).

» In GAT DL Analyzer on the Remote Sync tab, select the option GAT Locker Lock > Konfiguration
einspielen (import configuration).

£ GATDL Analyzer - a x
Datei  Analyse  GATDL 092 Analyse | Remote S5ync | 0S5Sync  Firmware Update  Info
Einstellungen
GAT DL 3xx 3
GAT DL 73xx 3
GAT Locker Lock * Kenfiguration einspielen |
Gelesene Buchungen exportieren Informationen auslesen

Figure 4.12 — GAT DL Analyzer — Transfer configuration

o Afile selection window opens.
» Select the previously created configuration file.

o The loading window opens.
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LockerLock beladen O *
Datei
Korfigurationsdatei:  C:\Users‘wegr\Desktop't'20221021084644_| ocker Room_LockerLock _Corfiguration xml
Verbundener Port: ~ COM1
Log

Aktuelles Gerat beladen Beladen beenden

Figure 4.13 — GAT DL Analyzer - Lock loading window

» Hold the PROGRAMMING data carrier from the Master Key Set in front of the CardNET lock.
o The lock is set to communication mode.

Note: The Master Key Set must be programmed into the lock (see “3.8. Programming the Master Key
Set into a CardNET lock”).

» Click on Aktuelles Gerat beladen (upload current device).

o The configuration is transferred to the CardNET lock. This process can be repeated for additional
CardNET locks.

» Click on Beladen beenden (end loading) to end the upload process.

4.10Reading bookings from a CardNET lock

The CardNET locks internally store all bookings such as the setting of the date and time, a change of configuration,

and also the locking or unlocking of the locker. Using GAT DL Analyzer, these bookings can be read out and stored
on the computer.

» Connect the respective lock to the PC (see “4.2 Setup for configuration”).

» Complete the process as described in chapter “4.11 Synchronizing configuration bookings”.

® Data in the CardNET system is also transferred between the offline and online devices via the user data

l carriers. For the CardNET locks, only the battery warning information and the CRC error data are written
onto the data carriers when the CardNET lock reads the data carrier. This information is then synchronized
with GAT ACE / GAT Matrix when the data carriers are read by an online device.
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4.11Synchronizing configuration bookings

All configuration settings loaded into a lock are logged in GAT DL Analyzer and the bookings of this activity must be
synchronized with GAT ACE 7000.

» In GAT DL Analyzer, select Gelesene Buchungen exportieren (export read bookings) from the Remote Sync
menu.

£ GATDL Analyzer - O *®
Datei  Analyse  GATDL 092 Analyse | Remote Sync | O555ync  Firmware Update  Info

Einstellungen

GAT DL 3ncx 3
GAT DL 73ux 3
GAT Locker Lock 3

Gelesene Buchungen exportieren

Figure 4.14 — GAT DL Analyzer — “Gelesene Buchungen exportieren”

» In GAT ACE 7000 on the Offline Loader tab, right-click on the desired offline loader and select Synchronize >
Read configuration results.

[ ACE 7000 Viewer

Start | Help
GE G B B

Add Delete Synchronize Read Add
Changes Bookings Door
Offline Loaders Offline Doors
* ‘ Controllers | Doors [0 [[L,LAKLEL 1.4 Offline Doors
4 GANTNER N
4 AUT Q @ EH X Name MNumber | Type Operation Mode State Location
Bregenz Hotelzimmer 17 DLO92 Hotel Mode G1 ‘ GANTNER
4 Schruns Name GAT ECO.Side Lack 20 GAT Locker Lock | CardMET G1 L] GANTNER-AUT-Schru..
Service Number From < Service OG1 8| DLo92 CardMET G1 '.! GANTNER-GER
4 GER Number To ) GAT DL 73xx 21| GAT DL 73xx CardNET G2 and G1 L] GANTNER
Bochum Office OG1 7 DLO92 Hotel Mode G1 L] GANTNER-GER-Boch...
Minchen Type = = l
SchrankeUmkdeide 29 GAT Locker Lock | CardNET G1 'Y GANTNER
Operation Mode = Gebaude Mord 13| GAT MT 010 CardNET G2 and G1 W GANTNER-AUT-Schru..
Offline Taren DL 73xx 27 GATDL T3xx CardMET G1 .! GANTNER
Gebéude Ost 12| DLO92 Hotel Mode G1 L] GANTNER-AUT-Schru..

Locker Room ock  CardNET G2 and G1 ..! GANTNER
+  Add
X Delete

Synchronize 3 Create Configuration (GAT Locker Lock)

== Add Door Read configuration results

Figure 4.15 — GAT ACE 7000 — Reading information from the offline loader

o The results of the configuration are transferred to GAT ACE 7000. The footprint symbol in the State
column of the respective offline loader is replaced with a thumbs up symbol (¢3) to indicate that all data
has been synchronized.
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® The Read Device Information option must be enabled for the offline loader. For a new offline loader, this
option is shown in the Add Offline Loader window and for existing offline loaders in the Properties area on

the right when you click on the offline loader.

@ Offline Loader X Properties
B Save ¥ Cancel
Name Male lacker reom tAUT-Sch... Name Male Locker Room
Number 30 r [GER Number 30
T GAT Locker Lock - gEon Type GAT Locker Lock ~
b ype acker Lod NTNE tGER-Boc...
4e Ld Operation Mode CardNET G1 ~] lne Operation Made CardNET G2 and G1 e
| Auto Daylight Saving NTNE! tAUT-Sch... Auto Daylight Saving
* | Read Device Information NTNE] Read Device Information
NTNEI FAUT-5ch...
| LEGIC Prime G1 Card Type | 1- Employee (Type 1) ) ] LEGIC Prime G1 Card Type | 1 - Employee (Type 1) |
e
brd | LEGIC Advant G1 Card Type | 1 - Employee (Type 1) ~| ke LEGIC Advant G1 Card Type |0 - No Card Type ~
in DU LEGIC Advant G2 Card Type | 0 - No Card Type w | NTNE! LEGIC Advant G2 Card Type |0 - No Card Type ~

Figure 4.16 — Enable option for reading device information
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4.12Updating the firmware of a CardNET lock

Updating the firmware in a lock can add new functions or solve issues. Ask your sales partner or GANTNER for a
new firmware version.

NOTE! The firmware update is only supported in open locker state.

» Connect the respective lock to the PC (see "4.2 Setup for configuration").
» Ensure that the locker door is open, i.e., the lock is unlocked. The door bolt must not be engaged in the lock.
» Select the option GAT Locker Lock > Firmware laden from the Firmware Update menu.

£ GAT DL Analyzer - ] ®
Datei  Analyse  GAT DL 092 Analyse  Remote Sync 055 5ync | Firmware Update | Info
GAT DL 73 »
| GAT LockerLock  » | Firmware laden

Figure 4.17 — Option for updating the firmware

o  Afile explorer window opens.
» Select the firmware file (file extension. enc) for the respective lock variant.

o The firmware file is uploaded to the lock. The progress of the loading process is displayed in the
window of GAT DL Analyzer.

k4

Datei Analyse GATDL 092 Analyse RemoteSync  0SSSync  Firmware Update  Info

Starten des Bootloaders...

Verbindung wurde nach 420ms wieder aufgebaut.
| |Gerét ist im Bootloader.

| |Senden der Fimware....

FW GroRe: 214352 Byte

Fimware Update erfolgreich

Update erfolgreich beendet!

Figure 4.18 — Results of the firmware update

o  During the update, the lock LED illuminates red.

o  When the firmware has been successfully loaded, the message "Update erfolgreich beendet!" (update
successfully completed) is displayed in the info window of GAT DL Analyzer.

o The LED continues to pulse green as long as the lock remains connected to the PC.
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5.2

5.3

OPERATION

RF exposure statement
The users must keep at least 20 cm separation distance from the lock, except during the identification and
operation process at the lock, which must be performed as described in this manual.

Target group

This chapter describes the operation of the CardNET locks. In addition to the normal locker operation by a user, this
also includes the activation of special functions such as an emergency opening.

Unlocking the locker door

To unlock a locker door, the user must hold their data carrier in front of the reading field of the CardNET lock.
Depending on whether the RFID Wake Up option is enabled or not, the lock reads the card automatically or must be
activated by briefly pressing the locker door or the lock button in (see “3.2 Activating the RFID reader”).

The lock checks the authorization of the data carrier and unlocks the door if the authorization is valid. The authorization
check is carried out differently by the lock depending on the operating mode used.

- Installation mode: Every readable data carrier is authorized to use the CardNET lock.

- Stand-alone mode: Each user data carrier must be manually programmed into the lock on-site using the
PROGRAMMING data carrier. Only the authorized data carriers are then allowed to
use the CardNET lock.

NOTE! In this mode, a maximum of 200 data carriers can be authorized per CardNET
lock.

- CardNET mode: The authorizations are defined in GAT Matrix and written to the user data carriers via
online terminals. The number of data carriers that can authorized per lock is unlimited;
however, the maximum number of authorizations for locks and groups are limited by
the encoding of the data carrier.

Locking the door

If the option Only Lock with Identification is not enabled, the locker door will lock automatically when the locker

door is pushed shut (GAT ECO.Side Lock) or when the lock button is pushed in (GL7p and GAT ECO.Lock).

i For the GL7p locks that are equipped with a keypad, the keypad currently has no function. It is reserved for
future use.
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5.4 Emergency opening of a CardNET lock

5.5

44

The PROGRAMMING and DEMOUNTING data carriers from the Master Key Set can be used to open any locker in
a system for which the Master Key Set is valid.

ATTENTION! Since the Master Key Set can be used to open any locker, the system data carriers must be kept in
a secure place protected from unauthorized access.

|
>

Press the locker door closed and keep it pressed.
Activate the lock with the PROGRAMMING data carrier (see Figure 3.1).
o The information on the data carrier is read and the LED flashes red and green alternately.

Remove the PROGRAMMING data carrier from the reading field again while continuing to hold the locker door
closed.

Within the next 5 seconds, hold the DEMOUNTING data carrier near the reading field.
o The LED flashes green briefly and the locker is unlocked.

Remove the DEMOUNTING data carrier from the reading field and release the locker door.
o  The locker door opens.

Resetting a CardNET lock

A CardNET lock can be reset to the default settings, which deletes the configuration in the lock and resets the
address to zero. To do this, proceed as follows.

>
>

Press the locker door closed and keep it pressed.
Activate the lock with the PROGRAMMING data carrier (see Figure 3.1).
o The information on the data carrier is read and the LED flashes alternately red and green.

Remove the PROGRAMMING data carrier from the reading field again while continuing to hold the locker door
closed.

Within the next 5 seconds, hold the DELETE data carrier on the RFID reading field.
o 2long beeps are emitted and the LED flashes red in rapid succession.

Remove DELETE data carrier from the reading field and hold it to the reading field a second time after approx.
1 second.

o 3 short beeps are emitted and the LED flashes red in rapid succession.

Remove DELETE data carrier from the reading field and hold it towards the reading field a third time after
approx. 1 second.

o 2 short beeps are emitted and the LED flashes red in rapid succession.

Remove DELETE data carrier from the reading field and hold it towards the reading field a fourth time after
approx. 1 second.

o 1 short beep is emitted and the LED flashes red in rapid succession.

Remove DELETE data carrier from the reading field and hold it towards the reading field a fifth time after
approx. 1 second.
o 2long beeps are emitted.
o After the DELETE data carrier is removed from the reading field a fifth time, the LED is solid red for a
few seconds and the lock is reset to address 0. Data carriers that were authorized are no longer valid.
The lock is reset to the default installation mode.
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5.6 Passkey management and general key function

The Passkey Management System is a convenient way of authorizing and managing general and fire brigade data
carriers in access systems equipped with offline terminals or offline locks. General data carriers have a general key
function and can be used to lock and unlock any locker in a system with a CardNET lock provided that the respective
passkey management data carrier has been programmed into the lock.

The passkey management data carrier (GAT Passkey Management Card - Part. No. 496738) can be ordered from
GANTNER. After the order is placed, 1 to 9 general and fire brigade data carriers suitable for the respective system
are then coded onto the passkey management data carrier. These stored data carriers are programmed into a
CardNET lock by reading the PROGRAMMING data carrier and then the GAT Passkey Management Card at the lock.

The advantage is that the general data carrier or the fire brigade data carrier is not necessary for programming and
can remain, e.g., in the fire brigade safe.

NOTE! A loss of the GAT Passkey Management Card is not immediately critical to security because the
PROGRAMMING data carrier is always additionally required for the programming and use of the data carriers stored
on it. Nevertheless, the GAT Passkey Management Card should be kept in a secure place.

®  For further information and the exact programming of the GAT Passkey Management Card, please refer to the

Passkey Management Quick Start Guide ("DK_GAT-PasskeyManagementCard_Bedienung-EN").
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5.7 Signalization overview

Each lock has a status LED and an integrated beeper that are used to indicate the following lock states. States that
are specific to a lock variant are shown at the end of the table.

NOTE! The following signaling is currently not available for the GL7p locks with PIN.

LED Signalization Meaning

Blue LED Lock activated, ready to read a data carrier

e 1 xred flash e No authorization

* ¢ Descending signal tone

No data carrier read

e Error

e 1xgreen flash o Data carrier accepted

e Ascending signal tone Operation successful

e 1xlong green flash Battery change confirmed successfully with BATTTERY

I" e Tones with rising pitches data carrier
e Battery warning reset

* * * * * Fast red / green flashing Lock is waiting for a data carrier for programming or release
(SERVICE, MASTER, user data carrier, etc.)
‘ * * * o 4 xred flashes Battery change required
e 5 xbeeps

Several brief green flashes | Locking activated via app, lock locks automatically when

* * * in succession operated

Pulsing green LED USB communication mode active

Fast red flashing e Bootloader active
* * * ** e Firmware can be loaded
M**** Red flickering e Firmware is being loaded
e Communication to the lock active

1 x brief white flash Pressing of a PIN-code key detected

3

1 x beep

GAT ECO.Side Lock

-

Table 5.19 — Overview of signaling

e Continuous red flashing Break-in alarm triggered

Continuous high / low
tone interval
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Note:
This manual is valid as of 5™ May 2023. It is subject to change.
Amendments can be made without prior notice at any time!
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