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Operating instructions, manuals and software are protected by copyright. All rights are reserved. Copying, duplication, translation,
installation in any electronic medium or machine-readable form in whole or in part is prohibited. The sole exception is represented
by creation of a back-up copy of software for own use as a safeguard, as far as this is technically possible and recommended by us.
Any infringement will render the party committing such infringement liable to compensation payment.

Liability

Any claims against the manufacturer based on the hardware or software products described in this manual shall depend exclusively
on the conditions of the guarantee. Any further-reaching claims are excluded, and in particular, the manufacturer accepts no liability
for the completeness or accuracy of the contents of this manual. The right is reserved to make alterations, and alterations may be
made at any time without prior notice being given.

Trademarks

Attention is drawn at this point to markings and registered trademarks used in this manual. All product and company names, which
are mentioned in this manual, are only used for identification and explanation purposes. Some of these names may be trademarks
or registered trademarks of the corresponding company.

Contact
The contact information for questions regarding this product or for general enquiries is listed below.

Contact address of manufacturer
Gantner Electronic GmbH
Bundesstralte 12

6714 Niziders, Austria
www.gantner.com/locations
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A General Warning and Safety Instructions

Dear Customer,
We congratulate you on selecting a product (appliance or software) from Gantner Electronic GmbH. Our aim is to ensure our product
operates with safety and to your complete satisfaction. To achieve this aim, please take this opportunity to familiarize yourself

with the following guidelines:

1. The installation, commissioning, operation, and maintenance of the product must be carried out in accordance with the technical
conditions of operation as described in the corresponding product documentation.

2. Before installing, commissioning, operating, or maintaining the product, it is essential to read the corresponding chapter of this
manual and observe the instructions and information therein.

3. |If there are some points that are not entirely clear, please do not take a chance. All queries can be clarified by your Gantner
representative or by ringing the Gantner support hotline.

4. Where not otherwise specifically documented, the appropriate installation, commissioning, operation, and maintenance of the
product is the customer’s responsibility.

5. Directly on receipt of the goods, inspect both the packaging and the product itself for any signs of damage. In addition, check
that the delivery is complete and includes all accessories, documentation, auxiliary devices, etc.

6. If the packaging or product has been damaged in transport, or should you suspect that it may have a fault, the product must not
be put into service. Contact your Gantner representative who will resolve the problem as quickly as possible.

7. The installation, commissioning, and servicing of our products must be performed by suitably trained personnel. In particular,
electrical connections must only be made by correspondingly qualified specialists. Always observe the relevant installation
regulations in accordance with the national Electrical Engineers Association (e.g., OVE [Austrian], VDE [Germany)).

8. Where not otherwise stated, installation and maintenance work on our products must be carried out when disconnected from
the power supply. This applies in particular to appliances that are normally supplied by low-voltage current.

9. Itis prohibited to alter the products or remove protective shields and covers.

10. Do not attempt to repair a product after a defect, failure, or damage is detected. In addition, do not put the product back into
operation. In such cases, it is essential to contact your Gantner representative or the Gantner support hotline.

11. GANTNER Electronic GmbH accepts no responsibility for any injuries or damage caused as a result of improper use.
12. Although care is taken and we are continuously aiming for improvement, we cannot completely exclude the possibility of errors
appearing in our documentation. Gantner Electronic GmbH therefore accepts no responsibility for the completeness or the

accuracy of this manual. The right is reserved to make alterations at any time without prior notice.

13. Should you discover any fault with the product or in its accompanying documentation, or you have any suggestions for
improvement, you may confidently inform your Gantner representative or GANTNER Electronic GmbH directly.

14. We especially look forward to hearing from you if you just want to tell us that everything is functioning perfectly.

We wish you a successful experience with our product and look forward to welcoming you again as a customer soon.
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1 INTRODUCTION

The software package GAT SyncManager provides an easy and convenient interface for the editing and actualization
of the device configurations of all Gantner access control terminals in a facility.

Furthermore, the communication with the online terminals GAT eco.time ST270 and GAT eco.time ST570 can be
controlled and monitored.

The functionality of the automatic time synchronization ensures that all terminals are always operating with the correct
time.

GAT SyncManager consists of the applications GAT TermSync, GAT TimeSync and GAT OnlineSync. These
applications can be operated and configured via their user interfaces within GAT SyncManager.

GAT TermSync provides the following functions:

- Periodical communication with Gantner terminals.

- Checking whether bookings exist on the terminals.

- Readouts of available bookings.

- Buffering and retrieval of bookings for evaluation software.
- Checking whether new data is available for the terminals.
- Uploading of new data to the relevant terminals.

- Logging of all communications and procedures.

- Notification in case of error.

GAT OnlineSync provides the following functions:

- Online communication with the Gantner terminals in online mode (e.g., GAT eco.time ST270 and GAT eco.time
ST570 or GT7 Terminal with G7 Time & Attendance App).

- Storing all activities at the terminals in a database.

- Recording all communications and all events.

- Messaging in case of error.

- Preparing data for GAT TermSync.

- Maintaining compliance with the booking sequence (across locations and device types).

GAT TimeSync provides the following functions:

- Automatic time synchronization of Gantner terminals.

- Manual time synchronization of certain terminals.

- Time synchronization via time server or by using the time of the system where GAT TimeSync service is running.
- Synchronization via UDP protocol.

- Time can be sent as local or UTC time.

The three applications of the GAT SyncManager are run as Windows® service and are started during installation.
At start-up of GAT SyncManager, the application GAT TermSync loads the terminal definitions from the configuration
file and attempts to establish communication with the terminals. These terminal definitions contain, among other

things, communication parameters and read-out information (schedules). If communication with one of the terminals
cannot be established, this will be logged and continued attempts to reach the terminal will be made.

www.gantner.com HB_GAT-SYNCMANAGER--EN_35 7
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GAT TimeSync sends a synchronization signal in configurable intervals (broadcast) via the UDP protocol. This signal
enables the timely synchronization of Gantner terminals, software products or PCs. This synchronization signal can
be sent as local time or UTC. It is possible to use the local time of the PC where GAT SyncManager is running.

k"-k} This icon is displayed in the notification area of Windows®, if the GAT TermSync service of GAT SyncManager
is running. It can display different symbols, depending on the status of the service.

This icon can also be used to start the GAT TermSync Viewer, the graphic user interface of GAT TermSync, which
enables the local or remote control of the applications and services of GAT SyncManager. The control is carried out
over a TCP/IP connection, i.e., there has to be a physical connection available to the computer on which the GAT
SyncManager services are running.

NOTE! It must be noted that firewalls can influence the functionality of the software, in that communication is
completely or partially blocked. Usually, the broadcast signals from the UDP protocol are not routed by routers.
Therefore, it is important to use the correct UDP signal mode of the GAT TimeSync application (option "UDP
Communication mode" - see section "3.1 Configuration of the GAT TermSync service").

HB_GAT-SYNCMANAGER--EN_35 www.gantner.com
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2.2

2.2.1

INSTALLATION

Hardware requirements

In order to operate GAT SyncManager, the following minimum hardware requirements must be met.

- Processor: IBM-compatible PC, e.g., Intel Core i5, 3 GHz or comparable CPU
- RAM: 4GB

- Drive: CD-ROM

- Hard disk: Recommended min. 10 GB (for software and data)

- Monitor: Color monitor, resolution min. 1024 x 768

- Interfaces: Network card Ethernet (TCP/IP)

Software requirements

Supported operating systems

- Microsoft® Windows® 11 (Pro, Enterprise), 64-Bit
- Microsoft® Windows Server® 2019, 2022, 2025 (Essentials, Standard, Datacenter), 64-bit

Editions not listed here, e.g., Home, Starter, Web, RT, etc., are not supported. The Server Core installation option of
Windows Server® are also not supported.

NOTE! Please note that Gantner Electronic GmbH can only provide support if GAT Sync Manager is installed on a
German or English version of Windows. Furthermore, support can only be guaranteed if the customer provides all the
information required to access the system with the respective authorizations (e.g., Windows account, access to the
SQL database, etc.).

NOTE! The customer must provide the required licenses, e.g., for the operating system or database.

2.2.2 Data Base Server

A database is required to run the GAT Sync Manager. You can either use SQLite or, from version 3.5 onwards, a
database server can be used (recommended). The following database servers are supported by Matrix.

- Microsoft® SQL Server® 2016, 2017, 2019, 2022, 2025
Express versions are also supported.

No database is included with GAT Sync Manager. If desired, you can download the Microsoft® SQL Server® Express
database from the Gantner partner page.

NOTE! Please also note the system requirements for the database being used. The updated system requirements
for Microsoft® SQL Server® Express can be found, for example, on the following page:

www.gantner.com HB_GAT-SYNCMANAGER--EN_35 9
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https://technet.microsoft.com/de-de/library/msl143506.aspx

NOTE! It is recommended to install Microsoft SQL Server Management Studio Express. This can be downloaded
from the Microsoft website.

2.2.3 Microsoft .NET

NET 10.0 is required for the operation of GAT SyncManager. This is included in the installation package and can be
installed if necessary.

2.3 Installation of GAT SyncManager

By installing GAT SyncManager, all three applications (GAT TermSync, GAT TimeSync and GAT OnlineSync) will be
installed. Complete the following steps to install GAT SyncManager.

» Open the folder with the installation package of GAT SyncManager.
» Double-click on the "setup.exe" file.
o The installation wizard opens.

Tl GAT SyncManager Setup - >

Welcome to the GAT SyncManager Setup
Wizard

The Setup Wizard will install GAT SyncManager on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.

gantner /\

Back Cancel

Figure 2.1 - GAT SyncManager installation - step 1

» A message is displayed if the installed .NET version is lower than V10.0. You can install the supplied .NET 10.0
by clicking on “Continue”.

10 HB_GAT-SYNCMANAGER--EN_35 www.gantner.com
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v Additional software installation

| Itis recommended to install the following software. Please select the items you want to
install and press 'Continue’. If you press 'Continue’ without selecting any additional
software, the current installation will continue normally,
The software already marked is mandatory and cannot be deselected.

Product Name Description

B Microsoft® MET 10.0 Window... Microsoft® NET 10.0 Windows Desktop Runtime is required to run Windows Desktop appl...
B Microsoft® MET 10.0 Window... Microsoft® ASP.NET Core 10.0 Runtime (v10.0.1) - Windows Hosting Bundle is required to...

» Click on “Next”.

8 GAT SyncManager Setup

End-User License Agreement

Please read the following license agreement carefully

Dear Customer, |

Congratulations on the purchase of a software product from Gantner
Electronic GmbH. In order to ensure that our software works to your
satisfaction, reliably and without faults, we recommend that you read
carefully the installation and operation instructions in the corresponding
user manual and that you use the software for the purpose intended,
i.e. in accordance with the conditions set out in the user manual. If you
do not have the user manual, you can order this any time from Gantner

L P .

()1 accept the terms in the License Agreement

Print Back MNext Cancel

Figure 2.2 - GAT SyncManager installation - step 2

Continue > Cancel

» Read the license agreement information and select the "l accept the terms in the license agreement" option to

accept the licensing terms. Click on "Next".

Tl GAT SyncManager Setup

Choose Setup Type
Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete
All program features will be installed. Requires the most disk space.

Back Next Cancel

Figure 2.3 - GAT SyncManager installation - step 3

www.gantner.com

HB_GAT-SYNCMANAGER--EN_35

11



Gantner

GAT SyncManager
Installation

» Select the type of installation (standard = "Typical"):
- Typical: Installs GAT SyncManager and the most common application features. This is the default option
for most users.
- Custom: Allows you to select the installation location and the individual components of GAT SyncManager
to install. The following window appears when this type of installation is chosen.

"M GAT SyncManager Setup — X

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

GAT Termsync
GAT TermSyncViewer
GAT TermSyncActivator
GAT OnlineSync

GAT OnlineSyncConfig This feature requires 132MB on
GAT TimeSync your hard drive.

GAT TimeSyncConfig

Installs the GAT TermSync Server

Location: C:\Program Files (x86)\GAT\GAT SyncManager, Browse...

Reset Disk Usage Back Cancel

Figure 2.4 - GAT SyncManager installation - custom setup

» Select the components you want to install.
o A white symbol in front of a component indicates that it is selected for installation.

» To change the installation status of a component, click on the icon in front of the component and
select the desired action.

| Z8 GAT SyncManager Setup — X 1

Custom Setup
Select the way you want features to be installed.

Click the iconz in the tree below to change the way features will be installed.

GAT TermSync Installs the GAT TermSync Server
= Will beinstalled on local hard drive

=38 Entire feature will be installed on local hard drive
{=) Feature will be installed when required on your

¥ Entire feature will be unavailable

Reset Disk Usage Back Cancel

Figure 2.5 — GAT SyncManager installation — step 4

» Now select the directory where you want to install GAT SyncManager. If you do not want to use
the default directory, click on "Browse" to select a different directory.

» Click on "Next" after configuring the custom setup settings.

- Complete: This installation type installs all components of GAT SyncManager and requires the most disk space.

12 HB_GAT-SYNCMANAGER--EN_35 www.gantner.com
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After selecting the type of installation, the following window opens.
Tl GAT SyncManager Setup - X

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

Figure 2.6 - GAT SyncManager installation - step 4

» Click on "Install" and confirm the following authorization request with "OK ".
o The installation process begins. A green bar indicates the progress of the installation.
» After installation is complete, click on "Finish" to exit the installation wizard.

o GAT SyncManager is now installed. A new program group (Gantner Electronic GmbH -> GAT
SyncManager) is automatically generated where you find the link to start GAT SyncManager.

2.3.1 Windows user rights

When installing GAT SyncManager certain settings for the standard Windows user "Network Service" will be saved
in predefined locations. If you later want to run one or several services of GAT SyncManager with another user, you
must move the following folders before the services are started with the new user the first time.

For Microsoft® Windows Vista and later versions:

- GAT TermSync:
from: c:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\GAT\GAT SyncManager\TermSync
t0: c:\Users\<UserName>\AppData\Roaming\GAT\GAT SyncManager\TermSync

- GAT TimeSync:
from: c:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\GAT\GAT SyncManager\TimeSync
to: c:\Users\<UserName>\AppData\Roaming\GAT\GAT SyncManager\TimeSync

- GAT OnlineSync:
from: C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\GAT\GAT SyncManager\OnlineSync
t0: C:\Users\<UserName>\AppData\Roaming\GAT\GAT SyncManager\OnlineSync

NOTE!

- Always the entire content of the folder must be moved. If new folders must be created for this, these folders must
have the corresponding rights for the desired user.

- Forthe files, which are used by GAT SyncManager, read and write permission must be set for the user which runs
the GAT SyncManager service.

www.gantner.com HB_GAT-SYNCMANAGER--EN_35 13
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After installation, GAT SyncManager is still in demo mode. Not all functions are available in this mode. Enabling the
complete functionality is done via licensing and activation, where licensing and activation is only necessary for the
GAT TermSync application.

The software must be licensed within 14 days after installation, otherwise the software cannot be used anymore.
Software licensing is completed via a basic license that can be purchased from your reseller.

After licensing the software, you can use it for a further 14 days before you must activate the software. For activation,
please contact your sales partner who will send you an activation code. This activation code is linked, via a hardware
ID, to the computer where the software is installed. The hardware ID enables the unique identification of the computer.

NOTE Regarding the Hardware 1D

- The hardware ID does not include any information or configuration settings from your computer.

- For GAT SyncManager v3.0.0, the method for calculating the hardware ID has been changed. For more
information on updating GAT SyncManager to the new calculation method, see “2.4.1 Upgrading the hardware ID
calculation”.

To license GAT SyncManager, start the GAT TermSync Activator. To do this, select "Programs -> Gantner Electronic
GmbH -> GAT SyncManager -> GAT TermSync Activator" in the Windows start menu. This will open the following
window.

(@ GAT SyncManager - o
File Info

Licence Manager Configuration

12

& 0 terminals are configured. Max allowed: 1

Licence found

Figure 2.7 - GAT SyncManager Activator

NOTE! If you see the following message here, the GAT TermSync service has not started.

© |

In this case, first start the "GAT TermSync" service in the Windows service manager.
If the GAT TermSync service is running, an overview of the installed licenses is displayed. To add a new license or

to display the license details, select "License Manager" in the icon bar of the window. This will open the license
manager as shown in Figure 2.8.

HB_GAT-SYNCMANAGER--EN_35 www.gantner.com
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&9 GAT License Manager x

() W g

Overview | License details Add license

License overview

License Code: _—
Hardware ID: ————
Activation Code:

Your demo license will expire in 13 days 14

Figure 2.8 - GAT SyncManager Activator - License overview

In the start window of the license manager, the base license, the hardware ID of your computer as well as the
activation code is shown. Furthermore, the time remaining until licensing or activation of your software is required is
displayed. In Figure 2.8, a license code has been entered but the software has not been activated yet. When you click
on "License details", the licenses already acquired are displayed.

&9 GAT License Manager x

D £v2 =

Overview | License details | Add license

License details

The following list contains all the functions available on your current software license.
Also displayed are functions available on an upgraded license. Move the mouse cursor
over the license code for detailed information.

Functionality Valid until License Code

Bassizen: e
Erweiterungslizenz = =

SAP Dateiformat

RONA Dateiformat

Figure 2.9 - GAT SyncManager Activator - License details

For each function that can be licensed, the corresponding license code will be shown. “Functionality” in this context
represents a collection of functions that can be licensed via a single license code. Moving the mouse over the license
code displays these simple functions (e.g., number of terminals), which can be activated with the license.

In order to add a license, click on the "Add License" button. The following window is displayed.

www.gantner.com HB_GAT-SYNCMANAGER--EN_35 15
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£9 GAT License Manager

B W t]

Overview License details | Add license

Add license

Please choose how you want to add new license codes

Insert the license codes you want to add here

T:) Add licenses

«;/ Import Licenses

Back

Figure 2.10 - GAT SyncManager Activator - Add license

To add a license, select “Add Licenses” and enter the license code directly into the input field. Alternatively, you can
import the license file, which you received from your reseller, via the "Import Licenses" button. After entering the
license code, click on "Next" to save it. In order to activate a license, click on "Activation".

&9 GAT License Manager

& 5% 7 ")

Overview License details Add license | Activation

Product activation

Please choose your preferred activation method

(O 1 already have my activation code and I would like to enter it

Abort Next

Figure 2.11 - GAT SyncManager Activator - License activation

Currently, activations can only be accomplished by telephone. To activate the software, follow the instructions in the
wizard. To receive an activation code, send your base license and the hardware ID (the first two text fields in the
"License Overview" window — see Figure 2.8) to your GANTNER sales partner. After receiving the activation code,
enter it into the third input field with the designation "Activation Code" and press "Next". If the code was entered
correctly, GAT SyncManager will be activated.

NOTE! If GAT SyncManager is not activated, the software can no longer be used after 14 days.
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2.4.1 Upgrading the hardware ID calculation

As of GAT SyncManager version 3.0.0, the method for calculating the hardware ID has been changed to ensure
that the software remains activated after, e.g., hardware is exchanged in a computer running an activated version of
GAT SyncManager. From v3.0.0, the hardware ID is calculated using hardware-independent parameters. For
compatibility reasons, the previous and the new calculation methods are both supported and updating to the latest
GAT SyncManager software is possible without a new registration.

For new installations, the new hardware ID calculation method is used by default. If you want to upgrade existing
GAT SyncManager installations to the new hardware ID calculation method, a “Delete old activations” button (see
Figure 2.12) is available in the "License overview" window that deletes the old hardware ID activations. Only after
the old activations have been deleted can the new hardware ID be activated.

NOTE!

- If you have already activated a new hardware ID, this activation cannot be deleted. Only old activation keys can
be deleted.

- If you have an old activation key, it cannot be reactivated. Only the new activation key with the new hardware 1D
calculation will be accepted.

- After the old activation key has been deleted, a 14-day trial period will automatically start.

To delete the old activations, click on the “Delete old activations” button as shown in Figure 2.12.

&d X

Overview  License details Add license

License overview Gantner

License Code: 031! TR
Hardware ID: I B
Activaton Code: EE=s=ssssssso=

Delete old activations
Your license is unlimited valid

Figure 2.12 — “Delete old activations” button

The following notification is displayed when the deletion process has been successfully completed.
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&

Overview | License details Add license Activation

License ~~ ~masas. B

Delete old activations X
o Deleting old activations successful
License Code:
Hardware ID:
Activation Code
Delete old activations
You have to activate your product within the next 14 days 14

Figure 2.13 — Deletion of old activations successful
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3 CONFIGURATION

The configurations of the GAT SyncManager applications are displayed and can be changed in the respective
graphical user interface of each application. These user interfaces can be opened via the GAT TermSyncViewer,
which is the user interface of the GAT TermSync application.

Start GAT SyncManager via the entry of the same name in the Windows Start menu. The configurations can then be
opened via the corresponding options in the "Server" menu of GAT TermSyncViewer.

& GAT SyncManager - o x
File m Viewer Help
2 o ® & # BHERE B
i Pause Download Upload
GAT TermSync
i@ Stop

S€ (4 Send test email notification

| &% TermSync Server options... - Mai 2018 16:34:06

| g TimeSync Server Options... Licence activated

&9 OnlineSync Server options...

@ Terminal definitions...
Te. he context me refresh)

.

Figure 3.1 — “Server” menu of the GAT TermSync Viewer

The user interfaces of the individual components are identified by the name of the software in the top-right corner of
the interface window (as shown in the picture above).

NOTE! There is also the possibility to start the configurations directly from the Windows® start menu:
- "Programs" -> "Gantner Electronic GmbH" -> "GAT SyncManager"

- "Programs" -> "Gantner Electronic GmbH" -> "GAT OnlineSyncConfig"

- "Programs" -> "Gantner Electronic GmbH" -> "GAT TimeSyncConfig"

NOTE! For Windows Server 2008, GAT SyncManager must be run with administrator rights.

The operation of the GAT SyncManager application is described in chapter "4. OPERATION".
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3.1 Configuration of the GAT TermSync service

Open the GAT TermSyncViewer by double clicking on the GAT TermSync icon in the Windows® notification area.

@ GAT SyncManager

File m Viewer

&g Pause

i@ Stop

S€ (4 Send test email notification

% TermSync Server options... P

L; &9 TimeSync Server Options...

&% OnlineSync Server options...

@ Terminal definitions...
e,

v

T

With the "TermSync Server options..." menu item in the "Server" menu, the following window opens:

[ Editing config file: TermSync Server Configuration -

rg-l Editing config file: TermSync Server Configuration

Categories General Options options
[©) TermSync Server Configuration Keep logs (days) 10
Add terminal name O
Functionality Options 60
® Output options
SAP options
RONA options
[©) Communication Options
Communication Options for OnlineSync Server
@ Error notification options
Notification email account

Ok Cancel

Figure 3.2 - General settings of the GAT TermSync server

On the left side the different categories of the configuration are selectable. The options of the selected categories are
then displayed on the right side. The following configuration settings can be made here:

General options

- Keep logs (days): This setting defines the number of days the old log file is kept before the software deletes it in
order to avoid storage problems.

- Add terminal name: This setting defines if a column with the terminal name is added to the bookings of the terminal.
This enables bookings to be written from multiple terminals into the same file and to analyze these correctly with
the terminal name.

- Keep backups (days): This setting defines the number of days the backup files are kept before being deleted.
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Functionality options

Surveillance mode: If this setting is activated, the server only uploads the configuration to the terminals and checks
the availability of the terminals. The bookings will only be read when the user explicitly requests this.

Output options

Encoding format: This setting defines which encoding format will be used for the output of the downloaded
bookings. The standard value is “UTF8”.

Note: If SAP is used, GAT SyncManager will always use the ANSI codepage for all the SAP files independent of
the encoding format setting.

File format: Here the file format for writing the bookings into a file is determined. Besides the Gantner standard
format, it is also possible to define special formats for exchanging data with software solutions, e.g., SAP or RONA.
These special formats require an additional license. For the formats SAP and RONA there are further settings.

Create empty files: If this setting is marked and the booking directory is empty (old booking files have been moved
or deleted from the booking directory), GAT TermSync will always generate a new empty booking file even if no
new bookings are available. If this setting is deactivated, no empty booking file will be saved. Only if bookings are
available will a new booking file be made.

SAP options

Attention: Do not use the file name "Perso1.upd" and "conf11.upl" in the terminal definition.

Display seconds in bookings: If this option is marked, seconds will be inserted into the date information of the
bookings. Deactivation of this option can improve the compatibility to SAP.

Convert card number: When this option is active the data carrier numbers are converted between the GAT and
SAP formats. The conversion is defined in the "Mapping File".

Card no. mapping file: If the conversion of the data carrier numbers between GAT and SAP is activated, the name
and location of the file, which contains the conversion information, must be entered here. Use the button "...", in
order to select the file. The file must be coded with UTF-8 format. For a description of the format, see "5.4 Formatting
of the text files".

Delete persons before update: If this option is active, all personal data in the terminals are deleted before an
update is uploaded.

Display language: At terminals with a display the display texts of this language will be used.

Group mapping file: If the GAT terminals shall be mapped to SAP groups, the file, which contains the mapping
information, must be selected here. Use the button "..." in order to select the file. The file must be coded with UTF-
8 format. For a description of the format, see "5.4 Formatting of the text files".

Booking code mapping file: If the GAT booking codes shall be mapped to SAP booking codes, the file, which
contains the mapping information, must be selected here. Use the button "..." in order to select the file. The file must
be coded with UTF-8 format. For a description of the format, see "5.4 Formatting of the text files".

Reason code mapping file: If the GAT reason codes shall be mapped to SAP reason codes, the file, which contains
the mapping information, must be selected here. Use the button "..." in order to select the file. The file must be coded
with UTF-8 format. For a description of the format, see "5.4 Formatting of the text files".

RONA options

- Pen number: Enter the "pen number", which shall be added to an output file in the RONA format.
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Communication options

- Service slot port: This setting defines the TCP/IP port number used by the software to enable a client connection,
e.g., the connection of the control software for the service. The standard Service Slot Port is 8212 (see “3.6 Port
list”).

- Configuration port: This setting defines the TCP/IP port number used by GAT TermSync to enable a configuration
connection (GAT ConfigManager). The standard Configuration Port is 8213 (see “3.6 Port list”).

- Communication options for OnlineSync Server

- OnlineSync server location: Enter the computer, on which the GAT OnlineSync server is running. You can enter
either the IP number or the computer name of the PC.

- OnlineSync service slot port: This setting defines the TCP/IP port number for a connection to the OnlineSync
Service. The standard OnlineSync Service Slot Port is 8228 (see “3.6 Port list”).

Error notification options

- Show error if FTP is busy: If an FTP server is busy, GAT TermSync usually displays an error message. If you
want to suppress these error messages, mark this option.

First notif. error count: Number of communication errors that must occur until the first error notification is sent.
Value 0 deactivates the notification.

Second notif. error count: Number of communication errors that must occur until the second error natification is
sent. Value 0 deactivates the notification. This notification is only sent when the first one is active too. The value for
the second error notification must be greater that the first.

Notification receivers: List of recipient’s email addresses (separated by semicolon) that the error notifications will
be sent to. An empty list deactivates the notifications.

Enable SSL/TLS: This option is used to activate encrypted communication with the email server using SSL/TLS.
The certificates must be configured accordingly.

Notification email account:

- Email server: Address of the email server to be used to send the error notifications.
- Email from address: Address to be used as sender of error notification.

- Email account: Username or email account to be used to log onto the email server.

- Email account password: Password for the username or email account.
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3.2 Configuration of GAT TermSyncViewer

@ GAT SyncManager

File Server Help
e P% B Viewer Options...
wi ul ]
}

N
Pause Std i3 Viewerlog

With the menu item "Viewer Options..." in the "Viewer" menu, the general settings of the GAT TermSyncViewer are
to be found. The following window opens.

o

[ Editing config file: TermSync Viewer Configuration -

m Editing config file: TermSync Viewer Configuration

tegories General Options options

@ TermSync Viewer Configuration 10
: General Options Log viewer c:\windows \notepad. exe
Communication Options Program language EN
Info showing time 1000
Ok Cancel

Figure 3.3 - General options of GAT TermSyncViewer

On the left side, the different categories of the configuration are selectable. The options of the selected categories are
then displayed on the right side. The following configuration settings are available:

General options
- Status refresh: Number of seconds for the automatic status update of the terminal list.

- Log viewer: This setting determines which text editor is used to display the service bookings. In order to use the
standard text editor of Windows® enter "c:\windows\notepad.exe".

- Program language: The language of the GAT TermSyncViewer software can be entered here (EN = English, DE
= German). In order to make a language change active you, GAT TermSync must be restarted.

- Info showing time: This setting defines how many milliseconds the information is displayed in the notification area.

Communication options
- Service location: This setting defines the name of the server on which the GAT TermSync service is running.

- Service slot port: This setting defines the TCP/IP port number of the server that is used to create a service
connection with GAT TermSync. The standard Service Slot Port is 8212 (see “3.6 Port list”).

- Service configuration port: This setting defines the TCP/IP port number used by GAT TermSyncViewer to configure
the GAT TermSync service. The standard Service Configuration Port is 8213 (see “3.6 Port list”).
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3.3 Terminal definitions with GAT TermSync

@ GAT SyncManager

File m Viewer Help

| &5 Pause

i@ Stop
S€ (4 Send test email notification
& TermSync Server options... §. Mai 2018 10:!

& TimeSync Server Options...

. ¥
3

& OnlineSync Server options...

Terminal definiti

he context mel

In order to change the settings of a terminal with which the GAT TermSync service communicates or add new
terminals or to delete terminals, select “Terminal definitions...” in the menu “Server” of GAT TermSyncViewer. The
window "Terminal definitions" is displayed.

@ Terminal definitions - ox
| | = 1 | b
@ b B By U- @ D: kst 5 /
Add Add Copy  Delete Scan network
Terminal definitions OFFLINE MODE
@@ Ground Floor Entrance properties:
Entr.
‘W Entrance GAT p.time ST x80 (... nraKe
Config file
@@ 1st Floor Upload file
B smooevoizass GAT p.time STx90 (... || Bookings file [
Action interval 5
m 2nd Floor - T
Terminal address 0
a2 TIME6802F1405024  GAT p.tme STx80 (... | Ip address
2 GAT ST X70 GAT eco.time ST x7... || Port number | 825
Terminal response timeout 0
Connection test interval 0
Server response timeout 0
Compress data O

Messages file

FTP Port number 21
FTP User name

FTP Password

OK Cancel

Figure 3.4 - Terminal definitions

All terminals managed by the GAT TermSync service are listed on the left. The terminals can be organized into groups.

The settings of the terminal highlighted in the list are displayed on the right side and can be configured here (see
"3.3.4. Definition of terminal settings").
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3.3.1 Adding, copying, deleting, and organizing terminals

Gantner

When a terminal in the terminal list on the left side of the window is clicked with the right mouse button, a menu opens

in which the following settings can be defined.

@ Terminal definitions

Add

Terminal definitions OFFLINE MODE

@@ Ground Floor

W Envance GAT p.time ST x80 (...

@@ 1st Floor

D ST350EVO123456

@ 2nd Floor

D TIME6802F 1405024

D GAT ST x70

B Add
@ Copy
& Delete

%z Expand all
=| Collapseall

Figure 3.5 - Context menu for terminal list

- Add: Adding a new terminal to the list. After selecting "Add", a window opens where you must select the terminal

type to add.

@ Select terminal type

Select the type of the new terminak:

G7 TimeAndAttendance {Online)
GAT Access (Onling)

GAT eco. time 5T x70 {Online)
GAT Info (Onling)

GAT p.time 5T %80 (FTF)

GAT p.time ST %80 (GSM)

GAT p.time 5T %80 (Online)

GAT p.time ST %90 (FTP)

GAT p.time 5T x50 (GSM)

GAT p.time 5T %90 (Online)

GAT Postbox LanStation (Online)
GAT Return (Onling)

GAT Vendo (Inteligent)

GAT Vendo (Transparent)

QK

Cancel

Figure 3.6- Adding a terminal

After selection and confirmation with "OK" the terminal is added to the list, and you can enter the terminal settings

(see section "3.3.4. Definition of terminal settings").

Note: You can also add terminals, which are on the network and active, via network scan (see section 3.3.2. Network

search").

- Copy: Adds a new terminal to the list, using the same settings for the new terminal as the selected terminal. These

settings can be changed.
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- Delete: Deletes the terminal from the list. This terminal will no longer be synchronized.
- Move up: Moves the selected terminal one position up the list.

- Move down: Moves the selected terminal one position down the list.

- Expand all: The complete terminal list with all groups and divisions is shown.

- Collapse all: The terminal list is minimized so that only the first level is displayed.

3.3.2 Network search

With the icon "Scan network" the application "GAT Device Finder" is started. With this application it is possible to
search on the connected network for active terminals and to add found terminals to the terminal list of GAT TermSync
via a mouse click.

After the GAT Device Finder is opened, the window is empty. Press the button "Scan" to start the network scan. The
network scan can take some time, depending on the network. After the scan is complete, all found terminals are
displayed in the list.

@ Device Finder X

Scan existing devices

- Use the 'Scan’ button to search for devices connected to the network.

- Set the "Type' of each device that should be used (yellow field).

- Select all devices that should be used (use Ctrl and Shift keys to select multiple devices).
- Press 'OK' to import the selected devices to the device definition page.

MAC address DHCP IP address NetBios name Serial number | Device type
» 1 00:12:08:C0:86:7D @ 192.168.1.239 | NET-C_WAA_unten == = M7000 =
00:12:08:C0:DC:AF | 192,168.21.160 | HotlineSchiK =
00:12:08:C0:B1:6A l:] 192.168.21.235 | Haus_IT_DC7200 = —
00:12:08:C0:DC:AS [:] 192,168.21.161 | HausITSchluesse —
00:12:08:C0:45:44 [:] 192.168.21.234 | Haus_Haupteing == = PLUS
00:12:08:C0:4A:9E 192.168.1.122 | DC7x_0000000008 E
00:12:08:C0:45:5D @ 192.168.1.67 DC7x_Alex_T2 == B
00:12:08:C0:45:35 192.168.1.102 | DC7x_Alex_T1 == — PLUS
00:12:08:C0:4A:A2 @ 192.168.1.192 | DC7x_Alex_T3 — PLUS
00:1f:e5:00:a5:85 192.168.1.127 | G7_08000023 = = access -
Found devices Scan Cancel

Figure 3.7 - Network search with Device Finder

Here several information like MAC and IP address, if DHCP is used, the NetBIOS name of the terminal, and the serial
number and device types are displayed for every terminal in the list.

For every terminal that shall be added to GAT TermSync select the exact device type in the last column. After that
mark those terminals, which shall be added to GAT TermSync, by clicking on the corresponding row in the list. In

order to select several terminals, keep the SHIFT or CTRL key pressed while clicking.

NOTE! In most cases, the FTP option (offline) should be used to connect the terminals.
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@ Device Finder x

Z} Scan existing devices
- Use the 'Scan'’ button to search for devices connected to the network.

- Set the "Type' of each device that should be used (yellow field).
- Select all devices that should be used (use Ctrl and Shift keys to select multiple devices).
- Press 'OK' to import the selected devices to the device definition page.

MAC address [oHCP | 1P address | NetBios name Serial number | Device type Type
00:12:08:C0:86: 7D |192.168.1.239  |NET-C_WAA unten | = z
00:12:08:C0:DC:AF ‘ [ 192.168.21.160 HotlineSchiK _—________

00:12:08:C0:B1:6A [] |192.168.21.235 |Haus_IT_DC7200 —
00:12:08:C0DC:A9 | |192.168.21.161 | HausITSchluesse ==
00:12:08:C0:45:44 | [0 |192.168.21.234 |Haus_Haupteing e | PLUS
00:12:08:C0:4A:9E ‘ |192.168.1.122 | DC7x_0000000008 ‘

00:12:08:C0:45:5D ‘ 192.168.1.67 DC7x_Alex_T2 3
00:12:08:C0:45:35 ‘ [192.168.1.102 | DC7x_Alex_T1 |
[ 00:12:08:C0:4A:A2 ‘ 192,168.1.192 iDC7x__A|ex_T3 |
00: 1f:e5:00:25:85 ‘ 192.168.1.127 G7_08000023 p = ‘ access v
Found devices on oKk o

Figure 3.8 - Setting the device types

By clicking on "OK", the devices are added to the terminal list.

3.3.3 Edit groups

The terminals in the terminal list can be combined into groups for a better overview. In order to edit groups, click on
the uppermost entry or a group in the list with the right mouse button and it opens the following context menu.

Terminal definitions OFFLINE MODE

i L) Ground Floor

g Entrance @ Add \
@@ 1st Floor 8 Copy
E ST390Ev0123456 | @4 Delete
@ 2nd Floor i
G TIMES802F 1405024 | @ Move down
E GAT ST x70 & Add
[&] Expandall
(=] Collapseall

Figure 3.9 - Context menu for terminal groups

- Add: Adds a new group to the terminal list.

Copy: Copies the selected group and creates a new group with the copied information.

- Delete: Deletes the selected group. Warning: Every terminal in this group will be deleted.
- Move up: Moves the selected group one position up the list.

- Move down: Moves the selected group one position down the list.

Add: Adds a new terminal to the list.

- Expand all: The complete terminal list with all groups and divisions is shown.

Collapse all: The terminal list is minimized so that only the first level is displayed.
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3.3.4 Definition of terminal settings
Depending on the type of terminal, different settings can be configured:

G7 Time & Attendance (Online or FTP):

@ Terminal definitions - m} x
& @ B G B | »
Add Add Copy  Delete Move down | Scan netwerk
Terminal definitions
@@ Headquarters TimeAndAtt properties:
TimeAndAtt
[ | TimeAndAtt  G7TimeAnd...
Config file C:\Users\wegr\Desktop'\share\Personal. cfg
D RoomSign G7  G7 TimeAnd... Upload file C:\Userswegr\Desktop\share \Personal. upl
Bookings file C:\WUsers\wegr\Downloads\BuchungenP.bok
Fingerprint reader Mot used
Fingerprint file
Action interval 5
Terminal address 123
1P address 192.168.1.15
Port number 8226
Terminal response timeout o
Server response timeout [}
Compress data O

Messages file

FTP Port number 21
FTP User name

FTP Password

OK Cancel

Figure 3.10 - Terminal settings for a GT7 terminal with G7 Time & Attendance App

- Name: A name for the terminal can be entered here. The characters : and ; must not be included in the name.
- Config file: Enter the path and name of the configuration file for the terminal here.

- Upload file: Enter the path and name of the file that will be uploaded to the terminal when the Q icon is clicked
here. The upload file can be used to create persons or the personnel data, balances, etc., in the device (see
chapter "5.4.1. Upload file in GAT TermSync" for information on the format of the file).

ATTENTION: When using the SAP interface, the upload file for each device must have a unique file name.

- Bookings file: Path and name of the file to which the terminal bookings are saved during readouts (via the D
icon). Different terminals can also write to the same bookings file. To do this, enter the same file name and path
for each of these terminals.

ATTENTION: If different paths are used for the terminals, the booking files for each path must have different
names!

- Fingerprint reader: Only for "online" devices. Select here whether and how the terminal's fingerprint reader
should be used.

- Not used: Fingerprints are not used.

- Verify from card: Fingerprints are used in addition to identification (e.g., using a data carrier). The user’s
fingerprints are stored on their respective data carriers.

- Verify from database: Fingerprints are used in addition to identification (e.g., using a data carrier). The user's
fingerprints are stored in a database that is accessible via the network.

- ldentify: The fingerprints are used to identify the user.
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- Fingerprint file: Only for "online" device. Define here the file path and file name where the fingerprint data that
was recorded ("enrolled") on the terminal is stored.
Note: Older versions of the Time & Attendance App do not support this function.

- Action interval: Define here the time interval in minutes after which the GAT TermSync service will attempt to
read bookings from the terminal or upload a new file to the terminal. Also note the time for uploading or
downloading from or to the terminal, e.g., set action interval = 1 minute + time for upload = 3 minutes equals a
total time of 4 minutes for the upload.

- Terminal address: Only for "online" devices. Network address of the terminal in the network. This value must
match the value in the GT7 terminal configuration. When configuring via the web interface, this value can be found
in the menu "App configuration" -> "General" under the setting "Terminal 1d".

- IP address: The IP address that the terminal is using in the TCP/IP network.

- Port number: The port number via which the terminal is accessible.

- Terminal response timeout: Only for "online" devices. The maximum time in seconds that the terminal has to
respond to a request. If "0" is entered, the default value of the terminal is used.

- Server response timeout: Only for "online" devices. The maximum time in seconds that GAT OnlineSync Server
has to respond to a request. If "0" is entered, the default value of the server is used.

- Compress data: Only for "online" devices. When this option is enabled, the sent data is compressed. This
reduces the transfer time; however, extra time is needed to unpack the data at the terminal.

- Messages file: Only for "online" devices. The path and name of the file that contains the texts for the terminal
display. For the formatting of the message file, see "5.4.4 Message file in GAT TermSync".

- FTP Port number, Username, Password: Only for “online” devices. FTP port (standard = 21) and FTP
username and password for an FTP connection (if desired).

- Username and Password: Only for “FTP” devices. Username and password for the FTP connection to the
terminal. The default username is “Service”, and the default password is “GAT".

- Access Booking file: Only for “FTP” devices. GAT SyncManager makes booking data available in this folder,
which GAT ACE periodically transfers at 1-minute intervals. The bookings file must have the designation
"accessbookings.exp". By accepting these bookings, changes to the authorizations on ID cards and battery
warnings can be tracked in GAT ACE and Matrix.

Note: Older versions of the Time & Attendance App do not support this function.
Note: Only one GAT ACE can be used to read all booking data.

- CardNET file: GAT ACE provides the authorization data for CardNET in this folder and transfers the data to the
time and attendance terminals. For GAT ACE 3000, the CardNET data file must have the name "cardnet.dat".
GAT ACE 7000 can manage different locations and only transfers loading information to GAT SyncManager for
the location where all CardNET data from the same location is contained.

Note: Older versions of the Time & Attendance App do not support this function.
NOTE! When setting up the systems, ensure that GAT ACE and GAT SyncManager both have read and write

permission for the selected folder. Note that read/write permission must also be permitted for the user under which
the two programs are running, e.g., network service!
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30

GAT p.time ST xxx (Online, FTP, GSM):

@ Terminal definitions -

™ | B B & >

Add Add Copy Delete Scan network

@@ Ground Floor

[ ST390EVO 123456
D Entrance GAT p.time ST x80 (... = °©
Configuration file C:\temp\ftp\Personal.cfg
®@ 1st Floor Upload file C:\temp\ftp\Personal.upl
GAT p.time ST %90 (... Bookings file C:\temp\ftp\Personal_Buchungen.bok
Fingerprint file
@ 2nd Floor
Action interval 5
(1] TIMEGB0ZF1405024  GAT p.tme STx80 (... || IPAddress 192.168.1.115
D GAT ST x70 GAT eco.time ST x7... Port number 8021
User name Personal
Password = = |¥EEEes

Access Bookings file| C:\Program Files (x86)\GAT\GAT SyncManager\Dat\Accessbookings.exp
Cardnet file C:\Program Files (x86)\GAT\GAT SyncManager \Dat\cardnet.dat

Figure 3.11 - Terminal settings for GAT p.time ST xxx terminals

- Name: Any name can be entered here for each terminal here. The characters : and ; must not be included in the name.

- Configuration file: Enter the path and name of the terminal configuration file here.

- Upload file: Enter the path and name of the file that will be uploaded to the terminal when the Q icon is clicked
here. The upload file is used to generate personnel data, balances, etc., in a device (see chapter "5.4.1. Upload file
in GAT TermSync" for information on the format of the file).

ATTENTION: When using the SAP interface, the upload file for each device must have a unique file name.

- Bookings file: Path and name of the file to which the terminal bookings are saved during readouts (via the D;
icon). Different terminals can also write to the same bookings file. To do this, enter the same file name and path
for each of these terminals.

ATTENTION: If different paths are used for the terminals, the booking files for each path must have different
names!

- Fingerprint reader: Only for "x90" and "online" devices. Select here whether and how the terminal's fingerprint
reader should be used.

- Not used: Fingerprints are not used.

- Verify from card: Fingerprints are used in addition to identification (e.g., using a data carrier). The user’s
fingerprints are stored on their respective data carriers.

- Verify from database:  Fingerprints are used in addition to identification (e.g., using a data carrier). The user's
fingerprints are stored in a database that is accessible via the network.

- ldentify: The fingerprints are used to identify the user.

- Fingerprint file: Only for "x90" devices. Define here the file path and file name where the fingerprint data that was
recorded ("enrolled") on the terminal is stored.

- Action interval: Define here the time interval in minutes after which the GAT TermSync service will attempt to read
bookings from the terminal or upload a new file to the terminal. Also note the time for uploading or downloading
from or to the terminal, e.g., set action interval = 1 minute + time for upload = 3 minutes equals a total time of 4
minutes for the upload.

- Terminal address: Only for "online" devices. Network address of the terminal in the network.
- IP Address: The IP address that the terminal is using in the TCP/IP network.
- Port number: The port number via which the terminal is accessible.

- Terminal response timeout: Only for "online" devices. The maximum time in seconds that the terminal has to
respond to a request. If "0" is entered, the default value of the terminal is used.
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- Connection test interval: Only for "online" devices. The interval time in seconds after which the connection to the
terminal is tested to ensure the connection is maintained.

- Server response timeout: Only for "online" devices. The maximum time in seconds that GAT OnlineSync Server
has to respond to a request. If "0" is entered, the default value of the server is used.

- Compress data: Only for "online" devices. When this option is enabled, the sent data is compressed. This
reduces the transfer time; however, extra time is needed to unpack the data at the terminal.

- Messages file: Only for "online" devices. The path and name of the file that contains the texts for the terminal
display. For the formatting of the message file, see "5.4.4 Message file in GAT TermSync".

- FTP Port number, Username, Password: Only for “online” devices. FTP port (standard = 21) and FTP
username and password for an FTP connection (if desired).

- Username and Password: Username and password for FTP connection to the terminal. The default username is
"Service”, and the default password is "GAT".

- Access Booking file: GAT SyncManager makes booking data available in this folder, which GAT ACE periodically
transfers at 1-minute intervals. The bookings file must have the designation "accessbookings.exp". By accepting
these bookings, changes to the authorizations on ID cards and battery warnings can be tracked in GAT ACE and
Matrix.

Note: Only one GAT ACE can be used to read all booking data.

- CardNET file: GAT ACE provides the authorization data for CardNET in this folder and transfers the data to the
time and attendance terminals. For GAT ACE 3000, the CardNET data file must have the name "cardnet.dat". GAT
ACE 7000 can manage different locations and only transfers loading information to GAT SyncManager for the
location where all CardNET data from the same location is contained.

- Auto close: Only for "GSM" devices. Time in minutes after which the connection is interrupted after inactivity.
- Phone number: Only for "GSM" devices. Telephone number of the modem on the Internet.
- Modem port number: Only for "GSM" devices. Port number of the GSM modem on the PC.

NOTE! When setting up the systems, ensure that GAT ACE and GAT SyncManager both have read and write
permission for the selected folder. Note that read/write permission must also be permitted for the user under which
the two programs are running, e.g., network service!
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GAT eco.time ST x70:

@ Terminal definitions = B

. 0 i [ r :
. b7e]
051 G B & @& pe
Add Add  Copy Delete Moveup Scan network
erminal definitions OFFLINE MOI
@@ Ground Floor
‘D Entrance GAT p.time STX80 (... || ame CATSTiXID
Upload file C:\Program Files (x86)\GAT\GAT SyncManager\Dat\down. dat
@]@ 1st Floor Bookings file C:\Program Files (x86)\GAT\GAT SyncManager \Dat\buchungen, txt
D ST390EVO 123456 GAT p.time ST x90 (... Verify from card
f@ iy Fingerprint file C:\Program Files (x86)\GAT\GAT SyncManager\Dat\finger. txt
joor
Action interval 5
e TIME6802F1405024  GAT p.tme STXB0 (.|| Terminal address 0
L] GATSTx70 GAT eco.time STx7... |
Port number 8226
Terminal response timeout 0
Connection test interval 0
Server response timeout 0
Compress data O

Messages file

Figure 3.12 - Terminal settings for GAT eco.time ST x70 terminals

Name: A unique name for the terminal. It can be selected freely. This name serves as identification within the
database and should only be changed if no bookings for the terminal are present in the database. The characters :
and ; must not be included in the name.

Upload file: Path and name of the text file to generate persons (for file structure information see chapter "5.4.1.
Upload file in GAT TermSync"). This file is sent to the terminal during the upload.
ATTENTION: When using the SAP interface, the upload file for each device must have a unique file name.

Bookings file: Path and name of the file in which the terminal bookings are saved during readouts (with the u icon).
Several terminals can also write to the same booking file. Enter the same file name and path for each of these
terminals.

Fingerprint reader: Indicates whether a fingerprint reader is connected at the terminal and shall be used.

- Not used: Identification with fingerprint is not used. If the fingerprint identification is included in a
person's personnel data, this will be ignored with the setting "Not used".

- Verify from card: A user first identifies with their personal data carrier. After that, a verification with
their fingerprint must be made. The fingerprint data is stored on the data carrier.

- Verify from database: A user first identifies with their personal data carrier. After that, a verification with
their fingerprint must be made. The fingerprint data is stored in a database.

- Identify: A user identifies with their fingerprint. No data carrier is required. Furthermore, it

is also possible to identify first with a data carrier and then to verify with fingerprint
(same functionality as with "Verify from ...").

Fingerprint file: Define here the file path and file name where the fingerprint data that was recorded ("enrolled") on
the terminal is stored.

Action interval: Define here the time interval in minutes after which the GAT TermSync service will attempt to read
bookings from the terminal or upload a new file to the terminal. Also note the time for uploading or downloading
from or to the terminal, e.g., set action interval = 1 minute + time for upload = 3 minutes equals a total time of 4
minutes for the upload.

Terminal address: The address of the terminal (0 to 255).
IP Address: The IP address that the terminal is using in the TCP/IP network.

Port number: Port number for communication with the terminal (default = 8226, see chapter “3.6 Port list”).

HB_GAT-SYNCMANAGER--EN_35 www.gantner.com



Gantner

Configuration

- Terminal response timeout: A timeout for the response from a terminal can be entered here. This timeout relates
to actions that are carried out directly at the terminal and not for the uploading or downloading of persons / bookings
/ fingerprints using GAT TermSync. To use the terminal's default value, set this value to 0.

- Connection test interval: Here, the interval that is used by GAT OnlineSync to test the connection to the terminal
can be entered. If "0" is entered here, the connection is tested every 30 seconds.

- Server response timeout: Time in seconds the terminal has to respond to a request before a timeout is triggered.
To use the terminal's default value, set this value to 0.

- Compress data: When this option is enabled, large data packages are compressed for data transfer. This option
improves the performance with larger data volumes.

- Messages file: File with the texts to be displayed on the terminal. The file must be a text file. For the formatting of
the message file, see "5.4.4 Message file in GAT TermSync".
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GAT Access and GAT Info:

@ Terminal definitions -

™ G BEG @ P
Add Add Copy Delete Moveup Scan network

| definitions OFFLINE MODE

@@ Ground Floor

- Name GAT ST x70
g evenee GAT p.time ST x80 (...
Upload file C:\Program Files (x86)\GAT\GAT SyncManager\Dat\down.dat
@ m 1st Floor Bookings file C:\Program Files (x86)\GAT\GAT SyncManager\Dat\buchungen. txt
B smsoevorzsass GAT p.time ST x90 (... Verify from card
@ nd Fingerprint file C:\Program Files (x86)\GAT\GAT SyncManager\Dat\finger. txt
joor
Action interval 5
a TIMEGB02F1405024  GATp.tme STX80(...|| Terminal address 0
L] GATSTX70 GAT eco.time STx7... |k
Port number 8226
Terminal response timeout 0
Connection test interval 0
Server response timeout 0
Compress data O

Messages file

Figure 3.13 - Terminal settings for GAT Access and GAT Info Terminals

Name: A unique name for the terminal that can be freely assigned. This name is used to identify data within the
database and should only be changed if there are no bookings for the terminal in the database. The characters :
and ; must not be included in the name.

Upload file: Path and name of the text file to generate persons (for file structure information see chapter "5.4.1.
Upload file in GAT TermSync"). This file is sent to the terminal during the upload.

ATTENTION: When using the SAP interface, the upload file for each device must have a unique file name

Bookings file: Path and name of the file to which the terminal bookings are saved during readouts (via the D;
icon). Different terminals can also write to the same bookings file. To do this, enter the same file name and path for
each of these terminals.

Use fingerprints: Specifies whether a fingerprint reader is connected to the terminal and should be used.

Fingerprint file: Define here the file path and file name where the fingerprint data that was recorded ("enrolled") on
the terminal is stored.

Action interval: Define here the time interval in minutes after which the GAT TermSync service will attempt to read
bookings from the terminal or upload a new file to the terminal. Also note the time for uploading or downloading
from or to the terminal, e.g., set action interval = 1 minute + time for upload = 3 minutes equals a total time of 4
minutes for the upload.

Terminal address: The address of the terminal (0 to 255).

IP Address: The IP address that the terminal is using in the TCP/IP network.

Port number: Port number for communication with the terminal (default = 8226, see chapter “3.6 Port list”).

Terminal response timeout: A timeout for the response from a terminal can be entered here. This timeout relates
to actions that are carried out directly at the terminal and not for the uploading or downloading of persons / bookings
/ fingerprints using GAT TermSync. To use the terminal's default value, set this value to 0.

Server response timeout: Time in seconds the terminal has to respond to a request before a timeout is triggered.
To use the terminal's default value, set this value to 0.

Messages file: File with the texts to be displayed on the terminal. The file must be a text file. For the formatting of
the message file, see "5.4.4 Message file in GAT TermSync".
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3.4 Configuration of GAT OnlineSync

Open the GAT TermSyncViewer by double clicking on the GAT TermSync icon in the Windows® notification area.

& GAT SyncManager

File m Viewer Help

]

@ Stop
¢ Send test email notification

| &% TermSync Server options... Mai 201

9 g TimeSync Server Options...

%% OnlineSync Server options...

& Terminal definitions...
€.,

v

T he cont

To open the user interface of GAT OnlineSync, select the menu item "OnlineSync Server options..." from the "Server"
menu.

@ GAT SyncManager - o x

File Extras Help

r’v-:i l&% ';'5} Elj J".LJ’ r;EiI

Stop service Service Options | Configuration | Show Journal

GAT OnlineSync

Service Status

I Running since Montag, 14. Dezember 2020 18:14:46
& ChY  (ocaL SErRvER)

Terminals status

Service will be stopped after service configuration changes.

Figure 3.14 — User interface of GAT OnlineSync

For configuration, it must be distinguished between the GAT OnlineSync service and the GAT OnlineSync user
interface.
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3.4.1 Configuration of the GAT OnlineSync service

In GAT OnlineSync, select the menu item "OnlineSync Server options ..." from the "Extras" menu.

@ GAT SyncManager

File Help

i@ Stop service

OnlineSync Server options ...

¢ Configuration

5€ [ show Journal

or click on the "Service Options" icon.
I
&

Service Options

The following window opens.

[® Editing config file: OnlineSync Server Configuration

rg.l Editing config file: OnlineSync Server Configuration

Ok

English -
Languages:
Categories General Options options
@ OnlineSync Server Configuration
: General Options Restore terminals O
Communication Options
Database Options

Figure 3.15 - Configuration settings for the GAT OnlineSync service

Gantner

On the left side, the different configuration categories can be selected. The options of the selected categories are

then displayed on the right side. The following configuration options are available here:

General options

- Keep logs (days): Defines how many days the log files shall be stored before they are deleted.

- Restore terminals: If this option is enabled, the terminals will automatically be restored (loaded and displayed),

when the GAT OnlineSync service is started.
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Communication options

- Primary service slot port: The port for communication with GAT OnlineSync. Standard fort his port is 8228 (see
“3.6 Port list”).

- Configuration port: The port which is used for remote access to the GAT OnlineSync configuration from another
computer. The standard for this port is 8229 (see “3.6 Port list”). This port must also be set for the user interface of
GAT OnlineSync (see "3.4.2. Configuration of the GAT OnlineSync user interface").

- Secondary service slot port: The port for communication with GAT OnlineSync. Use this port if a second client
shall be used for communication with GAT OnlineSync. The standard for this port is 8230 (see “3.6 Port list”).

Database options

- System: The database system used to save the online data (e.g., SQLite). "MSSQL" means using an SQL Server,
while "SQLite" does not require an SQL Server; a database file can be used (see the "File path" setting below).

From version 3.5 onwards GAT Sync Manager supports SQL Server, and it is recommended to use an SQL Server
if possible (select "MSSQL").

NOTE: When using an SQL Server, a database for GAT Sync Manager must be created manually. This can be
done, for example, using SQL Server Management Studio. Creating an empty database is sufficient; the tables
themselves will then be created automatically by GAT Sync Manager.

File path: The path to the data base file (is automatically generated if required). This setting is only relevant for the
"SQLite" selection. It is irrelevant for "MSSQL".

- Server location: Network name for IP address of the SQL Server. Relevant only when selecting "MSSQL".

- Database name: Name of the SQL data base for GAT Online Sync. Relevant only when selecting "MSSQL".

- Authentication: Mode of authentication at the SQL Server. Relevant only when selecting "MSSQL".

- Username: The user name for login at the SQL Server. Relevant only when selecting "MSSQL".

- Password: pass word for the selected user for login at the SQL Server. Relevant only when selecting "MSSQL".

- Connect timeout: Max. Time to establish a connection to the SQL Server. Relevant only when selecting "MSSQL".

- Backup directory: Path to the backup directory. In this directory the backup files of the online communication will
be saved.

- Keep backups (days): Indicates how many days the backup files of the online communication shall be stored.
- Keep journal (days): Number of days to store a journal entry before it is deleted.

- Conversion table file: Path and file name of the text file that contains the conversion information for the bookings
and reasons.

- Price list file: Path and file name of the file that contains the pricing information of all the terminals.

- Attendance validation file: Path and name of the file that contains the assignments of the attendance statuses for
the booking codes of persons. To use the file, the authorization to read the file must be available. The file can be
used to implement a check of the attendance status of persons across several terminals. The formatting and function
are explained in "5.4.7 Attendance validation in GAT OnlineSync (Attendance validation file)". If the field is empty,
the attendance status is not evaluated.

3} All database settings fields are always displayed. Depending on the system selected ("MSSQL" or "SQLite"),
J_ only certain settings are necessary. See the information in the settings description above.
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3.4.2 Configuration of the GAT OnlineSync user interface

In GAT OnlineSync, select the menu item "Configuration” from the "Extras" menu.

@ GAT SyncManager

File m Help

i@ Stop service

5
Configuration
@ OnlineSync Server options ...

¥ Configuration

Se £ ShowJournal

Mai 2018 09

or click on the "Configuration” icon.

)

Configuration

The following window opens.

Editing config file: OnlineSyncConfig Configuration - O Xx

Editing config file: OnlineSyncConfig Configuration

Categories Communication Options options
©] OnlineSyncConfig Configuration 8229
: Communication Options Service location
Service Port 8230

Ok Cancel

Figure 3.16 - Configuration settings of the GAT OnlineSync user interface

OnlineSyncConfig configuration

- Configuration port: The port used by GAT OnlineSync to communicate with the GAT OnlineSync service. The
standard port for this is port 8229. This port must also be set for the GAT OnlineSync service (see section "3.4.1.
Configuration of the GAT OnlineSync service").

- Service location: IP address of the computer on which the GAT OnlineSync service is running.

- Service port: The port used for communication with the GAT OnlineSync service (standard = 8230).
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3.5 Configuration of the GAT TimeSync service

Open the GAT TermSyncViewer with a double click on the GAT TermSync icon in the Windows® notification area.

& GAT SyncManager

File Viewer Help

| -
)
I g

bl

i Pause

im Stop

Se (& Send test email notification
¢ &8 TermSync Server options... Mai 201
(‘1 £y TimeSync Server Options...

&8 OnlineSync Server options...

& Terminal definitions...
T he coni

v

With the menu item "TimeSync Server options..." in the menu "Server" the user interface of GAT TimeSync opens.

@ GAT SyncManager -8 x
File Help
2 Sic
@ O B @ (P
Save changes Cancel & Exit Stop service | Test connection

GAT TimeSync

Service status

P Running since Freitag, 4. Mai 2018 08:59:11
(5 (LOCAL SERVER)

Options 1P / Computernames list

Time Server f time. metrologie.at

Synchronize local machine O

Time Server Port Number | 1
VTime Server ansﬁer timeout [ 50
UDP Communication mode LIST

UDP Port ’ 82
Use TCP/IP protocol for list |

Signal Interval (minutes) [

Signal Type |LocaL

1 3 »

Configuration loaded

Figure 3.17 - GAT TimeSync user interface
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The general GAT TimeSync settings are located in the configuration group “Options”.

- Time Server: This setting defines from which server (Internet/Intranet) the time is taken to run the synchronization.
If this setting is empty, the local time is used, i.e., the time on the computer where the GAT TimeSync service is
running.

- Synchronize local machine: If this option is marked, the time of the PC, where the GAT TimeSync is running, will
also be synchronized when synchronizing with a time server.

- Time Server Port Number: This setting defines the port number used by the software to connect to the timeserver.
This field is not relevant if the timeserver is not used i.e., the "Time Server" field is empty. The default value for the
port number is “123” (see “3.6 Port list”).

- Time Server answer timeout: This setting defines the number of milliseconds to be waited until an answer is
received from the timeserver. Is not relevant if the timeserver is not used i.e., the "Time Server" field is empty. If
the field is set to "0", no timeout will be used.

- UDP Communication mode: This setting defines how the GAT TimeSync service sends the synchronization
signals:

+ BROADCAST: Signals are only sent as UDP broadcast to all PCs/devices, which can be reached within the
network.

» LIST: Signals are only sent to the defined IP addresses or devices respectively, which are marked by a hook
in the IP list to the right.

« HYBRID: Signals are sent as UDP broadcast as well as to the defined IP addresses, marked in the list to the right.

- UDP Port: This setting defines the port number, which is used for synchronization by the devices or software
applications to be synchronized. The standard value is "8216" (see “3.6 Port list”).

- Use TCPI/IP protocol for list: If this setting is enabled, TCP/IP is used to synchronize time instead of UDP when
a list of terminals is defined and the “UDP Communication mode” is set to LIST or HYBRID.

- Signal Interval: This setting defines the interval in which the synchronization signals are sent (entry in seconds).
- Signal Type: This setting specifies how the synchronization signal is sent.
* LOCAL: The signal is sent in local time, i.e., the server's time zone is used.

* UTC: The signal is sent in UTC time, i.e., the time zone of the server is ignored, and a neutral time is used.

@ In order to save changes to the configuration press the button "Save & Exit" in the symbol bar below the
save®Ext menu. The changes are saved, and the graphical user interface of GAT TimeSync is closed. The "GAT
TimeSync" service continues to run as background process.

@ In order to close the user interface without saving the changes press the button "Cancel & Exit".
Cancel & Exit
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3.6 Port list

Gantner

GAT SyncManager uses different ports for the TCP/IP communication between the different applications or services
respectively. The ports are entered in the configuration of the applications in different locations. The following table
provides an overview of all used ports.

Software/Application | Port | Option Description

G7 Connect 80 HTTP connection TCP connection to G7 Connect

Web Interface HTTP inbound web interface e.g., for configuration

Relaxx WS inbound communication with Relaxx software (if used)

Cloud Services WS outbound communication with cloud service from software
partners (if used, deactivated by default)

G7 Connect 443 | Encrypted HTTPS TCP connection to G7 Connect

Web Interface connection HTTPS inbound web interface e.g., for configuration

Relaxx WSS inbound communication with Relaxx software (if used)

Cloud Services WSS outbound communication with cloud services from
software partners (if used, deactivated by default)

NTP Server 123 | Time server Time server for time synchronization of the devices

Microsoft SQL Server 1433 | Database system Standard TCP port (1433) and UDP port (1434) for the

1434 | "MSSQL" communication with a Microsoft SQL database server.

G6 Adapter 8000 | TCP connection For communication with the host software if the G6 adapter is
enabled (disabled by default)

GAT TermSync 8212 | ServiceSlot Listening Port | Communication with the GAT TermSync service

GAT TermSync 8213 | Service Configuration Port | XML configuration interface for presenting the configuration
settings and to edit them remotely

GAT TermSyncViewer | 8214 | ServiceSlot Connection of GAT TermSyncViewer with the ServiceSlot of the
GAT TermSync service (not used with program versions >=
2.0.0)

GAT UDP Broadcast 8216 | UDP Port UDP broadcast port for the terminals and software. Required by
GAT Device Finder to locate devices in the network

GAT TimeSync 8217 XML configuration interface for presenting the configuration
settings and to edit them remotely

NTG Online 8226 | NTG Online Port Port for online mode in Gantner terminals (Get Person Info
online)

GAT OnlineSync 8228 | Primary ServiceSlot Port Primary port for communication with the GAT OnlineSync
service

GAT OnlineSync 8229 | Configuration Port XML configuration interface for presenting the configuration
settings and to edit them remotely

GAT OnlineSync 8230 | Secondary ServiceSlot Primary port for communication with the GAT OnlineSync

Port service

GT7 Terminal with 20 FTP interface The FTP interface can be used on the GT7 with the NTG online

G7 Time & Attendance protocol or the REST interface in combination to realize online

App 21 operation with extended checks

Table 3.1 - List of the used ports in GAT SyncManager

www.gantner.com
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4 OPERATION

The applications and services of GAT SyncManager can be operated and controlled via their graphical user interfaces.
These user interfaces can be opened via the GAT TermSync Viewers. The current application is shown at the top
right corner of GAT SyncManager.

& GAT SyncManager -

File  Server Viewer Help

det de
Wil Wil
Pause Stop

Figure 4.1 - Display of the current active application of the GAT SyncManager

NOTE! The different GAT SyncManager applications can also be opened directly from the Windows® start menu:
- "Programs" -> "Gantner Electronic GmbH" -> "GAT SyncManager"

- "Programs" -> "Gantner Electronic GmbH" -> "GAT OnlineSyncConfig"

- "Programs" -> "Gantner Electronic GmbH" -> "GAT TimeSyncConfig"

In order to start GAT TermSyncViewer, the GAT TermSync service bust be started first. In the Windows® start menu,
select "Programs" -> "Gantner Electronic GmbH" and then "GAT SyncManager". After that, the program icon of GAT
TermSync is shown in the notification area of Windows®. Double-click on this icon to start the GAT TermSyncViewer.

The basic functions of the GAT TermSync service can be directly controlled from the notification area of Windows ®
by clicking the “(i¥ software icon with the right mouse button. This displays the GAT TermSync software's function
menu (see “4.1 Function menu”).

The software icon can appear differently depending on the service status. The following icons are possible:

L

"’Iv@- Connection with the GAT TermSync service is being established.
-;;"!3_ Connection with the GAT TermSync service could not be established.
’w:PE GAT TermSync service is running.

o (‘-‘1
“M GAT TermSync service is paused.

o (‘-‘1
“[B GAT TermSync service is not running.
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4.1 Function menu

The function menu is displayed by clicking the right mouse button on the software icon. The functions active in the
function menu are also dependent on the program status. If a function in the current program status is not possible or
sensible, it will be deactivated. The function menu looks like this.

& Show application

54 Pause
i@ Stop
@ Exit

Figure 4.2 - GAT TermSync context menu

Function description:

{ 3\ Show application  This item starts the GAT TermSync Viewer program interface. All other settings
\E_frr can be defined there.
Note: In Windows Server 2008 GAT TermSync Viewer must be started with
administrator rights.
Note: The viewer can also be started directly by double clicking on the program

icon.
S ,'f‘} Start This item starts the GAT TermSync service when it is stopped, otherwise the
Wl item is deactivated.
S .3 Pause This item pauses the GAT TermSync service when it is running, otherwise the
il item is deactivated.
S ,'ﬁ:‘_l Resume This item resumes the GAT TermSync service when it is paused, otherwise the
(N item is deactivated.
S .3 Stop This item stops the GAT TermSync service when it is running or paused,

otherwise the item is deactivated.

| - Exit This item ends the GAT TermSyncViewer software. The service will remain in
' the current status.
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4.2 User interface of GAT TermSyncViewer

The GAT TermSyncViewer user interface is started with the menu item “Show application” in the context menu. The
program window looks as follows:

@ GAT SyncManager -0 X
File Server Viewer Help

) ek | | 2

W i o B¢ = W B B> B B B © ’

Pause Stop

GAT TermSync Viewer

Service status

.~  Running since Montag, 14. Mai 2018 10:38:04
“—7 (@ (LOCAL SERVER)

Terminals status (Press F5 or use the context menu to refresh)

Running

Figure 4.3 - GAT TermSyncViewer main window

The service status is shown at the top in the field "Service status". Additional information can be displayed with the
menu item "Info" in the "Help" menu (e.g., exact software version and also the version of the service in case the
service is running).

Furthermore, it is indicated in the "Service status" field whether the software is licensed and activated. In the shown
example a license is loaded but the software is not yet activated.

The GAT TermSyncViewer attempts to establish a connection to the service during start-up. By default, with the last
used service/server. There is no connection to the service in the example shown.
4.2.1 Establishing or changing the server connection

To establish a connection or change the connection to a different server, select the “Connect to server...” option in
the “File” menu.

@ GAT SyncManager

m Server Viewer
#& Connect to server... Py
wl

@ Exit Stop
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The following window is displayed.

@ GAT TermSync server location x

~ Please, enter the location of the server.
2~
YN

A
OCAL SERVER

Ok Cancel

Figure 4.4 - Input server

Enter the server’s name on which service is running here. If the service is running on the same PC on which the GAT
TermSyncViewer was started, enter “(LOCAL SERVER)” here. If this value is changed and the connection can be
established, this value will be saved as the default. The program interface displays all connected terminals and their
status after successful connection.

@ GAT SyncManager - O X
File Server Viewer Help
) 2 ok . ] 1 ] B ] ]
Wl R Wl | (B M B B8 oY BF > 1 & B W =
Pause Stop

GAT TermSync Viewer

Service status

Running since Montag, 14. Mai 2018 10:38:04

-
ile ﬁ (LOCAL SERVER)

Terminals status (Press F5 or use the context menu to refresh)
\J
= 1 Ground Floor
Q Personnel Entrance ST390 STARTED

g Main Entrance 5T380 STARTED

Q Storage 1 ST280 STARTED
u Storage 2 57280 STOPPED

Di Production Main 5T280 PAUSED

Ui Production Main 2 57280 PAUSED

Running

Figure 4.5 - GAT TermSyncViewer main window with terminals

NOTE! The following pages describe the operation of the GAT TermSync service by using the GAT TermSync
Viewer. For information about the terminal configuration and how the terminal list is edited, see section "3.1
Configuration of the GAT TermSync service".
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4.2.2 Server functions

@ GAT SyncManager
File m Viewer

i Pause

i@ Stop
¥ Send test email notification

% TermSync Server options...
TimeSync Server Options...

% OnlineSync Server options...

& Terminal definitions...

NOTE! The menu items “TimeSync Server Options...” and "OnlineSync Server options" are not available when the
corresponding services are not installed on the local computer.

k ','_'1 Start This item starts the GAT TermSync service. If the service is already running, the
™ Jé item is deactivated.

k ','_'11 Pause This item pauses the running GAT TermSync service. If the service is not
‘?_,Jii running, the item is deactivated.

k ','_'1 Resume This item resumes the GAT TermSync service when it is paused.

5

k ','_'11 Stop This item stops the running GAT TermSync service. If the service is not running,
_,_]! the item is deactivated.

" Send test email This item commands the server to send a test email with the configuration
;_'_@1 notification options used for error notification. With that item the configuration options can
' be tested to see if they are correct.

; I'_'_I: TermSync Server This item displays the service's configuration options and allows these to be
L= options ... changed (see "3.1 Configuration of the GAT TermSync service").

: Iﬂ: TimeSync Server This item is available when the GAT TimeSync service is installed in the same

M = Options ... computer as the GAT TermSyncViewer software. The item enables the settings
for the GAT TimeSync service to be directly set or change (see "3.5
Configuration of the GAT TimeSync service").

= OnlineSync Server This item is available when the GAT OnlineSync service is installed in the same
L = options ... computer as the GAT TermSyncViewer software. The item enables the settings
for the GAT OnlineSync service to be directly set or change (see "3.4
Configuration of GAT OnlineSync").

| Terminal This item displays the terminal definitions and allows these to be changed.
definitions ...
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4.2.3 Run terminal status and functions

Terminal status

The terminal list is sent by the service and shows which terminals are synchronized by the service and what their
status is. The following statuses are possible.

E Unknown status or warning. The terminal cannot be reached.
Q‘ Terminal synchronization is running.
Di Terminal synchronization is paused.

G Terminal synchronization is stopped.

The same icons are also displayed for groups. Attention here should be paid if the f)ﬂ icon is displayed, as it shows
that at least one terminal in this group has an unknown status.

Terminal functions

The icons below the menu bar can be used to run functions for terminals selected in the list. The same items (icons)
are also shown in a context menu when you click on a terminal in the list with the right mouse button. The following
items are possible.

D This item starts the terminal synchronization when it is stopped, otherwise the item is deactivated.
This item pauses the terminal synchronization when it is running, otherwise the item is deactivated.
This item resumes the terminal synchronization when it is paused, otherwise the item is deactivated.

This item stops the terminal synchronization when it is running or paused, otherwise the item is
deactivated.

This item forces the readout of the bookings from the terminal even when the next target date defined
by the action interval has not been reached.

This item forces the uploading of new terminal data to the terminal even when the next target date
defined by the action interval has not been reached.

NOTE! If the terminal is offline or no connection is possible, the changed or new terminal data are
sent to the server, but they cannot yet be sent to the terminal. The changes remain marked by color
in GAT TermSync Viewer until the upload was successful.

DO 8D

The same type of icons can also be selected for an entire group of terminals. Choosing an item will apply it to all the
terminals within a group.
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4.2.4 Options and protocol

The program options can be set in the “Viewer’ menu (see chapter "3 CONFIGURATION") and the GAT

TermSyncViewer protocol file can be displayed.

& GAT SyncManager

File Server
e I B Viewer Options... :
i y Wl =) Vi : '_‘];q
Diisa Stc |i  Viewer log

il

j Viewer options

Viewer log

—

[T
| 1e

established.

www.gantner.com

Gantner

Program settings. See chapter "3 CONFIGURATION".

This item loads the current GAT TermSync service protocol file and displays it

in the pre-configured text editor. All service results are logged.
This function is only active when the connection to the service can be

HB_GAT-SYNCMANAGER--EN_35
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4.3 GAT TimeSync user interface

GAT TimeSync can be opened by selecting the "TimeSync Server Options" menu item in the "Server" menu of the
GAT TermSyncViewer.

& GAT SyncManager

File Viewer Help

{ g | we
= ]
] Pause
im Stop
Se « Send test email notification
| & TermSync Server options... Mai 201
(‘1 ﬁ TimeSync Server Options...

&8 OnlineSync Server options...

& Terminal definitions...
T he coni

v

The user interface of GAT TimeSync is displayed.

@ GAT SyncManager - O X
File Help
o 23
@ O ® @ @
Save changes Cancel & Exit Stop service | Test connection

GAT TimeSync

Service status

o Running since Freitag, 4. Mai 2018 08:59:11
(S (LOCAL SERVER)

Options ~IP / Computernames [ist

Time Server f ime. metrologie.at

Synchronize local machine ||

Time Server Port Number ‘ 1
Time Server answer timeout . 50
UDP Communication mode LIST

UDP Port ' 82
Use TCP/IP protocol for list [:]

Signal Interval (minutes) [

Signal Type | LocaL

' .@Add égg

Configuration loaded

Figure 4.6 - GAT TimeSync user interface
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4.3.1

4.3.2

GAT TimeSync is divided into three areas:

- In the area "Service status" the current state of the GAT TimeSync service is shown. The service can only be
configured if it is running. If the service is stopped, it can be started with the button "Start service" in the symbol bar
below the menu.

- In the area "Options" the configuration options of GAT TimeSync are listed. For information about the configuration
see section "3.5 Configuration of the GAT TimeSync service".

- In the area "IP / Computernames list", you can select the devices for which the time shall be synchronized (see
section "4.3.2. IP / computer names list").

Further information about GAT TimeSync can be accessed via "About" in the "Help" menu (e.g., exact software
version of GAT TimeSync Config).

Starting / stopping the GAT TimeSync service

With the buttons "Start service" and "Stop service" in the symbol bar below the menu you can start and stop the
service. If the service is stopped, no time synchronization will be performed.

NOTE! The GAT TimeSync service can also be started and stopped in the service manager of Windows®.

IP / computer names list

In the field "IP / Computer names list", the IP addresses or computer names, which shall be synchronized in the UDP
modes "LIST" and "HYBRID", can be defined. This is necessary if the devices or software applications, which shall
be synchronized, are behind a router. Routers usually do not forward UDP broadcast signals.

In order to add a device to the list, select "Add". The following window is displayed.

@ Add IP / Name

g Enter an IP Address or a Computername.
Remeber that an IP Address is a set of 4 or 6 number groups

= separated by a dot having each group a value from 0 to 255. A
computername can only contain A-Z, a-z, 0-9 and - characters.

IP [ Name:

Cancel

Figure 4.7 - Add device for synchronization

Here you can enter either the IP address of the device/computer (e.g., "192.168.0.1") or the network name of the
device or computer respectively (no spaces and special characters are allowed here). After confirmation with "OK"
the device or computer is added to the IP list.

In order to delete a device from the IP list mark the device and click the button "Remove".

NOTE! With the UDP communication modes "LIST" or "HYBRID" the synchronization is only done with those devices
that are marked with a hook in the IP list.
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4.3.3 Testing the connection
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With the button "Test connection" you can test the connection to the devices or computers in a network. After pressing
this button, the following window appears.

a
X

@ Test connection 8

Test connection
- Select the devices to synchronize. If no device is selected, all devices will be synchronized.

- Select "Test mode' to synchronize the selected devices permanently.
- Click 'Synchronize now' to start the synchronization.
INFO: The Found" info will be set after an UDP scan. Only devices in network segments where UDP is routed will be found.

IP address NetBios name MAC address Serial number Time Found
f 192.168.1.150 Not found

Finished testing connections against 1 devices. [] Test mode Synchronize now Search terminals Close

Figure 4.8 - Test connection

The network is searched automatically, and all found devices are listed with their IP and MAC addresses, network
names, serial numbers, and current device times. With "Search terminals" the network search can be started anew
at any time.

NOTE! Only the devices, which can be reached by an UDP scan over the network, are found and shown in blue (info
"Discovered" in the column "Found"). If the UDP protocol is not forwarded or is blocked in the network, the devices
on the blocked sections of the network cannot be found.

In order to synchronize devices, mark the devices in the first column and press the button "Synchronize now". If no
device is marked, all devices in the list get synchronized. When synchronizing a device, the time of the device will be
set to the current time of GAT TimeSync (depending on the configuration this will be either the local PC time or the
time of a selected time server).

If the field "Test mode" is set and you press "Synchronize now", the synchronization is done repeatedly until the field
"Test mode" is deactivated. This can be useful, for example to check the setting of the time on a terminal that is

located far away.

With "Close" the synchronization window will be closed.
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4.4 GAT OnlineSync user interface

GAT OnlineSync can be opened with the menu "Server" of the GAT TermSyncViewer.

& GAT SyncManager

File Viewer Help

| &3 Pause

i@ Stop

S€ 4 Send test email notification

&¥ TermSync Server options... Mai 201

{

(‘“ &# TimeSync Server Options...

‘ %5 OnlineSync Server options...

| @ Terminal definitions...
e

v

T he cont

Select the menu item "OnlineSync Server options...". The user interface of GAT OnlineSync is displayed.

@ GAT SyncManager -0 x

File Extras Help

% 7 2 . o
wm q?;e iv} D U,]’ L
Stop service Service Options | Configuration | Show Journal

GAT OnlineSync

Service Status

f Running since Montag, 14. Mai 2018 14:23:47
‘-'L:; (LOCAL SERVER)

Terminals status

|
L] '“ 5 Ground Floor

B Personnel Entrance ST390 STARTED

g Main Entrance S5T380 STARTED

B Storage 1 ST280 STARTED
G Storage 2 5T280 STOPPED

GI Production Main S5T280 PAUSED

gi Production Main 2 5T280 PAUSED
™

Ready

Figure 4.9 - GAT OnlineSync user interface

The GAT OnlineSync user interface is divided into two areas:

- In the "Service status" area, the current state of the GAT OnlineSync service is shown. The service can be started
and stopped via the "Start service" and "Stop service" buttons in the symbol bar below the menu.
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- In the "Terminal status" area, all online terminals (GAT eco.time ST270 or GAT eco.time ST570) are listed and the
indication whether the terminal is operating or stopped (deactivated) is also displayed. Only the terminals selected
and configured with GAT TimeSync are shown (see “3.3.1 Adding, copying, deleting, and organizing terminals").

NOTE! If GAT OnlineSync is started, all online terminals displayed the last time GAT OnlineSync was closed, will be
displayed. If online terminals have been deleted in GAT TermSync since GAT OnlineSync was closed the last time,
it can take some time until the terminal list is correctly updated, i.e., the deleted terminals are also deleted in the list.

Journal

All events that occur at an online terminal are recorded and can be shown in the journal. Click onto the icon "Journal"
and the following window is opened.

Journal L
Terminal | (] ¥ [] clear at download
Date 01.01.2011 10:28:28 v |- 09.05.2011 10:38:28 v Download journal

11.02.2011 09:21:27; Testterminal2;Booking request; Cardio: 1048289047;Processing ...;

11.02,2011 09:21:27; Testterminal2; Save booking;CardMo: 1048289047 ;Failed because person could not be found on this terminal;
11.02.2011 09:21:27; Testterminal2;Booking request;Cardho: 1048289047;Failed because booking could not be saved;

11.02.2011 09:21:30; Testterminal2;Booking request;Cardho: 1128817967;Processing ...;

11.02.2011 09:21:30; Testterminal2; Save booking;CardNo: 1128817967;Succeeded;

11.02.2011 09:21:30; Testterminal2;Booking request; Cardho: 1128817967;Succeeded;

17.02.2011 10:14:17;roko2704;Booking request;CardNo: 1;Processing ...;

17.02.2011 10:14:18;roko2704;Save booking; Cardho: 1;Succeeded;

17.02.2011 10:14:18;roko2704;Booking request;CardNo: 1;5ucceeded;|

Close

Figure 4.10 - Journal
In order to load the events recorded at the online terminals and to display them in the journal window, press the button
"Download journal". GAT OnlineSync will load all events from GAT TermSync and show them in the list.

If the field "Clear at download" is marked, the events will be deleted from the database after they have been loaded
into the journal.

In the fields "Terminal" and "Date" the information displayed in the journal can be filtered and if so, only the events of
the terminal that was selected in the "Terminal" field and only the events that occurred during the selected time interval
in the "Date" fields will be shown.

In order to back up the journal entries or for processing them in another software, you can save the listed journal
entries to a file with the button “Save to file”.
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5.2

GAT SyncManager is based on a data interface that allows the software to complete different functions, e.g., read
and provide the terminal bookings and to upload the newest terminal data.

If GAT SyncManager wants to access a file that is currently locked by another application or by another process, GAT
SyncManager will continuously try to access the file at regular intervals. Therefore, when editing a file (e.g., entering
new personnel data into an upload file), it should only be opened for as long as required and immediately closed
afterwards. The files should not be opened permanently by another application.

Bookings

During the first readout of the bookings from the terminal, the destination file is created and if bookings were available,
they are read and saved to the destination file. If no bookings are available, the destination file is created but empty.
By default, no column with the terminal names of the bookings is added according to the configurations data (General
Options -> Add Terminal name). When this configuration option is activated, a new data column that contains the
terminal name is added to the terminal bookings in the first position. This enables bookings from several terminals to
be saved in the same booking file and to be correctly evaluated.

With every new readout, GAT SyncManager checks whether the destination file still exists and if so, all new bookings
are buffered until the client software reads the bookings in the destination file and deletes it. Only then are the buffered
bookings written to the destination file and the procedure begins again. When the client software reads the destination
file and finds no bookings, it must delete the destination file anyway or else no further bookings will be written.

If the destination file is not created, an error has occurred on the terminal.

A “backup file” is created with each successful readout of the bookings from a terminal. These backup files are written
in the “Backups” folder and named as follows: "yyyyMMddHHmmss TerminalName.bak" (yyyy=year, MM=month,
dd=day, HH=hour, mm=minute, ss=second of the reading).

Example: "20091231140005 ReceptionTerminal.bak" contains bookings from the Reception Terminal, which
was readout on December 31, 2009 at 14:00:05.

NOTE! If access bookings of two or more terminals are read and stored in different directories, the file names of the
different booking files must be unique!

Configuration and data

When a new terminal or configuration file is uploaded, the defined file is searched for. If it is found, it is determined
based on the last changed date if it has already been uploaded. If so, it is ignored. If not, this is copied into the sub-
directory “Upload” in the service program directory and then sent to the terminal. This makes it possible for several
terminals to use the same terminal and configuration data.
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Depending on the type, terminals can be equipped with a fingerprint reader. To download the captured ("enrolled")
fingerprint templates from such a terminal, a valid local file path must be entered in the "Fingerprint file" setting of the
terminal. Usually this setting is empty, which means that no fingerprints are downloaded. If the "Fingerprint file" setting
of a terminal is correctly set, it will be searched for new fingerprint templates (file "Fingerprints.exp") every time the
terminal is read and if they are present, they will be downloaded.

NOTE!

- Ifthe "Fingerprint file" setting is set for a terminal with no fingerprint reader, an error message will be shown every
time the bookings are read, because the file "Fingerprints.exp" cannot be found and downloaded. However, the
bookings will be downloaded but the error will always be shown.

- The fingerprints will only be downloaded, i.e., the GAT TermSync service will not upload a present
"Fingerprints.exp" file into a terminal. In order to make that happen the fingerprint data must be written into the
personnel data (see documentation of the GAT p.time ST xxx terminals).
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5.4.1

Formatting of the text files
Listed below is the required formatting of all the text files processed by GAT SyncManager.

NOTE! All text files must be UTF-8 coded.

Upload file in GAT TermSync

Configuration:
In the terminal definitions -> "Upload file" (see section "3.3.4. Definition of terminal settings").

Function:

For offline devices, the format of the upload file must comply with the described format in the document HB_GAT-
PTIMESTXXX_Konfiguration--EN_xx.doc.

For online devices, the following functions (commands) are supported:

1012: Delete all persons

1010: Load person

1020: Load card of person

1040: Load finger template of person

For GAT OnlineSync the command 1090 is additionally available. With this command, special rights can be configured
for persons.

NOTE! When using the GAT SyncManager and operating the devices in online mode, the entire personnel record
must be deleted (command 1012) and the authorized personnel data must be loaded again. This is necessary so that
the online database holds the correct personnel record.

Function "Delete all persons” - 1012:

Data Description

1012 Command: Delete all persons
Example:
1012;

Function "Load person" - 1010:

Data Description
1010 Command: Load person
Personal-ID Personal ID number for identification of the person in the terminal.

Depending on the used time & attendance software this can bet he card
number or personnel number. For using the FLEX protocol, the Personal
ID has to be the card number.

Further data of a person (e.g., fingerprints, cards etc.) will be referenced to
this Personal ID.

Length: max. 8 characters

PersonalNo Personal number

This value can be alphanumeric. Registering a person via entering the
personal number is only possible with numeric values.

Length: max. 30 characters

DisplayName Name of the person like it will be shown on the display. In the attendance
overview the display is sorted by this name.

Length: max. 255 characters
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Language Language used to display information for the persons at the terminal.
Language codes according to ISO must be used (de, en, ...). This function
is not supported yet.

FiuUse Use the fingerprint reader for verification. This option has no function for
terminals without a fingerprint reader.

0 ... Fingerprint reader not used (default)
1 ... Verify fingerprint from database

2 ... Verify fingerprint from card
AttendanceStatus Attendance status of the person

0 ... Unknown (default)

1 ... Present

2 ... Absent

3 ... Paused (only for GT7 terminals)
Balance0 Balance 0, personal text information
Length: max. 30 characters

Balance1 Balance 1, personal text information
Length: max. 30 characters

Balance2 Balance 2 personal text information
Length: max. 30 characters

Balance3 Balance 3, personal text information
Length: max. 30 characters

Balance4 Balance 4, personal text information
Length: max. 30 characters

Balance5 Balance 5, personal text information
Length: max. 30 characters

Balance6 Balance 6, personal text information
Length: max. 30 characters

Balance7 Balance 7, personal text information
Length: max. 30 characters

Balance8 Balance 8, personal text information
Length: max. 30 characters

Balance9 Balance 9, personal text information
Length: max. 30 characters

Examples:

1010;101;A101;Franz Maier;de;0;0;16:25;;;8:34;7:00;-2:12;;;9:07;10:15
1010;102;2;Markus Musermann;de;0;0;2 Tage;10:47;2:23
1010;104;F104;Claudia Muller;de;0;0;

Function "Load card of person” - 1020:

Data Description

1020 Command: Load card of person

Personal-ID Personal ID number for identification of the person in the terminal.
Length: max. 8 characters

CardNo Card number that is used from the data carrier. Depends on the card reader
settings.

CardType With this parameter it is possible to use different card coding (e.g., different
site numbers) without any problems when having the same card numbers.

Example:
1020;101;4711;01;
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Function "Load finger template of person” - 1040:

Data Description

1040 Command: Load finger template of person

Personal-ID Personal ID number for identification of the person in the terminal
Length: max. 8 characters

TemplateNo Template or finger number respectively
1-10 for verification, for identification only two fingers are possible

TemplateData Template data, e.g., as provided by the fingerprint sensor
Length: max. 1024 bytes (typical approx. 128 bytes)

Examples:
1040;101;1;0258000FC128764..... 8978;
1040;101;2;029864309924535..... 845555334;

Function "Load special rights of person” - 1090:

Data Description
1090 Command: Load special rights of persons
Personal-ID Personal ID number for identification of the person in the terminal
Length: max. 8 characters
Access Special right — depending on the terminal type
Examples:

1090;101;1;
1090;102;0;

File "Conf11.upl" for SAP Interface:
If the SAP interface is used, the SAP format of the file "Conf11.upl" is used. This is an ANSI coded text file. The
assignment between SAP and Gantner data is as follows:

Bytes Length | SAP Data Gantner Data
1-3 3 Event type Booking code (direct or via mapping file)
4-7 4 Terminal address Terminal address

8-15 8 Booking date (YYYYMMDD) Booking date

16 - 21 6 Booking time (HHMMSS) Booking time

22 -29 8 Booking date (YYYYMMDD) Booking date

30-35 6 Booking time (HHMMSS) Booking time

36 -43 8 Card number Card number (direct or via mapping file)

44 - 47 4 Booking reason Reason code (direct or via mapping file)

48 - 51 4 Reserved (spaces) -

52 - 59 8 Reserved (fix value "00000.00" -

60-72 13 Reserved (spaces) -

Example:

P15000120101018094020101018094000005009ARZT 00000.00

The spaces in this example are indicated with a (underscore). In the actual file these are "real" spaces (HEX 30).
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Configuration:

Gantner

In the terminal definitions -> "Bookings file" (see section "3.3.4. Definition of terminal settings").

Function:

The format of the upload file must comply with the described format

PTIMESTXXX_Konfiguration-DE_20.doc.

Data Fields:

Data Description

Identity Address of the terminal, which is also used in the FLEX protocol (adjustable
in Config — Application)

ID Unique D for this booking

DateTime Date and time of the booking in the format YYYY.MM.DD.HH.MM.SS
The time is always recorded and saved at the end of all inputs.

BookingType Booking type
1 ... time booking

Personalld Unique personal ID of the person, who has made the booking. This ID is
present at bookings with data carriers, fingers as well as personal number
inputs.

CardType Card type, which was used for the booking (can be empty!)

CardNo Data carrier number, which was used to generate the booking (can be
empty!). If the number is present, the CardType must be used to get a
unique number.

PersonalNo Personal number, which was used to generate the booking (can be empty!)

BookingCode Booking code of the booking. It is only unique in combination with the
ReasonCode and the Prebooking Code.

ReasonCode Absent reason or reason of the PDA booking (e.g., project start)

Fiulnfo Information about the fingerprint reader (if the terminal has one)

.. NO_VERIFICATION (no identification with fingerprint)

... HIT (fingerprint was correctly identified)

... NO_HIT (fingerprint was not identified)

... TIMEOUT (no finger identified in the given time period)

.. NO_TEMPLATE 4 (no templates for the persons available)
. COM_ERROR (communication error with fingerprint reader)

FiuMatchingScore

. very good
.. good

. acceptable
. poor

0
1
2
3
4
9..
Quality of the identification in case of a hit (Fiulnfo = 1)
0..
1.
2..
3.
4 ... very poor

Prebooking Prebooking code
Code that was defined for the prebookings with command 1200

BDEValue1 Input value in the PDA field 1
BDEValue2 Input value in the PDA field 2
BDEValue3 Input value in the PDA field 3
BDEValue4 Input value in the PDA field 4
BDEValue5 Input value in the PDA field 5
BDEValue6 Input value in the PDA field 6
BDEValue7 Input value in the PDA field 7
BDEValue8 Input value in the PDA field 8
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BDEValue9 Input value in the PDA field 9

BDEValue10 Input value in the PDA field 10
BDEValue11 Input value in the PDA field 11
BDEValue12 Input value in the PDA field 12
BDEValue13 Input value in the PDA field 13
BDEValue14 Input value in the PDA field 14
BDEValue15 Input value in the PDA field 15
BDEValue16 Input value in the PDA field 16
BDEValue17 Input value in the PDA field 17
BDEValue18 Input value in the PDA field 18
BDEValue19 Input value in the PDA field 19
BDEValue20 Input value in the PDA field 20

Examples:

255;23;2010.01.19.16.25.11;1;0;3;3199;0;255;0;0;V100;

File "Perso1.upd" for SAP Interface:

If the SAP interface is used, the SAP format of the file "Perso1.upd" is used. This is an ANSI coded text file. All
personnel data coming from the SAP R/3 time management system is written into this file. All lines have to be
separated with <CR><LF> (Carriage Return and Line Feed). Each line must be 210 bytes long (without <CR> and
<LF>). The assignment between SAP and Gantner data is as follows:

Bytes Length | SAP Data Gantner Data
1-8 8 Card number Personal ID and card number (direct or via
mapping file)

9-25 17 Date from - to -
26 - 33 8 Personal number Personal number
34 -63 30 Name of person Display name

114 - 121 8 SAP info 1 Balance 0

122 - 129 8 SAP info 2 Balance 1

130 - 137 8 SAP info 3 Balance 2

138 - 145 8 SAP info 4 Balance 3

146 - 153 8 SAP info 5 Balance 4

154 - 161 8 SAP info 6 Balance 5

162 - 169 8 SAP info 7 Balance 6

170 - 177 8 SAP info 8 Balance 7

178 - 185 8 SAP info 9 Balance 8

186 - 193 8 SAP info A Balance 9

199 - 201 3 Group number -

Example:

000050092011061320110621000000032Thomas_Mustermann

123

The spaces in this example are indicated with a (underscore). In the actual file these are "real" spaces (HEX 30).
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Configuration:

Gantner

In the terminal definitions -> "Fingerprint file" (see section "3.3.4. Definition of terminal settings").

Function:

The format of the upload file must comply with the described format

PTIMESTXXX_Konfiguration-DE_20.doc.

in the document HB_GAT-

Data Fields:
Data Description
Personalld Unique personal ID of the person whose fingerprints will be captured.
TemplateNo Template or finger number
1-10 whereas at the <dlg_FiuEnroll> only 2 or 4 fingerprints will be
captured for one person.
TemplateData Template data like they are presented by the fingerprint sensor.
Length: max. 1024 bytes (typical approx. 128 bytes)
Example:
101;1;026A007..... 4943FF;

101;2;0263008......

FFEFD2;

HB_GAT-SYNCMANAGER--EN_35

www.gantner.com



Gantner

GAT SyncManager
Data Interface

5.4.4 Message file in GAT TermSync

Configuration:
In the terminal definitions -> "Messages file" (see section "3.3.4. Definition of terminal settings").

Function:

With this file, different texts can be output at the online terminals. If this file is not used, the standard texts of each
terminal type are used.

After changing this file, the service must be restarted so that the changes can be activated.

Syntax:

The single values are each separated by a line break. Up to 6 translations can follow after the texts. Because the
attendance status and the FIU status (fingerprint) are only processed in numeric values, plain texts can be defined
for these numeric values with these 6 values.

<Type><Text>

<Type><Placeholder><Text>

[*AttendanceStatus0*]<Text>
[*AttendanceStatusl*]<Text>
[*AttendanceStatus2*]<Text>
[*AttendanceStatus3*]<Text> !
[*FiuUse0*]<Text>

[*FiuUsel*]<Text>

[*FiuUse2*]<Text>
[*AttendanceValidationError*]<Text>
[*SuccessAttendanceValidationDisabled*]<Text>

NOTE
1 Attendance Status 3 is only applicable for GT7 terminals. All other Gantner terminals do not support this status.

Parameter:

<Type>: The usage for this message text. These types are currently available:
[*Success*]: Is returned after a successful action.
[*Failure*]: Is returned after a failed action.

<Text>: Fixed text.

<Placeholder>: One of the predefined placeholders (see below).

[*AttendanceStatus0*] Texts for the attendance status no. 0 to 3. The meaning of the attendance

statuses are described in the Attendance Validation File (see "5.4.7Attendance
validation in GAT OnlineSync (Attendance validation file)").
[*FiuUse0*] Fingerprint reader usage.
[*AttendanceValidationError*]
Incorrect booking sequence, e.g., two successive coming bookings recorded.
[*SuccessAttendanceValidationDisabled*]
Used for a booking if not all devices are online. In this case, the booking is allowed
as normal, however, a warning is displayed because it cannot be guaranteed that
the sequence is correct (a booking may have already been made at an offline
device that SyncManager has not yet received).

Placeholder:
[@PersonalId@] Personal ID
[@PersonalNo@] Personal number

www.gantner.com HB_GAT-SYNCMANAGER--EN_35 63



Gantner

Data Interface

[@DisplayName@] Display name of the person

[@Language@] Language for the person

[@AttendanceStatus@] The attendance status — if not translated, 0 or 1 will be issued
[@FiuUse@] The FIU status — if not translated, 0, 1 or 2 will be output
[@Balance0@ Balance 0 of the person

[@BalancelQ@ Balance 1 of the person

[@Balance2@ Balance 2 of the person

[@Balance3@ Balance 3 of the person

[@Balance4@ Balance 4 of the person

[

[

[

[

(

]
]
]
]
]
@Balanceb@] Balance 5 of the person
]
]
]
]

@Balance6@ Balance 6 of the person

@Balance7@ Balance 7 of the person

@Balances8@ Balance 8 of the person

@Balance9@ Balance 9 of the person
[@CardNo@] The first card number of the person
@Pn Personal number
@Ps The attendance status — if not translated, 0, 1, 2 or 3* will be issued
@s Current time in the format "HH:mm"
@T Current time in the format "mmm"
(chy Line break
@s Current time in the format "HH:mm:ss"
@t Current time in the format "mm:ss"
@d Current date in the format "dd.MM jj"
@z Current time in the format "ss:mm"
Example:

*Success*]Hello [@DisplayName@] - [@AttendanceStatus@]

*Failure*]Error — [@CardNo@]

(
(
[*AttendanceStatus0*]Unknown

[*AttendanceStatusl*]Present

[*AttendanceStatus2*]Absent

[*AttendanceStatus3*]Paused !

[*FiuUseO*]Not used

[*FiuUsel*]From card

[*FiuUse2*]From database

[*AttendanceValidationError*] Incorrect booking sequence!
[*SuccessValidationErrorDisabled*] Attendance status cannot be checked!

The example generates the following output:

Successful action: Hello John Smith - Absent
Failed action: Error - 123456789

Two coming bookings without an outgoing booking: Incorrect booking sequence!

NOTE
1 Attendance Status 3 is only applicable for GT7 terminals. All other Gantner terminals do not support this status.
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5.4.5 Conversion table in GAT OnlineSync

Configuration:
In the settings of the GAT OnlineSync server: "Database Options" -> "Conversion table file" (see section "3.4.1.
Configuration of the GAT OnlineSync service").

Function:

At a booking, an online terminal normally does not return a plain text for booking code and reason. With the conversion
table the booking code and reason, which is returned by an online terminal, can be translated into plain text. The
translation can be defined for each terminal individually.

After changing this file, the service must be restarted so that the changes can be activated.

NOTE! During installation of GAT Sync Manager, a conversion file ("Basic Conversion Table.txt") will be generated.
This includes the standard conversions for Gantner devices, and the file may only be used for Gantner devices. For
other devices or applications, a new file has to be generated.

Syntax:

The single values are each separated by a line break:

Terminal=<TerminalName>
<BookingcodeTerminal>|<ReasonTerminal>=<BookingcodeOutput>|<ReasonOutput>

Terminal=<TerminalName>

Parameter:

<TerminalName>: Name of the terminal. If "All" is entered here, the entry is valid for all terminals.

<BookingcodeTerminal>: The booking code as returned from the terminal.

<ReasonTerminal>: The reason code as returned from the terminal. If this parameter is not entered,
the standard reason code is used.

<BookingcodeOutput>: The booking code as it should be returned by GAT OnlineSync.

<ReasonOutput>: The reason as it should be returned by GAT OnlineSync.

Example (Default File):
Terminal=All
751=255|
7511=111
7512=112
7513=1|3
7514=114
7515=1|5
711=254]
7111=10011
7112=10012
7113=100]3
7114=10014
7115=1001]5

NOTE! If an entry "Terminal=All" and also an entry for a certain terminal is present, the entry for the certain terminal
has higher priority as the entry for all terminals.
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Configuration:
In the settings of the GAT OnlineSync server: "Database Options" -> "Price list file" (see section "3.4.1. Configuration
of the GAT OnlineSync service").

Function:

With this file, a price list can be defined that is valid for all GAT Vending terminals. The prices can be given for all
terminals at once or for each terminal separately.

After changing this file, the service must be restarted so that the changes can be activated.

Syntax:

The single values are each separated by a line break:
Terminal=<TerminalName>
<Group>|<Selection>=<Price>

Terminal=<TerminalName>

Parameter:

<TerminalName>: Name of the terminal. If "All" is entered here, the entry is valid for all terminals.
<Group>: The price group (the free value is 255).

<Selection>: The number of the article (the free value is 65535).

<Price>: The price of the article in single units (€ 100,00 = 10000 units).

Example:
Terminal=All
0165535=100
1|0=150
111=170
210=190
25510=250

Terminal=Term?2
0165535=100
1|0=150
111=170
112=175
210=190
25510=240

NOTE! If an entry "Terminal=All" and also an entry for a certain terminal (here "Term2") is present, the entry for the
certain terminal (here "Term2") has higher priority as the entry for all terminals.

HB_GAT-SYNCMANAGER--EN_35 www.gantner.com



Gantner

Data Interface

5.4.7 Attendance validation in GAT OnlineSync (Attendance validation file)

Configuration:
In the settings of the GAT OnlineSync server: "Database Options" -> "Attendance validation file" (see section "3.4.1.
Configuration of the GAT OnlineSync service").

Function:

If several devices are used for time recording, this file enables a system-wide check and processing of the attendance
status of persons in GAT OnlineSync. A person can create a coming booking at one device and a going booking at
another device, as the person's status is known. However, if two successive present bookings or two successive
absent bookings are made, an error message is displayed on the device. This also applies to different types of
bookings (e.g., a “going” and “going with reason” booking in succession). If the status of a person is "undefined",
either a present or an absent booking can be made. In this case, the status is set to the respective status of the
booking. The status of the person can be affected via the devices or via a download from the time recording software.

Syntax:

The file contains the assignments of booking codes to the relevant attendance statuses. A reason code can also be
used. The individual assignments are each separated by a line break:
<BookingCodeTerminal>=<AttendanceStatus>
<BookingCodeTerminal>|<ReasonTerminal>=<AttendanceStatus>

Lines beginning with " * " are comments and are ignored.

If there are two definitions, e.g., 75=1 and 75=2, the first definition is used and the rest is ignored.

Parameter:
<BookingCodeTerminal>: The booking code as returned by the terminal.
<ReasonTerminal>: The reason as returned by the terminal. If this parameter is not defined, the
default reason is used.
<AttendanceStatus>: The following attendance statuses are available:
0: Undefined
1: Present
2: Away
3: Paused '
If no attendance status is defined, status 0 is used.
" Attendance Status 3 (paused) is only applicable for GT7 terminals. All other
Gantner terminals do not support this status.
Example:
* Coming:
75=1
* Going:
71=2
* Pause:
80=3
* Going with reason:
72=2
7212=2
7213=2
72110=2
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NOTE: - A file may only remain open for as long as it is needed and immediately closed afterwards. The files

must not be opened permanently by another application.

- If no file is defined, the attendance status is not checked.

- If a file is defined, the attendance status is checked and updated in the database if the time of the
change is more recent than the last change.

- The text file must be in UTF-8 format.

- The attendance status is also updated for bookings that were created while a device was offline. If a
more recent booking has already been entered for the person, no update is made.

- After changing this file, the service must be restarted so that the changes can be implemented.

- The message file is extended by the entry " [ *AttendanceValidationError+]" to indicate that a
check of an attendance status has failed.
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5.4.8 SAP card number in GAT TermSync (SAP card no. mapping)

Configuration:
In the settings of GAT TermSync servers: "Output options" -> "SAP options" -> "Card no. mapping file" (see section
"3.1 Configuration of the GAT TermSync service").

Function:
For the SAP interface, it may be required to convert card numbers because SAP only supports 8-digit card numbers.

Syntax:

The single values are each separated by a line break. If no conversion is given for a card number, the first 8 digits of
the card number are written into the SAP file.

<GATCardNo>=<SAPCardNo>

<GATCardNo>=<SAPCardNo>

Parameter:

<GATCardNo>: The card number as used by the terminal.
<SAPCardNo>: The card number as used by SAP.
Example:

1048289047=99999999
1486124182=10000001

NOTE! A file may only be opened for as long as it is needed and immediately closed afterwards. The files should
not be opened permanently by another application. If, for example, a card number for a new employee is inserted into
the SAP Card No. Mapping file, the file should be closed as fast as possible so that the new card (person) can be
inserted into GAT SyncManager. If GAT SyncManager wants to use a file that is currently open or being used by
another application or process, the file cannot be opened and GAT SyncManager will periodically attempt to open the
file.
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5.4.9 SAP groups in GAT TermSync (SAP group mapping)

70

Configuration:
In the settings of the GAT TermSync server: "Output options" -> "SAP options" -> "Group mapping file" see section
"3.1 Configuration of the GAT TermSync service").

Function:

In GAT SyncManager, personnel data is generated for each terminal separately. In SAP however, personnel data is
organized in groups with each SAP person belonging to exactly one group. With the SAP Group Mapping file, it is
possible to define which SAP group shall be loaded to a certain terminal.

Syntax:

The single values are each separated by a line break. If several SAP groups are assigned to one terminal, these
groups are separate by a |.

<TerminalName>=<SAPGroup>|<SAPGroup>|...

<TerminalName>=<SAPGroup>|<SAPGroup>|...

Parameter:

<TerminalName>: Name of the terminal.

<SAPGroup>: The SAP group name, which shall be assigned to the terminal.
The SAP group can be up to 3 digits long and must only include numerical values.
Alphanumerical characters, which would be supported on the SAP side, are not
allowed because they cannot be handled by GAT SyncManager.

Example:

ST270 Eingang=99|10]11
ST270 Ausgang=333[111
Roko290=99

NOTE! A file must only be opened for as long as it is needed and immediately closed afterwards. The files should
not be opened permanently by another application. If for example a card number for a new group is inserted into the
SAP Group Mapping file, the file should be closed as fast as possible so that the new card (person) can be inserted
into GAT SyncManager. If GAT SyncManager wants to use a file that is currently open or being used by another
application or process, the file cannot be opened, and GAT SyncManager will periodically attempt to open the file.
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5.4.10 SAP booking codes in GAT TermSync (SAP booking code mapping)

Configuration:
In the settings of the GAT TermSync server: "Output options" -> "SAP options" -> "Booking code mapping file" (see
settings "3.1 Configuration of the GAT TermSync service").

Function:
The booking codes returned by the terminal must not correspond to the booking codes as used in SAP. With the SAP
Booking Code Mapping file, the terminal booking codes can be converted into the SAP booking codes.

Syntax:

The single values are each separated by a line break. If no conversion is given for a certain booking code, the original
booking code is used.

<GATBookingCode>=<SAPBookingCode>

<GATBookingCode>=<SAPBookingCode>

Parameter:
<GATBookingCode>: The booking code as returned by the terminal.
<SAPBookingCode>: The booking code as used in SAP.

Example:
255=P15
K=P15
G=P1l4

NOTE! A file must only be opened for as long as it is needed and immediately closed afterwards. The files should
not be opened permanently by another application. If, for example, a card number for a new booking code is inserted
into the SAP Booking Code Mapping file, the file should be closed as fast as possible so that the new card (person)
can be inserted into GAT SyncManager. If GAT SyncManager wants to use a file that is currently open or being used
by another application or process, the file cannot be opened, and GAT SyncManager will periodically attempt to open
the file.
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5.4.11 SAP reason codes in GAT TermSync (SAP reason code mapping)

Configuration:
In the settings of the GAT TermSync servers: "Output options" -> "SAP options" -> "Reason code mapping file" (see
section "3.1 Configuration of the GAT TermSync service").

Function:

The reason codes returned by the terminal may not correspond to the reason codes, like they must be used in SAP.
With the SAP Reason Code Mapping file, the reason codes of the terminals can be converted into the SAP reason
codes.

Syntax:

The single values are each separated by a line break. If no conversion is given for a certain reason code, the original
reason code is used.

<GATReason>=<SAPReason>

<GATReason>=<SAPReason>#<SAPBookingcode>

Parameter:

<GATReason>: The reason code as returned by the terminal.

<SAPReason>: The reason code as used in SAP.

<SAPBookingcode>: Optional. Is used, for example, if a reason for "coming" and "leaving" is positioned
on the same hardware key of a GAT p.time terminal. In this case the booking
code is always the same, but SAP needs different booking codes. The booking
code entered here will overwrite the SAPBookingcode (first 3 characters) in the
file "conf11.upl".
The booking code entered here has higher priority as the booking code in
"Booking Code Mapping File" (see “5.4.8 SAP card number in GAT TermSync
(SAP card no. mapping)”).

Example:

81=Doctor

82=Business Trip

101=104P10

NOTE! A file must only be opened for as long as it is needed and immediately closed afterwards. The files should
not be opened permanently by another application. If, for example, a card number for a new reason code is inserted
into the SAP Reason Code Mapping file, the file should be closed as fast as possible so that the new card (person)
can be inserted into GAT SyncManager. If GAT SyncManager wants to use a file that is currently open or being used
by another application or process, the file cannot be opened, and GAT SyncManager will periodically attempt to open
the file.
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6 ERROR NOTIFICATION

6.1

The error notification function enables the automatic notification by email to one or more email recipients should a
terminal not be reached after a set number of attempts. It is possible to send two error notifications, which can be
configured with different error numbers.

An email notification is also sent when the connection is re-established with the terminal after an error notification.

The notification text is defined in the following files (which can be found in the sub-directory
"GATTermSync\EmailNotifications" in the GAT SyncManager software installation folder) and can be
changed.

- First error notification: FirstErrorNotification.txt

- Second error notification: SecondErrorNotification.txt

- Connection re-established: ConnectionRecovery.ixt

NOTE! For this function to work, all configuration options “Error notification options” must be correctly set in the

software configuration and the computer on which the software is installed must have a connection to the email server
(through the network or internet).

Notification macros

Macros can be used in the notification text. These macros are placeholders, which are replaced by the software with
the representative information before sending the notification. These macros provide useful information of the server,
software, and the reason for the notification.

The following list describes available macros and how they can be applied:

@@SERVERNAME Computer name of the server that generated the notification.

@@SERVERIP Computer IP address of the server that generated the notification.

@@TERMINALNAME  Name of the terminal that caused the notification.

@@DATETIME Date and time when the terminal reached the defined number of communication errors.

@@DATETIMEUTC UTC date and time when the terminal reached the defined number of communication
errors.

@@FIRSTCOUNT Defined number of communication errors on the server for the first notification.

@@SECONDCOUNT Defined number of communication errors on the server for the second notification.
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7.1.1

DATA PROTECTION

General Data Protection Regulation (GDPR)

As of May 2018, the EU’s General Data Protection Regulation (GDPR) has been in force. The regulations affect all
companies that process personal data. The GDPR regulates the handling of personal data and specifies the
conditions under which companies may process this data (e.g., employee data). The GDPR affects single-person
companies as well as large companies.

The content of the GDPR is based upon seven principles that can be used to orientate data protection efforts.
These are:

- Principle of Storage Limitation

- Principle of Data Minimization

- Principle of Purpose Limitation

- Principle of Accuracy

- Principle of Integrity and Confidentiality

- Principle of Accountability

- Principle of Lawfulness, Fairness, and Transparency

Definitions of personal data and data processing

Personal data includes all data that directly or indirectly allows you to draw conclusions about a specific person,
e.g., email, name, photo, etc. Sensitive personal data is personal data that is particularly worthy of protection, e.g.,
biometric or genetic data. However, information on ethnic origin, political opinion, trade union membership, religious
or philosophical beliefs, health, and sexuality are also considered sensitive.

Data processing means the viewing and saving of data as well as any automated or manual form of processing. A
data application exists when personal data is fully or partially automated.

It is therefore clear from these definitions that the GDPR is relevant for GANTNER'’s time recording software. The
following sections outline what has to be done with regard to time recording and what options GAT SyncManager
offers. The instructions are summarized in the following sections.

Perform an inventory analysis

Check which data in your time recording system is recorded and saved. Inquire about the purpose for which the
data is needed, how long it is stored, and who has access to it. Also, check whether the data is being shared
externally with anyone (e.g., tax office, health insurance fund, etc.).
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7.1.2

7.1.3

7.1.4

76

Create a processing directory

After completing the inventory analysis, a processing directory must be created. The processing directory is one of
the key innovations of the GDPR and replaces the current data processing messages. Among other things, it must
include the names and contact details of the persons responsible, the purpose of the data processing (time
recording), the categories of persons concerned and personal data, the categories of recipients, and the description
of the data security measures.

The category of persons concerned are normally employees. In exceptional cases, suppliers or customers can also
be managed by the access control system.

In time recording, Gantner has paid attention to the Principle of Data Minimization and the Principle of Purpose
Limitation. Only data that is necessary for the operation of the systems is stored. Essentially, an ID number, which
is used as an identification feature, and the name of the person are stored. Other data, e.g., a personnel number or
balance, is optional and serves to increase security or to provide convenience. By default, no sensitive data is
stored in the systems. However, the exception, is when fingerprints are used in the system. This data is biometric
data.

The time recording data is passed on to the time recording software for processing after being acquired.

The Principle of Accuracy of the data must be in the interest of the system operator, since in the end, the security
of the company or the accounting for personnel expenditure depend on it. The Principle of Integrity and
Confidentiality of the data is ensured by allowing only authorized persons to access the software and by limiting
the software users to access only the data needed to perform their tasks.

Data protection impact assessment

A data protection impact assessment is normally not required because there is no high risk to the rights and
freedoms of natural persons. Known technologies are used and there are no systematic evaluations and
assessments of personal aspects. If using fingerprints, an individual consideration for each situation is
recommended.

Comply with information requirements and declarations of consent

Persons affected by data processing must be able to be informed about this (what, who, for what purpose, how
long, where?). Likewise, data subject rights (e.g., information, deletion) must be met promptly, i.e., within one month
at the latest.

The consent of persons for the use of the personal data for the purposes of access control and time recording

should be defined in a service contract or works agreement. This will ensure the Principle of Lawfulness,
Fairness and Transparency is upheld.
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The data storage period depends on the requirements for access traceability as well as the present/absent bookings
that you need in your company. By deleting data, the Principle of Storage Limitation can be met.

In GAT SyncManager, data is only stored temporarily. It is still available after being transferred to the time recording
software so that it can be sent again in case of an error during the data transferal. An error during data transferal is
usually quickly detected in the calculation of the daily statements and a renewed data transfer can be subsequently
performed. Thus, it usually suffices to keep the data in GAT SyncManager for only a few days. The time limit for
deletion can be flexibly set in the configuration.

If you have designated a data protection policy leader in your company, fulfilled the legal framework, taken technical
and organizational measures, and created the documentation, you can also comply with the Principle of
Accountability and are well prepared for meeting the GDPR.

In summary, we would like to point out that with GAT SyncManager version 2.5.4 or later you can easily comply with
the GDPR. Please do not hesitate to contact your sales representative if you have any questions or concerns.

Note:
This manual is valid as of March 17%, 2026.
Changes to this manual are possible at any time without notice.
The manual applies to version 3.5 of the GAT SyncManager software.
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