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A General Warning and Safety Instructions

Dear Customer,

We congratulate you on selecting a product (appliance or software) from GANTNER Electronic GmbH. Our aim is to ensure our

product operates with safety and to your complete satisfaction. To achieve this aim, please take this opportunity to familiarize
yourself with the following guidelines:

The installation, commissioning, operation, and maintenance of the product must be carried out in accordance with the
technical conditions of operation as described in the corresponding product documentation.

Before installing, commissioning, operating, or maintaining the product, it is essential to read the corresponding chapter of this
manual and observe the instructions and information therein.

If there are some points that are not entirely clear, please do not take a chance. All queries can be clarified by your GANTNER
representative or by ringing the GANTNER support hotline.

Where not otherwise specifically documented, the appropriate installation, commissioning, operation and maintenance of the
product is the customer’s responsibility.

Directly on receipt of the goods, inspect both the packaging and the product itself for any signs of damage. In addition, check
that the delivery is complete and includes all accessories, documentation, auxiliary devices, etc.

If the packaging or product has been damaged in transport, or should you suspect that it may have a fault, the product must
not be put into service. Contact your GANTNER representative who will resolve the problem as quickly as possible.

The installation, commissioning, and servicing of our products must be performed by suitably trained personnel. In particular,
electrical connections must only be made by correspondingly qualified specialists. Always observe the relevant installation
regulations in accordance with the national Electrical Engineers Association (e.g., OVE [Austrian], VDE [Germany]).

Where not otherwise stated, installation and maintenance work on our products must be carried out when disconnected from
the power supply. This applies in particular to appliances that are normally supplied by low-voltage current.

It is prohibited to alter the products or remove protective shields and covers.

10. Do not attempt to repair a product after a defect, failure, or damage is detected. In addition, do not put the product back into

11.

operation. In such cases, it is essential to contact your GANTNER representative or the GANTNER support hotline.

GANTNER Electronic GmbH accepts no responsibility for any injuries or damage caused as a result of improper use.

12. Although care is taken and we are continuously aiming for improvement, we cannot completely exclude the possibility of errors

appearing in our documentation. GANTNER Electronic GmbH therefore accepts no responsibility for the completeness or the
accuracy of this manual. The right is reserved to make alterations at any time without prior notice.

13. Should you discover any fault with the product or in its accompanying documentation, or you have any suggestions for

improvement, you may confidently inform your GANTNER representative or GANTNER Electronic GmbH directly.

14. We especially look forward to hearing from you if you just want to tell us that everything is functioning perfectly.

We wish you a successful experience with our product and look forward to welcoming you again as a customer soon.
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Introduction

1. INTRODUCTION

1.1 About this manual

This manual contains all-important information necessary to install Matrix as well as instructions on how to operate
the software.

® The configuration software GAT ACE 3000 or GAT ACE 7000 are also required to use Matrix. This software is
‘ ‘ described in a separate manual and also via an online help accessible directly within the software. In addition,
this manual also describes the information necessary to operate with the Relaxx and SALTO Space software.
A detailed description of these applications and how to install them is provided in the respective
documentation of Relaxx and SALTO Space.

Chapter "2 GENERAL INFORMATION" gives an overview of Matrix and its main functions and you can find a
description of frequently-used terms in this manual.

Chapter "3 INSTALLATION" describes the installation of Matrix and the system requirements in general. Here you
can also find a description of the different system set-ups and application types (update from GAT Access to Matrix
or new installation). Please note that a detailed installation description is included in Appendix A and B.

Chapter "4 FIRST STARTUP OF MATRIX" describes the settings that must be made when Matrix is started for the
first time. These settings usually only need to be made once and include the database configuration, the set-up of
the network services (clients) and the selection of the display language of Matrix. The log-in process is also
described here as well as the general and global settings of Matrix. In addition, the optional multi-user capability
(simultaneous use of a single Matrix installation by multiple workstations) and how to define optional fields for the
personnel data are also described in this chapter.

Chapter "5 OPERATION" describes in detail the work with Matrix. This includes an overview of the Matrix user
interface, an explanation of groups and terminal handling, how to edit and import personnel data, how to define
personnel and access time plans, how to work with the authorization matrix in the main window of Matrix, and how
to define relay plans for the terminals. Here, you will also find instructions on how to control locker locks directly in
Matrix using the Relaxx software and how to use SALTO Space locks in Matrix. The chapter also describes how to
generate several types of reports about authorization data (excel or PDF format) in Matrix.

Chapter "6 CORPORATE CALENDAR AND LOCATIONS" describes the calendar in Matrix which is used to define
special days and holidays, etc. This information is used to activate different access authorization plans on certain
days.

Chapter "7 BOOKINGS" provides information on how to work with the booking data from the access terminals. In
detail, how to download bookings from the terminals, how to sort the bookings, how to export bookings to external
files for further processing, and also how to define the booking codes.

Chapter "8 ACTIVITY JOURNAL" describes how to evaluate (read, sort, export) the activities of the users in Matrix.
Chapter "9 AUTHORIZATION MANAGEMENT" describes how the users in Matrix are organized by using function

blocks and user roles. In addition, the multi-site policy (the ability to configure which person and door groups are
displayed for different locations or users) is described here.
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Chapter "10 LICENSE MANAGEMENT" includes information of the license system of Matrix, how to purchase and
add licenses for additional program functions and how to activate Matrix.

Chapter "11 PERSONS IMPORT SERVICE" describes the personal import of external personnel data into Matrix.

Chapter “12 MATRIX EXPORT” describes the export plugin, which allows you to export usage reports (e.g., for
parking use or food expenses) and personnel data. An additional license is required for this plugin.

Chapter "13 DATA PROTECTION" informs you about the new EU General Data Protection Regulation and how
Matrix supports compliance with the requirements.

Chapter "Appendix A: Installation of SQL Server" describes the installation process of the SQL Server required by
Matrix. This chapter and the following are intended for users who have not used another access system of
GANTNER Electronic GmbH before and who install Matrix for the first time.

Chapter "Appendix B: Installation of Matrix" describes the installation process of Matrix in detail.

Chapter "Appendix D: Formats and File Specifications" describes format settings and file formats used by Matrix -
especially the exact format of the personal import files.

Chapter "Appendix E: Database Backup" shows how to save a backup of the database.

Chapter "Appendix F: Port List" shows the list of interface ports that are used by Matrix.
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1.2 Formatting

Important, function-critical information is displayed in this manual using the following formatting (with sample text).
These instructions must be read and followed:

NOTE! This signal word is used to indicate important information, relating to the current topic, which must be read
and followed in order to complete a task.

Important, but not safety-critical, information and helpful tips are formatted as follows (with sample text):

®  The text next to this symbol contains interesting information relating to the current topic. The information will

help you better understand the description in this section or provide interesting tips for using the software.

Action steps, to be performed by the reader, and the results of these actions are formatted as follows.

» This symbol represents an action or instruction that you must follow.

o This symbol represents the result after executing the previous action.

1.3 Contact and inquiries
If you have any questions concerning Matrix, or with any of the associated hardware and software products from

GANTNER, please contact your local sales partner or directly with one of the GANTNER branch offices. The
contact information is listed on the cover of this manual.
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2.

GENERAL INFORMATION

Gantner

Matrix is a component of the GAT Management Solution software package. It is a PC application designed for fast
and effortless authorization management for access control systems that use GANTNER terminals.
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Matrix operates in combination with GAT ACE software from GANTNER Electronic GmbH. The authorization of
access for system users is defined and managed in Matrix while GAT ACE controls the hardware structure and
access control terminals, i.e., the hardware settings, addresses, and bus parameters of all terminals in the system.

®  The difference between GAT ACE 3000 and GAT ACE 7000 software versions must be clarified. Matrix can
\ \ operate with one of these versions, or with both versions simultaneously. The generic term "GAT ACE" is used
in this manual for information that is applicable for both GAT ACE 3000 and GAT ACE 7000.

The GAT ACE 3000 and/or GAT ACE 7000 Windows Service must be installed and running before you can use
Matrix. It is possible to install GAT ACE on the same PC as Matrix or on another PC.

NOTE! Please note that GAT Manager is no longer supported from Matrix version 3.2.0 onwards.

As of Matrix version 5.0, the ProAccess Space software can also be connected in order to use the authorization
assignment of Matrix for SALTO lock technology.

As of Matrix 5.1, the JustIN app from SALTO for door control via mobile phone is also available. The authorizations
can be managed directly in Matrix via the personnel data.

2.1 Features

14

- Simplest administration of access authorizations in a lock-plan matrix view

- Clear dashboard for the status display of various system information

Possibility to group persons and doors for an optimized organization

Inheritance of access authorization of persons and doors groups

Multilingual platform (English, German, Spanish, Catalan, French)

Multi-site policy (organization of users via the locations managed in GAT ACE 7000)

Client-related authorization assignment for the display and processing of persons and doors groups

Special rights definable according to the matrix

Location-specific special day calendar with automatic calculation of holidays and special days based on specific
rules

10 (GAT ACE 7000), 5 (GAT ACE 3000) or 3 (SALTO ProAccess SPACE) types of special days with special
authorization functions

Individual schedules for persons who can be assigned to the doors

An individual door schedule for each door with up to 10 different authorization options per day
Access authorizations for offline doors also definable

Blocking of data carriers with the blocklist (for offline doors)

Display of battery warnings for CardNET-, WiNET-, and SALTO SVN locks

Display of the charging status of emergency power supplies (UPS) powering online controllers
Several types of data carriers can be defined in GAT ACE 7000 (GAT ACE 3000 uses only one type)

- Vehicle recognition integrated in the personnel data

- Administration of relay plans, e.g., to activate lift controls

Scanning and management of fingerprint data for system users

Complete recording of all movement data

Automatic deletion function for compliance with the requirements of the General Data Protection Regulation
- Activity journal with recording of all user actions

Convenient formatting of access events for printing reports in various formats (PDF, HTML, CSV, etc.)
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- Multi-ACE function -- connection to multiple GAT ACE 3000 and/or 7000 applications possible
- Connection to SALTO's ProAccess Space software for authorization assignment via Matrix

- SALTO JustIN app with authorization management in Matrix

- SALTO SVN support, writing permissions to MIFARE DESFire data carriers with GANTNER SVN coding
- Convenient interfaces for easy data importation (e.g., SAP)

- Manual door control, door unlocking, card release, etc., directly in Matrix

- Alarm acknowledgement

- Controller for timer function configurable

- Door status display and door control

- Status display of the GANTNER electronic locker locks via a Relaxx software connection

- GANTNER electronic locker locks can be controlled directly in Matrix

2.2 Terminology
Some terms are used often in this manual, and these are defined as follows:

User
A "user" in this manual refers to the people that use the application. Multiple users with different hierarchy levels can
be defined each assigned a username and password.

Location (Site)

To structure the management of access control systems and simplify administration, GAT ACE organizes the
locations in a tree-type format.

In Matrix, the multi-site policy can be used to limit the users of Matrix to see/edit doors of specific locations and
selected groups of persons only. Doors and persons for whom a user has no access rights via the multi-site policy
are not visible to the user.

A corresponding license is required in order to use multi-site policy.

Person

A "person" in this manual denotes any person who is registered to use the access control system. The persons are
identified at the access terminals by their unique RFID data carriers. A person must be defined in Matrix and access
authorization must be assigned to the person by a time plan in order to allow access for the person at certain doors.
Personnel data for each person is stored in the Matrix database.

Data carrier

The data carriers are used for identification at the access terminals. Identification occurs via contactless radio -
frequency (RFID). Different types of RFID technologies are available (LEGIC, MIFARE®, ISO 15693, and Proxy).
Different types of data carrier media are available such as cards, key tags, and wristbands.

Controller / Terminal / Lock

The terms controller and terminal are used interchangeably throughout this manual and refer to the devices installed
near doors that read the data carriers of people, verify their validity, and unlock the doors accordingly. Controllers
are created, configured, and managed in GAT ACE.

The difference between online and offline terminals (i.e., doors) must be clarified. Online terminals have a network
interface, by which they connect to a local network. A LAN network (Ethernet) as well as a serial RS-485 network
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are possible. There is a direct connection to online controllers, which allows their direct configuration and a current
update of states. The current states of online controllers are graphically represented in the matrix user interface.
This data requires, for example, an appropriate response from the door.

Offline controllers in this manual refer to offline locks. These have no network interface, and the configuration of
these locks is carried out on-site by a programmer or by corresponding data carriers or depending on type, via radio
frequency. The configuration of both online and offline terminals is done in Matrix in the same manner.

Door

The term door is used in this manual to refer to a controlled access point. This is usually a door that controls access
to a restricted area. Alternative examples of doors include a roller door, or an access barrier being controlled and
monitored. The principle of access control, i.e., the configuration process in GAT ACE, is identical, however.

It should be noted that a door does not have to be equated with a controller, since a controller can, e.g., also control
several doors depending on the type.

At some points in this manual, the term "door" is used to refer to a "controller" or "lock". The term door then usually
designates the controller installed near the door or lock.

Read/write function (CardNET)

This term refers to an operating mode for offline controllers. It is important here to distinguish between CardNET G1
and CardNET G2.

In this mode, Matrix sends the authorization data of the persons for offline doors (locks) via GAT ACE to certain
online controllers in the access control system. The data carriers of the persons can then be programmed directly at
those controllers. The controller must support the read/write (CardNET function) functionality.

Matrix supports two generations of CardNET. CardNET G1 supports LEGIC prime and LEGIC advant data carriers
and can store max. 10 doors and 30 door groups on the data carrier. This memory capacity is fixed and cannot be
changed.

CardNET G2 is the evolution of CardNET G1 and supports LEGIC advant data carriers. CardNET G2 is also
applicable for systems with flexible memory requirements since the memory capacity to be used can be individually
adapted to the data carriers.

CardNET G2 is supported by the GAT DL 32x and GAT DL 34x offline controllers, the GAT SR 73xx and GAT SLR
73xx readers, the GAT DC 7200 door controller, the GAT ST 38x/39x EVO PoE time recording terminals, and the
GL7p and GAT ECO.Lock 7xxx locker locks in CardNET mode. Older devices with the FLEX protocol (e.g., GAT
Terminal 3100, 3000, 2500, GAT SR 3xx and GAT SLR 3xx, and the GAT ST 38x/39x) only support CardNET G1.

SALTO Virtual Network (SVN) and GANTNER SVN

SALTO Virtual Network for GANTNER coded data carriers. This function is comparable to the CardNET function.
The authorization data is written to data carriers thereby authorizing the data carriers for SALTO products. With the
latest Matrix and GAT ACE 7000 software versions as well as the latest firmware for the GAT DC 7200 controllers,
the GANTNER SVN data can also be written and read via GANTNER readers, meaning that a data carrier can be
used seamlessly in a system with GANTNER and SALTO products.

For the necessary settings and requirements, please read chapter "Appendix C: SALTO ProAccess SPACE
Integration".
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Time Plan

A time plan is used to define the type of access authorization of a person or the functionality of a controller. The
daily schedules for weekdays and special days (max. 5 special days in GAT ACE 3000, max. 10 special days in
GAT ACE 7000, max. 3 partitions in ProAccess SPACE) are defined in a time plan. Time plans defined for persons
are called "personnel time plans" and time plans defined for terminals are called "door time plans".

Personnel Time Plan

A personnel time plan is a definition of the access authorizations (entrance or exit, with or without PIN and
fingerprint, normal or special relay plan) of a person during certain time intervals. Personnel time plans can be
assigned directly to a single person or to groups of persons at once.

Door Time Plan

A door time plan can be assigned to a controller to determine the functionality that shall be active during certain time
intervals of a day. With a door time plan it is possible to unlock a door generally for a certain time period, to activate
the office function, to check only the company ID of data carriers, to activate a special relay plan or to suppress
certain alarms.

Day Plan

A day plan defines the functions of a controller (for door time plans) or the access authorizations of a person (for
personnel time plans) for one day. A day plan can have up to 10 different time intervals with different settings. In a
personnel or door time plan day plans are assigned to the weekdays and up to 10 special days in order to define the
complete personnel authorization or controller functionality.

Time Interval
A time interval is a period of time with selectable start and end time during which certain controller functions or
certain access authorizations of a person are active. Up to 10 time intervals can be assigned to one day plan.

Corporate Calendar

The corporate calendar is used to assign the special days (e.g., public holidays) to the corresponding days of a
year. On these special days, the corresponding day plan for that special day is used for access control. The multi-
site policy allows you to use a separate corporate calendar for each location.

Special Days

Special days, such as holidays, general public holidays, reconstruction, etc., can be defined in the organization time
plan. This is used to activate another day plan (the plan defined for that special day), independently from the current
weekday. Special days can either be at a fixed date or automatically calculated by the application every year, e.g.,
by using the Easter rule of Carl Friedrich Gauss. Note that offline locks and WINET locks support max. 5 special day
types, for online controllers in GAT ACE 7000 up to 10 special day types can be used, and in ProAccess SPACE 3
special days are supported.
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Special Rights

Various special right functions can be assigned to each person at the doors, provided the controller that controls the
door is also configured for the special rights function. It should be noted that different special rights are only
supported by GAT ACE 7000. GAT ACE 3000 only supports a general special right.

The following special rights are supported by GAT ACE 7000:

- Office function special rights:
With the office function activated, a door can be permanently unlocked after valid
identification and locked again after further identification.
NOTE: In the GAT DC 7200 the function must be configured as well.

- Alarm system: The alarm system can be activated or deactivated.

- Verify: The schedule can be overridden so that a PIN code is used for access instead of
fingerprint verification.

- Anti-pass-back lock: The anti-pass-back lock can be deactivated and violations displayed.
- Pool management lock: The pool management lock can be switched to inactive and violations can be displayed.
- Double booking block: The double-booking block can be deactivated and violations displayed.

- Special relay: An additional relay output can be defined that is controlled by the special right.

For persons with special right(s), the corresponding special right is activated at the controller in addition to the
normal access control. Special rights can thereby be implemented for individual persons.

Relay plan

For certain controller types, so-called Relay Expanders can be connected. These are peripheral devices with eight,
16 or max. 32 relays, which can be activated with a valid identification at the controller in addition to the normal
unlocking operation. This makes it possible to realize applications such as e.g., lift controls where certain additional
floors can be released after a valid authorization at the controller. A relay plan clearly defines which relays of the
relay expander should be activated. Through the assignment of the relay plans to controllers and people, the
behavior of the controllers can be configured for each person. There are two types of relay plans - "Normal relay
plans" and "Special relay plans". A person can have a normal as well as a special relay plan assigned for each
controller. Which relay of the two relay plans are used at certain times can be determined in the personnel time plan
and door time plan.

Blocklist

Data carriers can be entered into the blocklist to prevent them from being used with offline doors in the access
control system. This allows you to, e.g., place a lost data carrier on the blocklist to temporarily block access at
offline doors.

Bookings

Each event (e.g., identification of a person, alarm messages, power failures, etc.) that occurs at a controller
generates a booking that is stored in the internal memory of the corresponding controller. These bookings can be
read out with GAT ACE and transferred to Matrix. The booking texts can be displayed in two languages.
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GAT ACE 3000 / GAT ACE 7000

The GAT ACE 3000 and GAT ACE 7000 software applications are used to configure the access system. Here, the
controllers and readers of the system are configured with GAT ACE managing the further communication between
Matrix and the devices.

GAT ACE 3000 supports GANTNER’s previous generations of controllers and readers (e.g., GAT Terminal 3100)
and GAT ACE 7000 is used for the newest generation of these devices (e.g., GAT DC 7200).

Lockers / Locker locks

The general terms refer to GANTNER'’s electronic locker locks. For use in Matrix, GANTNER’s Relaxx locker
management software is required, which is used to communicate with the locker locks and serves as an interface to
Matrix. All locker locks that are available for use in Relaxx can be displayed and controlled.

SALTO ProAccess SPACE

Software for the configuration and management of access controllers and locks from SALTO. These locks or doors
can be imported into Matrix (from version 5.0). Separate documentation is available for the ProAccess SPACE
software. Information about the settings for ProAccess SPACE can be found in "Appendix C: SALTO ProAccess
SPACE Integration".

In this manual, this software solution is also abbreviated as ProAccess SPACE or just SPACE.

Note the following limitations:

By combining Matrix and ProAccess SPACE, the strengths of both systems can be combined. However, there are
also some limitations that must be considered when planning and configuring a system:

- The combination of the systems is only possible if both systems use a DESFire data carrier or if a combination
data carrier is used on which a DESFire data carrier with corresponding coding for SALTO is present.

- When using GANTNER SVN technology, authorizations for SALTO products can be updated using all online
readers. When the original SALTO-coded data carriers are used, this is only possible using SALTO readers.

- Mobile identification via SALTO Justin is not possible.
- GAT Mobile Access Management only operates with GANTNER products.

- Both systems offer the possibility of anti-pass back control or pool management. These functions can only be
used within the respective system, but not across both systems.
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3. INSTALLATION

3.1 Hardware specifications

Matrix includes and requires several components. The installation can be done in different ways and can be
distributed across several PCs/servers.

3.1.1 Configuration example 1 (only GAT ACE and Matrix for smaller systems)

T
|
GAT ACE | Matrix
Database | Database
|
GAT ACE TCP/IP I
A 1 Matrix Client
Service |
/ . | " TCP/IP (TLS/SSL)
GAT ACE Matrix Web
Client
TCP/IP - @

Figure 3.1 - Matrix and GAT ACE 3000 or 7000 installation on same PC

3.1.2 Configuration example 2 (including larger systems with Relaxx installation)
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Figure 3.2 — Matrix and GAT ACE 3000/7000 installation on different PCs, Matrix, and GAT ACE databases on own PC
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3.1.3 Configuration example 3 (including SALTO ProAccess Space)
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Figure 3.3 — Installation of Matrix, GAT ACE 3000 / 7000 and ProAccess Space from Salto on different PCs. PCs, databases on own PC

Recommended hardware requirements for the PCs:

- IBM-compatible PC, e.g., Core i5, 3 GHz or comparable CPU
- Network card (TCP/IP), 2 GBit

- PC interfaces: Ethernet (TCP/IP) and USB

- Internet access for updates

Color monitor (HD 1920 x 1080 resolution recommended)

- Internet browser (see "3.2. Software requirements")

Additional minimum requirements for the software components:

Matrix Client Installation
- Free hard disk memory: 10 GB
- Free RAM: 2 GB

Matrix Synchronizer

- Free hard disk memory: 1GB
- Free RAM: 1GB

Matrix Import Service
- Free hard disk memory: 10 GB
- Free RAM: 1GB
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Microsoft SQL Server Express
- Free hard disk memory: 20 GB

- Free RAM: Recommendation 3 GB since an SQL server usually contains several databases
(e.g., GAT ACE 3000, 7000, 7000 APB, eLoxx Relaxx, Matrix, etc.), additional RAM
is required for the SQL server depending on the system size and automatic data
backup function. This must be checked for each system.

- Note: Please note the limitations of the Express versions, such as a maximum of 1 GB of RAM, a maximum of 1
processor, and a maximum of 10 GB of database size.

GAT ACE 3000 / 7000 Service

- Free hard disk memory: 20 GB

- Free RAM: 1GB

GAT ACE 3000 /7000 Client

- Free hard disk memory: 2GB

- Free RAM: 0.5GB

GAT License Service

- Free hard disk memory: 1GB

- Free RAM: 0.5GB

Relaxx 2022 (also see the Relaxx 2022 system manual)

- Free hard disk memory: >30 GB (program data, database, protocol, backups for common system sizes)
- Free RAM: 4 GB

GAT ProAccess Space Synchronizer

- Free hard disk memory: 1GB
- Free RAM: 0.5GB

SALTO ProAccess Space (see also ProAccess Space system manual)

- Free hard disk memory: >30 GB (program data, database, protocol, backups for common system sizes)
- Free RAM: 4GB

These additional minimum requirements for a PC are calculated depending on how many of these components are
installed on the same PC. For the configuration example 2 (see “Figure 3.2”), this is:

- PC 1: GAT ACE Client + GAT ACE Service = 22 GB hard drive space and 1.5 GB RAM

- PC 2: GAT ACE Client + GAT ACE Service = 22 GB hard drive space and 1.5 GB RAM

- PC 3: 2 x Matrix databases (SQL Express) = 40 GB hard drive space and 4 GB RAM

- PC 4: Matrix Client and web browser for Matrix Web = 10 GB hard drive space and 1 GB RAM
- PC 5: Web browser for Matrix Web = approx. 1 GB hard disk storage and 0.5 GByte RAM

- PC 6: Matrix Client + Matrix Import Service + Matrix Synchronizer + GAT License Service = 22 GB hard drive
space and 3.5 GB RAM

- PC 7: Relaxx = 30 GB hard disk space and 4 GB RAM

NOTE! Adhere to the additional system requirements of the database in use (see "3.2.2. Database server").
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3.2 Software requirements

The Matrix software solution consists of various components and requires a database server with a database, as
well as several software packages. The necessary components are included in the Matrix setup.

The software requirements and software packages are described below.

3.2.1 Supported operating systems

- Microsoft Windows® 10 (Pro, Enterprise) 64-bit (ends October 2025)
Microsoft Windows® 11 (Pro, Enterprise) 64-bit

Microsoft Windows Server® 2016 (Essential, Standard, Datacenter), 64-bit
Microsoft Windows Server® 2019 (Essential, Standard, Datacenter), 64-bit
- Microsoft Windows Server® 2022 (Essential, Standard, Datacenter), 64-bit
- Microsoft Windows Server® 2025 (Essential, Standard, Datacenter), 64-bit

The Server Core installation option of Windows Server® 2016 is not supported by Matrix. In addition, RT, Starter,
Home, Small Business, and Web Editions are not supported.

NOTE! Please note that GANTNER Electronic GmbH can only provide technical support when Matrix and GAT
ACE are installed on a German or English version of Windows.

NOTE! In addition to the Matrix and GAT ACE solutions, the customer must provide all additional licenses
required, e.g., for the operating system or database.

3.2.2 Database server

Matrix requires a database server, in which the Matrix database is stored. The following database servers are
supported by Matrix.

Supported databases:

- Microsoft® SQL Server® 2016
- Microsoft® SQL Server® 2017
- Microsoft® SQL Server® 2019
- Microsoft® SQL Server® 2022

Express versions are also supported.

No database is supplied with Matrix. If desired, you can download the Microsoft® SQL Server® 2019 Express database
from the GANTNER partner page.

NOTE! Also adhere to the system requirements of the database in use. The current system requirements for Microsoft®
SQL Server® Express can be found via the following link:
https://technet.microsoft.com/en-en/library/ms143506.aspx
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NOTE! Itis recommended to also install Microsoft SQL Server Management Studio Express. This can be
downloaded from the Microsoft website.

NOTE! When using the Express version of Microsoft® SQL Server®, ensure the database maintenance function is
enabled to keep the database size to a minimum.
NOTE! For the folder where the database is located, the following points must be observed:

- Antivirus software is not allowed to scan the folder. Refer to Microsoft's recommendations.
(https://technet.microsoft.com/en-en/library/ms144228.aspx).

- Automatic backups of the folder are not permitted.

3.2.3 Microsoft .NET

The .NET 8.0 Desktop Runtime is required for the operation of Matrix. This is included in the installation package.

If the necessary .NET version is not yet installed, Matrix will prompt you for this when you start the setup wizard and
ask if you want to start the Microsoft .NET installation. If you confirm, .NET 8.0 will be installed automatically.

3.2.4 Additional software requirements

- When using GAT License Servers, Version 1.1.0 or later must be used for this software.

- When using a GAT Writer read/write device, Version 2.08.28 of the GAT USB drivers must be installed for this
device.

- When using a GAT FR 010 fingerprint reader, min. version 4.5.0 of the USB driver must be installed as of Matrix
5.0.

- When multiple versions of Matrix are in operation, Matrix Synchronizer must be used.
- When using eLoxx Relaxx, please note the detailed system requirements in the Relaxx manual.
- For eLoxx Relaxx, the option "Use ASCIl command encoding" must be enabled (see "5.19. Locker control").

- When using SALTO ProAccess SPACE, please adhere to the system requirements in the respective
documentation.

The following software and firmware versions are required to use all functions of Matrix Version 7.1.0:

- GAT ACE 7000 APB: 2.0.3 - GAT SyncManager V 3.3.1

- GAT ACE 7000: V 2.2.2 - GAT SR 73xx: V 3.5.0

- GAT ACE 3000: V 3.1.16 - GAT SR 7000 Wiegand: V 1.2.0
- GAT Mobile Access Management: V 1.7.0 - GR7:V 3.5.0

- GAT License Server: V 1.1.1 - GAT DC 7200: V 3.6.0

- Matrix Export: V 1.7.2 - GAT DL 3xx: V 4.9.0

- eLoxx Relaxx: V 8.0.0 Enterprise - GAT DL 092:V 4.3.0

- GT7 Room Sign & Access App: V 1.0 - GAT DL Analyzer: V 2.5.0

- SALTO ProAccess SPACE: V 6.10.4.3 - GDL7p.x3xx CardNET: V 1.3.0
- SALTO NCoder: V 01.12 -GDL7m: V 1.2.0
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- GAT ECO.Side Lock 7000 BA CardNET: V 2.3.0 - GAT IO 7054/7055:V 1.1.0
- GAT ECO.Lock 7100 BA CardNET: V 1.1.0

The following versions can be used; however, functional restrictions apply in Matrix Version 7.1.0:
- Matrix: V 4.5.5 - GAT ACE 7000 APB: V 1.0.2
- GAT Mobile Access Management: V 1.6.0 - GAT SR 73xx: V 3.3.0

- GAT DC 7200: V 3.5.0
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3.3 Relaxx (locker locking systems)

The Relaxx software offers you the possibility to configure, control, and monitor the status of the electronic
GANTNER locker locks for locker rooms as well as the access and information terminals from GANTNER. Relaxx is
installed on a computer with a Microsoft Windows® operating system (see the Relaxx Installation manual).

Relaxx consists of a Windows® service that runs in the background to provide communication with the locker
system, and a user interface that is used to configure and control the locker system and online devices, and to
display the statuses are of the lockers.

Matrix can establish a connection to Relaxx. It is then possible to display the lockers created in Relaxx in Matrix and
to manage the authorizations here.

To integrate Relaxx into Matrix, no additional license is required for Matrix. However, it must be noted for the Relaxx
version that an Enterprise license is required.

28 GAT Matrix
File Tools Plugins Help
e (™ ' R 7 3 A
U & & [ & e 7 ] ]
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3.4 SALTO ProAccess SPACE (SALTO access control)
SALTO ProAccess SPACE is a software solution used to configure and control SALTO online and offline door locks.

Included in Matrix is an interface to SALTO ProAccess SPACE that enables the installation of access control
systems with GANTNER and SALTO products. In these systems, the management of persons and access
authorizations, the evaluation of events, and the monitoring and remote control of doors are performed via the
Matrix user interface. In such systems, ProAccess SPACE is responsible for the communication to SALTO devices
and thus functions in a similar way to GAT ACE 7000 or GAT ACE 3000 with GANTNER products.

In order to establish a connection between Matrix and ProAccess SPACE, min. Matrix version 5.0 must be used. In
addition, the SALTO ProAccess SPACE synchronizer must be enabled, which is done via the "ProAccess Space
Synchronization" option in the "Settings" menu (see "5.5 Importing doors and locations from SALTO ProAccess
SPACE").

To integrate SALTO ProAccess SPACE with Matrix, no additional Matrix license is required. In ProAccess SPACE,
certain functions must be enabled and can be used (see "10.5 Licensing for SALTO doors").

If the ProAccess SPACE is used, the mobile app JustIN can also be used. This allows users' access authorizations

configured in Matrix to be saved on their mobile devices (e.g. smartphones). For access control, users can then use
their mobile device (with JustIN app) instead of an RFID data carrier to identify themselves at a terminal.
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3.4.1 Restrictions for the integration of SALTO devices

Note the following restrictions for the combined use of SALTO and GANTNER products in Matrix.

- The combination of GANTNER and SALTO systems is only possible if both systems use a MIFARE DESFire data
carrier, or if a combination data carrier is used on which a MIFARE DESFire data carrier with corresponding
coding is available for the SALTO system.

- When using GANTNER SVN technology, authorizations for SALTO products can be updated using all GANTNER
online readers. When using the original SALTO-coded data carriers, this is only possible using SALTO online
readers.

- Mobile identification via SALTO Justin is only possible with SALTO products.

- GAT Mobile Access Management only operates with GANTNER products.

- Both systems offer the possibility of anti-pass back control or pool management. These functions can only be
used within the respective system, but not across both systems.

®  Further developments at GANTNER and SALTO aim at reducing the necessary restrictions. If this is
interesting or important for you, please read the documentation of the respective versions or speak to your
GANTNER representitative.
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3.5 General information on Matrix communication
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Figure 3.4 - Communication with a Matrix and GAT ACE 3000 and/or GAT ACE 7000 system and ProAccess SPACE

3.5.1

Communication with GAT ACE

All communication between Matrix and GANTNER controllers and door locks (online and offline) is handled by GAT
ACE 7000 and/or GAT ACE 3000 software. Matrix can operate with multiple GAT ACE installations thereby allowing
Matrix to access all the connected controllers. GAT ACE 3000 supports controllers prior to Generation 7 (e.g., GAT
Terminal 3100) and GAT ACE 7000 supports controllers from Generation 7 onwards (e.g., GAT DC 7200).
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The function of GAT ACE 7000 and 3000 is the same. Both contain a GAT ACE service (= Windows Service), which
operates in the background, and a GAT ACE client (user interface). The service is responsible for all communication
and operates regardless whether the user interface is running or not. In most cases, GAT ACE (service and client)
is installed on the same computer with Matrix running either on the same computer or on a separate computer. The
structure of the Matrix - GAT ACE system is shown in Figure 3.4.

To transfer bookings and authorization data to offline doors, the GAT MT010 Loader can be used for GAT ACE
3000 and GAT ACE 7000, the GAT DL 092 wireless modules can be used. However, it is recommended to create
the offline doors in GAT ACE 7000 as GAT ACE 7000 can transfer the CardNET data to GAT ACE 7000 and to the
GAT ACE 3000 controllers.

GAT ACE 7000 or GAT ACE 3000 transmit CardNET data to the time acquisition terminals via a shared directory.
The software GAT Sync Manager checks the directory and transmits the data to the terminals.

3.5.2 Communication with ProAccess Space

The ProAccess Space software is used for communication between Matrix and SALTO controllers or door locks
(online and offline). The principle of operation of ProAccess Space is similar to the GAT ACE software (see Figure
3.4). ProAccess Space consists of a Windows service (SALTO ProAccess Space Service) running in the
background and the graphical user interface used for configuration and operation by the user.

The GAT ProAccess Space Synchronizer is responsible for transferring lock information and authorization data
between Matrix and ProAccess Space. This is a Windows service that runs even when the user interface of Matrix
and ProAccess Space is closed. In most cases, this service and the ProAccess Space software are installed on the
same computer as GAT ACE 7000 and/or GAT ACE 3000. Matrix can operate on multiple workstations. ProAccess
SPACE is installed as a web solution on a server and can be used on different workstations if required. The
structure of the Matrix - ProAccess Space system may then be similar to that shown in Figure 3.4.

The transfer of the configuration to offline doors (SVN) can be done with ProAccess SPACE using a programming
unit (PPD). The GANTNER SVN authorization data can be written to the data carriers (only MIFARE DESFire) at
online GANTNER readers.

3.6 Use cases and types of installation
3.6.1 Initial installation of Matrix

For new installations or for systems where the Matrix software has not been installed yet, Matrix can be installed via
the installation package. While installing Matrix, you can select to also install other components that are required for
Matrix (.NET 8.0, database for access rights, GAT ACE, etc.). An installation wizard guides you through the
installation process.

Furthermore, different settings for the firewall and network connections as well as for the database must be defined.
These settings must only be configured once.

In addition, the system must also be defined in terms of hardware in GAT ACE and/or in ProAccess Space. This
means that all doors or access controllers that are to be used in Matrix for the access organization must be created
and configured in GAT ACE and/or in ProAccess Space. This applies to both the online and offline doors.

A detailed description of the initial installation of Matrix can be found in “Appendix B: Installation of Matrix".
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3.6.2 Updating Matrix

If a new version of Matrix is available, you have the possibility to download and install the desired update from the
GANTNER partner website.

Alternatively, you can also check for software updates manually in Matrix by clicking on “Check for updates” in the
“Help” menu.

@ HowDol
0 License Information
Show Log

Check for updates

About

NOTE! Please note that updating Matrix to the latest version 7.x is only possible from an installed Matrix version
4.5.5 or later. For an update from version 3.4.x you must first update to version 4.5.5. After the database update, the
update to version 7.x can be implemented.

NOTE! Itis recommended to always backup all databases before completing an update (see "4.1. Database
settings" for more information).

Please note the following points before an update:
- When upgrading the major version from version 2.x.x, 3.x.x or 4.x.x, 5.x.x to version 7.x.x, a new license is
required.

- It is possible that additional packages or functions (e.g., timer function or door control as well as multi-client
capability or LDAP integration) are added by the update. These cannot be used with the existing license. For their
use, the corresponding extension license must be requested, and the corresponding software version must be
installed.

- It may be necessary to update the database if new database fields are added by the update. In this case a
corresponding message will be displayed at the first start of the Matrix after the installation.

GAT Matrix x

o The database structure must be updated, Press 'OK' to continue,

Abbrechen

The existing data is preserved by updating the database structure.

ATTENTION: Please note that as of Matrix V 7.0, GAT Manager is no longer supported!
If you are using Matrix 2.x.x and GAT Manager, you can upgrade GAT Manager to GAT ACE 3000 (see the GAT
ACE user manual).
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4. FIRST STARTUP OF MATRIX

The GAT ACE service and/or the SALTO ProAccess SPACE service must be started first. These Windows services
are started automatically by default when Windows is started, but you can also configure them e.g., to "start
delayed", i.e., that they are only started when enough resources are available on the PC. Please read the manuals
of GAT ACE or ProAccess SPACE for further information.

GAT ACE or SALTO ProAccess SPACE can be installed on the same PC as Matrix but usually GAT ACE or SALTO
ProAccess SPACE are installed on another server / PC in the network. Ensure that the installation server / PC is
accessible via the network.

Double-click on the "Matrix" desktop icon or on the link available via the Windows® Start menu "Programs" ->
"GANTNER Electronic GmbH" -> "Matrix", which is the default folder created during installation.

When Matrix starts for the first time, a message is displayed to inform you that the database settings must be
configured correctly. Confirm the message with "OK" then define the database and network services (client
connections) settings. These settings are described in the following chapters. After the settings are defined, the
login window opens. The login process is described in section "4.6 Login".

4.1 Database settings

The settings for the database connection are found in the configuration window of the "Database" tab. This window

is displayed upon first startup of Matrix, and it can be accessed at any time via the "Database Configuration" menu
item in the "Tools" menu.

& Database Configuration - X

Database Type |MsSql2005 e

Server Location | V-WEGR-WIN10\GANTNER

Authentication | SQLServer v

Username GATMatrix Password | FEEEEEREs

Database Name | GATMatrix > Create Database

& Database connection successful.

The database was never backed up! Restore Database Backup Database

Shrink Database

OK Cancel

Figure 4.1 - Database settings
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- Database Type:
- Server Location:

- Authentication:

- Username:
- Password:
- Database Name:

- Database Backup:

- Database Restore:

- Shrink Database:

Gantner

Select the type of database communication from the list. The default is “MsSql2005”, which is
not synonymous with the installed database version.

Enter the network name or IP address of the server/PC where the database is located,
followed by the instance name of the SQL server.

Select the type of authentication for the database ("SQLServer", "Windows"). Windows
authentication will use the current Microsoft Windows user account to connect to MS SQL
Server. The authentication type “SQLServer” allows you to specify a username + password
combination to connect to the database.

If you followed the steps described in "Appendix A: Installation of SQL Server", this is the
place where you have to enter the password specified during the SQL Server Express
installation. Set the authentication mode to “SQLServer” and use “sa” as a username.

If “Authentication” is set to “SQLServer”, enter a valid username to connect to the database.
If the “Authentication” is set to “SQLServer”, enter the password for the selected username.
A database server can manage several databases. Select the desired database that will be
used for Matrix ("GATMatrixModule").

This button allows you to make a backup copy of the database currently in use. This is a
complete backup that includes all information used by the application. After clicking on this
button, a window opens where you can enter the path where the backup file will be stored.
Further information about database backup is available in "Appendix E: Database Backup".
This button allows you to restore a previously saved backup of the database. Note that when
restoring a backup, the current data in Matrix is overwritten.

NOTE! This process is only possible for a database user with sufficient rights (e.g., "sa").
This button allows you to compress the Matrix database thereby releasing more storage
space. This means that e.g., if the activity journal will be deleted, the used storage space
remains constant.

If a Matrix database does not currently exist, click on the “Create Database” button to create a new database (Note:
This is only possible if the current user has the SQL rights to create a database). Matrix creates a new
username/password that is used afterwards by Matrix to connect to the database. Write down these login details for
future use and keep them in a safe place. This information is also required for a Matrix client installation.

After entering all information correctly, the status line in the window displays the following message.

H & Database connection successful,

Press "OK" to confirm. A window is shown asking the user if the database should be created now. Press "OK" to

confirm.

NOTE! Saving the database is intended for backup use. If you change the database server and want to override
the existing database, you have to perform further steps. More information about this process is available on the
MSDN homepage via the following link:

http://msdn.microsoft.com/en-gb/library/ms190209.aspx
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4.2 Database cleanup

Gantner

With the "Database Cleanup” menu item in the "Tools" menu, you have the option to automatically clean up the
database at regular intervals, i.e., delete old bookings and log entries (see "7 BOOKINGS" and “8 ACTIVITY
JOURNAL”). You can configure when the cleanup should occur, and which bookings and entries should be deleted.

NOTE!

- To use this function, the Matrix Import Service must be installed.
- If using the database cleanup function, the same configuration should also be configured on all GAT ACE clients

with the same cleanup times.

» Select the "Database Cleanup" option in the "Tools" menu.

o The "Database Cleanup Configuration" window opens.

# Database Cleanup Configuration

[[]Enable automatic database deanup (requires GAT Matrix Import Service):

Clean up every (x) days
Starting Time

Records older than (x) days

Clean up every (x) days
Starting Time

Records older than (x) days

Clean up every (x) days
Starting Time

Records older than (x) days

Clean up every (x) days
Starting Time

Records older than (x) days

0%

COK

— m} X
os8
00:00 5
0s
Execute now
os8
00:00 2
0s
Execute now
os8
00:00 2
7 s
Execute now
os8
00:00 +
0.
Execute now
Cancel

Figure 4.2 - Settings of the database cleanup

» Select the first option box in this window to enable the database cleanup function.

» Enter a value greater than "0" in the "Clean up every (x) days" field for the desired cleanup type. The cleanup is
then executed at the interval in days entered here. A "0" in this field means that the cleanup for that type is

disabled. The following types are possible:

- Audit Trail:

Records all activity in Matrix. This includes the logging in/out of users, the creation of

schedules or calendars, the changing of settings, or the assigning of schedules in the
authorization matrix (see "8 ACTIVITY JOURNAL").

- Person Bookings: These include the identifications of persons recorded by the door controllers (e.g., entry, exit,
access attempt, etc.). These bookings are displayed in the bookings overview (see "7

BOOKINGS").
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- System Bookings: System bookings include person-independent events recorded by the door controllers
(e.g., power interruptions, time setting) and also actions via Matrix during door control (e.g.,
opening or blocking doors via Matrix). These bookings are displayed in the bookings
overview (see "7 BOOKINGS").

- Ship Actions: This function is used in conjunction with the ProAccess SPACE software. Ship is the
interface to ProAccess SPACE via which Matrix sends commands to ProAccess SPACE.
The Ship commands are automatically created by Matrix and stored in the database. The
SPACE Synchronizer service processes the commands and then sets their status to
finished. When the Ship actions are cleaned up, the completed commands are deleted
from the database.

» In the "Starting Time" field, you can select the time when the cleanup should be performed.

» In the "Records older than (x) days" field, enter the date before which the records should be deleted. Records
that are newer than the value entered here will not be deleted.

» You can also perform the desired cleanup manually using the "Execute now" buttons. In this case, only the value
in the "Records older than (x) days" field is considered.

4.3 TLS certificate configuration
The communication between Matrix and GAT ACE 7000 and between Matrix, Relaxx, and ProAccess SPACE can
optionally be encrypted using the TLS protocol. A certificate provided by the customer can be used for this, or a self-

signed certificate can be generated.

®  For information on activating TLS encryption in Relaxx and GAT ACE, please read the instructions in the
]1 respective manuals.

If encrypted communication via TLS is activated for Relaxx and/or GAT ACE, the "Certificate” window is displayed
after starting Matrix. Here, you can generate and install the TLS certificate that Matrix will operate with.

wh Certificate X

General Details Certification Path

.;@B-,R Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: V-WEGR-1309

Issued by: V-WEGR-1309

Valid from 2/12/2020 to 2/11/2021

Figure 4.3 — “Certificate” window
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» Click "Install Certificate".

o The “Certificate Import Assistant” opens.

X
o* Certificate Import Wizard
Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
Store Location
O Current User
(®) Local Machine
To continue, dick Next.
| ©Mext | | Cancel
Figure 4.4 — “Certificate Import Assistant” — Step 1
» Select here “Local Machine”, and then click “Next”.
*

€ & Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the folowing store
Certificate store:

Browse...

MNext Cancel

Figure 4.5 — “Certificate Import Assistant” — Step 2

» Select “Place all certificates in the following store” and then click “Browse...”.

» In the “Select Certificate Store” window, select “Trusted Root Certification Authorities” and then click “OK”.
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Select Certificate Store *

Select the certificate store you want to use.

| Personal ~
I8 Trusted Root Certification Authorities

| Enterprise Trust
“| Intermediate Certification Authaorities

| Trusted Publishers
1 1 Intristed Certificates ~

[]show physical stores

Cancel

Figure 4.6 — “Certificate Import Assistant” — Step 3

Gantner

» Finally, click on “Finish” and then accept the security warning in the following window by clicking on “Next”.

€ o# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

o=}l (s =t 2 M s == Trusted Root Certification Autherities
Content Certificate

s

Figure 4.7 — “Certificate Import Assistant” — Step 4

NOTE: The certificate must be installed on all workstations where Matrix is used.
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4.4 Settings of the network services (clients)

The GAT ACE 3000/7000 Client, GAT Licensing Client, and Matrix Synchronizer, GAT Relaxx Interface, and TBS
RemoteSync network services enable certain functions for Matrix.

» To configure the connection for these network services, select "Options" from the "Tools" menu.

» The following window opens where you can open the "Network" tab.

& Configuration = X
@ «@ o & B o

General Global Network Person Opticnal Fields Licence

Network Services Configuration

SO00000

Refresh Network Status

OK Cancel

Figure 4.8 - Settings of the network services (clients)

®  The network settings for SALTO ProAccess Space can be found in a separate window (see “5.18.3 Loading
l online doors from SALTO").

You can see whether the connection to the respective service is active (in the example above, three connections
are active and the connection to the GAT Licensing Client inactive). If any connections are inactive, you can click on
the "Refresh Network Status" button to query the network and refresh the information. If a connection error remains,
you will see a possible solution to the error below the corresponding error message.

@
l Active connections are displayed with a green tick symbol and inactive connections with a red minus symbol.

Click on the button "Network Services Configuration". The window "Interface configuration" opens in which the
connection settings of the service will be set. These will be described in the following sections.
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4.4.1 License server (Licensing Client Interface)

Matrix allows licenses to be stored centrally on a license server. This is achieved using the Matrix Web Service,
which can be installed using the Matrix installation package. To configure the license server, click on the "Licensing
Client Interface" tab. The following window is displayed.

£3 Interfaces configuration - X

By a7 AcE 7000 Tnterface | Plyg GaT Ace 3000 terfoce | g Matr synchvonizer | Pl AT Relox nterface | Pgg Licencing Clent Interface | g 185 Remotesyne Interface

Interface Clients: Configuration:
Licence Server 1
Display Name Licence Server
Remote Location | GEA-VMU-081
Port Number 8232
Use S5L False

Response Timeout 3000

Client ID
Application spedfic ID for the interface dient.

Add Client Remove Client

OK Cancel

Figure 4.9 - License server settings

In the "Interface Clients" field, the license server is displayed. Use the buttons below the field to delete an existing
license server or to add a new license server.

NOTE! Only one license server can be specified.

Should problems arise when trying to communicate with the license server, please check that TCP/IP port 8232 is
open (especially when using a firewall). This is the standard port used for communicating with the license server.

The settings for the license server are defined in the right "Configuration” field. The following settings must be
configured for the license server:

- Client ID: With this ID-Number, each client will be identified. This number must be unique for all
clients. Since only one license server can be used, enter here 1.

- Display Name: Any name for the selected server (client). This name is only for the display of the
server in the status window of the Matrix.

- Remote Location: Name or IP address of the license server.
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- Port Number:

- Use SSL:

- Response Timeout:

www.gantner.com
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Number of the port which will be used for the connection of the server. The port has

to correspond with the port which was set for the GAT Manager Server. The standard

value for the port is 8232.

® To test whether a connection to the entered port can be established, enter the

E command "telnet hostname port"into a Windows® console. Open the

- Windows console by pressing the "Windows" key + "R", then type "cmd" and
press "OK".

With this option, encrypted communication via TLS can be enabled for the license

server. If this is enabled on the license server, set this option to "True" in Matrix as

well. Otherwise select "False".

Define a waiting time in milliseconds for a response to a sent command. As the retrieval of

booking data can take some time, a value of 10000 (= 10 seconds) should be entered

here.
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4.4.2 GAT ACE client interface
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To enable communication with the GAT ACE installation(s), certain settings must be configured for each GAT ACE.

Click on the "GAT ACE Interface" tab. The following window is displayed.

NOTE! Except for the SSL (TLS) settings, the settings for GAT ACE 3000 and GAT ACE 7000 clients are the

same, which is why the settings for both GAT ACE variants are described together here.

% Interfaces configuration - x
g Licencng Clent Interface | g GAT ACE 3000 Interface | @lgg GAT ACE 7000 Interface | g GAT Matrix synchranzer | g GAT Relavx Interface | g TBS Remotesync Interface
Interface Clients: Configuration:
GAT ACE 3000 Client 5
Display Name GAT ACE 3000 Client
Remote Location | v-wegr-winl0
Port Number 8301
Response Timeout | 3000
Client ID
Application specific ID for the interface dient.
Add Client Remove Client
Ok Cancel
Figure 4.10 - GAT ACE 3000 interface settings
% Interfaces configuration - x
h Licencing Client Interface ﬁ GAT ACE 3000 Interface h GAT ACE 7000 Interface ﬂ GAT Matrix Synchronizer h GAT Relaxx Interface h TBS RemoteSync Interface

Interface Clients: Configuration:
GAT ACE 7000 Client 1

Display Name GAT ACE 7000 Client
Remote Location | v-wegr-winl0
Port Number 8701
Use 55L False
Response Timeout | 3000
Login User

Login Password

Client ID

Application specific ID for the interface dient.

Add Client Remove Client

OK

Cancel

Figure 4.11 - GAT ACE 7000 interface settings
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Listed in the "Interface Clients" area are all the GAT ACE installations that are available for use. Click on "Add
Client" to add a new GAT ACE Server client.

Click on the "Remove Client" button to delete the selected entry. Note that the associated controllers in Matrix are
not deleted. However, commands for the controllers are no longer sent. Furthermore, the GAT ACE ID number is no
longer displayed next to the controller address.

The settings for the GAT ACE clients are configured in the "Configuration" area. When a client in the "Interface
Client" list is selected, the settings of this client are displayed in the "Configuration" area. The following settings
must be configured for each client:

N -
- Client ID: Each client is identified via this ID number. ool e g g
The ID number must be unique (also between w | v w22
different GAT ACE clients) for each client. If § é é § E
an ID number is used twice, a message from a g g g :g :g
Matrix is displayed. The ID number is also 3 @ @
displayed in Matrix near the door address. = &E@I@ﬂ %> Client-IDs
- Display Name: Identifying name for the selected client. This name is only used to identify each client
in the status window of Matrix.
- Remote Location: Name of the server on which GAT ACE is installed.
- Port Number: Number of the port that is used to connect with the client. This port must be the same

as the port configured for GAT Manager Proxy.

® To test whether a connection to the entered port can be established, enter the

U command "telnet hostname port"into a Windows® console. Open the

B Windows console by pressing the "Windows" key + "R", then type "cmd" and
press "OK".

- Use SSL: This option is available for GAT ACE 7000 to use TLS encrypted communication. If
this is activated for GAT ACE 7000, set this option to "True" in Matrix. Otherwise use
"False". If TLS is activated, a username and password from a GAT ACE 7000 user
must also be entered (see setting below).

- Response Timeout: Define a waiting time in milliseconds for a response to a sent command. As the
retrieval of booking data can take some time, a value of 10000 (= 10 seconds) should
be entered here.

- Login User/Login Password: If SSL (TLS) is activated on a GAT ACE 7000 client, the username and password of a
GAT ACE 7000 user must be entered here. Only those functions that are activated in
the user's authorization settings in GAT ACE 7000 are then available for
communication.

4.4.3 Matrix Synchronizer settings for multi-user capability

Matrix allows several users to modify data in the software simultaneously. So that all open instances of Matrix are
informed of changes occurring, a Matrix Synchronizer must be configured as the mediator between the instances.
This is done via the interface configuration window (menu item "Options" in the "Tools" menu -> "Network" ->
"Network Service Configuration”) in the "Matrix Synchronizer" tab.

www.gantner.com HB_Matrix--EN_71 43



Matrix

First Startup of Matrix

44

% Interfaces configuration

ﬂ_‘? Licencing Client Interface

Interface Clients:

GAT Matrix Synchronizer

Add Client Remove Client

Gantner

g cATACE 3000 Interface | Pl GAT ACE 7000 Interface | Py GAT Matix Synchronizer | g GAT Relaxx Interface | g TBS Remotesync Interface

Configuration:
1

Display Name GAT Matrix Synchronizer
Remote Location | v-wegr-winl0
Port Number B233

Response Timeout | 10000

Client ID
Application specific ID for the interface dient.

oK Cancel

Figure 4.12 - Matrix Synchronizer interface for multi-user capability

In the left "Interface Clients" field, the Matrix Synchronizer, which will be assigned the role of mediator between the
Matrix instances, is displayed. The buttons below the field allow you to delete the existing client or add a new one. If
several GAT ACE applications are installed or in operation, you can freely select the mediator via the configuration

settings to the right.

NOTE! Only one client can be defined as mediator for multi-user functionality.

The settings for a client will be determined in the right field "Configuration”. The following settings are possible:

- Client ID:
- Display Name:

- Remote Location:
- Port Number:

- Response Timeout:

Each client is identified via this ID number. The number must be unique for all clients.

Any name for the selected server (client). This name is only for the display of the

client in the status window of the Matrix.

Name of the mediator, i.e., where the Matrix Synchronizer is installed.

Number of the port that will be used for the connection of the mediator. The standard

value for the port is 8233.

@ To test whether a connection to the entered port can be established, enter the

] command "telnet hostname port"into a Windows® console. Open the
Windows console by pressing the "Windows" key + "R", then type "cmd" and
press "OK".

Define a waiting time in milliseconds for a response to a sent command. The default value

is 3000 (= 3 seconds).

After configuring these settings, Matrix is ready for multi-user operation. Changes made by one client are
automatically sent to the other clients.

HB_Matrix—EN_71
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If problems arise when trying to communicate between the Matrix clients, please check that TCP/IP port 8233 is
open (especially when using a firewall). This is the standard port used for communicating between the clients.

For further information on the multi-user functionality, see "4.13. Multi-user capability".

4.4.4 Relaxx interface
From Matrix version 4.3.0, it is possible to integrate Matrix with Relaxx - GANTNER’s locker management software

for electronic locker locks - thereby allowing you to assign persons to lockers in a facility via the “Lockers” page in
Matrix.

@
l See chapter “5.18.6 Locker” for detailed instructions on assigning lockers.

The settings in the GAT Relaxx Interface tab (accessed via "Tools" > "Options" > "Network" > "Network Services
Configuration” > “GAT Relaxx Interface”) are used to configure the connection with the Relaxx client.

| Interfaces configuration X

i-é- Licencing Client Interface i‘? GAT ACE 3000 Interface E-é GAT ACE 7000 Interface E-é GAT Matrix Synchronizer E’? GAT Relaxx Interface i-é TBS RemoteSyne Interface

Interface Clients: Configuration:
GAT Relaxx Client 1

Display Hame GAT Relaxx Client
Remote Location |127.0.0.1
Port Number 8237
Use SSL False
Response Timeout | 3000
Start of Frame 02
End of Frame 03
Encoding UTF8
Service Password | ***
Login User

Login Password

Client ID
Application specific ID for the interface dient.

Add Client Remove Client
oK Cancel

Figure 4.13 - Relaxx Interface settings

In the left "Interface Clients" field, all defined Relaxx clients are displayed. The buttons below the field allow you to
delete the existing client or add a new one.
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The settings for the client are defined in the "Configuration" field to the right. The following settings are possible:

- Client ID: Each client is identified via this ID number. The number must be unique for all
clients.

- Display Name: The name of the selected Relaxx client. This name is only used to display the
client in the status window of Matrix.

- Remote Location: Name of the Relaxx client PC, i.e., the name of the computer on which Relaxx is
installed.

- Port Number: Number of the port that is used for the connection with the Relaxx client. The
default value is 8237. A value of "0" means that connection will not be made.

- Use SSL: This option is available for GAT ACE 7000 to use TLS encrypted

communication. If this is activated for GAT ACE 7000, set this option to "True" in
Matrix. Otherwise use "False". If TLS is activated, a username and password
from a GAT ACE 7000 user must also be entered (see setting below).

- Response Timeout: Time in milliseconds to wait for a response to a sent command before timing out.
The default value is 3000 (= 3 seconds). For larger installations or if problems with
synchronization occur, set this value to at least 10000 (= 10 seconds).

- Start of Frame: Indicator for the data transmission start in hexadecimal format (no frames used
if omitted). The default value is 02.

- End of Frame: Indicator for the data transmission end in hexadecimal format (no frames used if
omitted). The default value is 03.

- Encoding: The type of encoding used for data transfer. The default is UTF8.

- Service Password: The password used to establish service communication with Relaxx. This
password must be the same as the password set in Relaxx.

- Login User/Login Password: If SSL (TLS) is activated on a GAT ACE 7000 client, the username and

password of a GAT ACE 7000 user must be entered here. Only those functions
that are activated in the user's authorization settings in GAT ACE 7000 are then
available for communication.
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4.4.5 TBS RemoteSync interface

These settings are used for configuring the interface for the integration of a TBS biometric system. See chapter
“5.6.8 TBS system (biometrics)” for more information.

% Interfaces configuration

.E'é Licencing Client Interface

Interface Clients:

TEBS RemoteSync

Add Client Remove Client

By GAT AcE 3000 Tnterface | g GaT ACE 7000 Interface | g GATMatrix Synchronizer | Plig GAT Relawx Interface By 185 RemoteSync Interface

Configuration:

1
Display Name TBS RemoteSync
Remote Location | 127.0.0.1

Port Number 80
TBS_AuthKey

Use S5L False
Use Https False

Client ID
Application specific ID for the interface dient.

OK Cancel

Figure 4.14 - TBS RemoteSync Interface window

The TBS clients can be added in the “Interface Clients” field on the left and the settings for the selected client are
defined in the "Configuration” field to the right. The following settings are possible:

- Client ID:

- Display Name:

Remote Location:
Port Number:

TBS_AuthKey:
Use SSL:

Use Https:

www.gantner.com

Each client is identified via this ID number. The number must be unique for all
clients.

The name of the selected server (client). This name is only used to display the
client in the status window of Matrix.

Domain or IP address where the TBS WebEdition software is installed.
Remote port number for connection (must match the port via which the TBS
WebEdition software is configured). The default value is "80". A value of "0"
means that connection will not be made.

Authentication key to access the TBS RemoteSync service.

This option can be used to enable encrypted communication using TLS for the TBS
software. If this is enabled for TBS, set this option to "True" in Matrix as well.
Otherwise select “False”.

If this option is set to “True”, the connection will be attempted with https.
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4.5 Language selection

The Matrix user interface can be displayed in different languages (German, English, French, Spanish, Catalan).
Select “Options” from the “Tools” menu to access the configuration window. In the configuration window, select the

“General” tab to change the application language. The following configuration window opens (see Figure 4.15).

3 Configuration s

% | 2« @ & B &

General Global Network Person Opticonal Fields Licence
Confirm delete ] Yes
Show security warnings @ Yes
Language ien-US English (United States) Rl 1)

Voice instructions for fingerprint reading [ ] Yes

Figure 4.15 - Language selection

Select the desired display language and click "OK". You must either log out and log in or restart Matrix for the
language to be activated.

4.6 Login

48

Login

G a n tn e r The login window is displayed after starting Matrix. Enter your

username and password to begin using Matrix.

Username
Password
Password recovery.

Cancel

Figure 4.16 - Login window

» Enter a valid username into the "Username" field.

i After installation, the username "SYSTEM" is predefined and the password for this user is "GAT".

» Enter the password. Note that the password input is case-sensitive.

NOTE! It is highly recommended to change this password after the initial login for security reasons. See chapter "5
OPERATION" for information about how to define users.

The main window of Matrix is displayed after logging in.

HB_Matrix--EN_71 www.gantner.com



Gantner

Matrix
First Startup of Matrix

f:f After login, Matrix checks if doors in GAT ACE 3000 and/or doors and locations in GAT ACE 7000 have
J_ changed since last working in Matrix. If so, this is shown in the status bar of Matrix.

Maintenance Staff @ CLE . || Special Day Type 6
Gnarial Nau Tuna 7

me Plans | Door Tim¢

[¥/] sShow Special Rights [¥] sShow Personnel Time Plans Show Offiine Confiicts

3 Database size: 0,012 GB [@ Import doors required | @ Import locations required | Connected: 0, Disconnected: 19, Commands: 0 @ | GATACE @ | Offline door changes (8 doors)

Please note:

- If another user imports the doors or locations, this message is only deleted for the current user after Matrix is
restarted.

- If a GAT ACE installation cannot be reached during startup of Matrix, these messages are also shown.

4.6.1 Two-factor authentication

It is possible to implement two-factor authentication for the login of each user. In addition to a password, it is then
also necessary to enter a PIN code, which is continuously regenerated in real time using an app on a smartphone (=
second factor). To enable two-factor authentication for a user, proceed as follows.

» For the role that is to use two-factor authentication, select the relevant option in the role settings (see also "9.2
Role management").

® Edit Role
Parent Role SYSTEM -
Role MName Editor
Editor
Role Description
Role ID 3
AD Group v
Enforce two-factor auth
Permissions D Mame C R u D E G
Perzonnel Time Plan Management |:|
Device Time Flan Management D

Figure 4.17 — Role management -> activation of two-factor authentication

» Every user assigned to this role must install an app for two-factor authentication on their smartphone (e.g.,
Google Authenticator or Microsoft Authenticator).
> Links for the Microsoft Authenticator:

JETZT BEI #  Laden im
» Google Play ® App Store

www.gantner.com HB_Matrix--EN_71 49



Gantner

Matrix
First Startup of Matrix

The two-factor authentication must be configured once for each user. To do this, you as a user have to do the
following.
» First, enter the username and password as described for normal login and confirm with "OK".
o Information is displayed that the two-factor authentication must be configured.
» Confirm with "OK".

o The following window is displayed.

3 Two-factor Authentication Configuration

Manual entry key GFVUKSQGSIVAN 2YNYVMEKZKFOVATO 32U0B3FEZCVIR GGMASZKIGVUNCYMFFL 255T

Enter the PIN to verify
3 ot verified Verify

In order to setup a second factor, you must install a mobile app that supports TOTPs (Time-based One-time
Password). Commonly used apps are:

- Google Authenticator

- Microsoft Authenticator
- Authy =
Scan the QR code or enter the manual code in the app to setup the second factor, After successful setup, each
login must be verified with the latest two-factor PIM shown in the app. More detailed instructions can be found in
the GAT Matrix documentation.

Cancel

Figure 4.18 — Configuration of two-factor authentication

» Now create a new account in the app on your smartphone.

» Enter the key generated by Matrix for two-factor authentication in the account on the smartphone. To do this,
scan the barcode via the app on the smartphone. If this does not work, you can also type the code in manually.

» The authentication app creates a PIN code for the account, which you must now enter in the window in the
"Enter PIN for verification" field. The entry must be confirmed by clicking on "Verify".

o If the code is valid, the message "Verified" is displayed.

3 Two-factor Authentication Configuration

Manual entry key e —— — = —_—

Enter the PIN to verify 558092

@ Verified
Inorder to set up a second factor, you must install a mobile app that supports TOTPs (Time-based One-time
Password). Commonly used apps are:

- Google Authenticator

- Microsoft Authenticator

- Authy

Scan the QR code or enter the manual code in the app to setup the second factor. After successful setup, each
login must be verified with the latest two-factor PIN shown in the app. Mare detailed instructions can be found in
the GAT Matrix documentation.

Cancel
Figure 4.19 — Configuration of two-factor authentication
» Click on "OK".
o When the user logs in again, the following window is displayed immediately after entering the
password.
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& Two-factor Authentication X

FIM ||

K Cancel

Figure 4.20 — PIN entry for two-factor authentication

o The smartphone app generates new codes at short intervals.
» Enter the currently displayed code and click "OK".

o If the input matches the generated code, you are logged in and can use Matrix.
4.6.2 Password recovery
If you have forgotten your password as a user, contact the system administrator to create a new password for you.
If you are a system administrator and have forgotten your password, you can request a temporary password from

GANTNER Support via email (hotline@gantner.com) or telephone (+43 (0) 5556 73784-492), which you can use to
log into Matrix to enter a new password for your username.

®  The password recovery option must be enabled in the global settings of Matrix (see "4.8 Global settings”) and

1 cannot be used when using Active Directory to log in.

» Click on "Password recovery" in the login window.

o The "Password Recovery" window opens.

Password Recovery

Please contact the Gantner support in order to receive a
temporary password that matches the temporary key.
After you login this way, please change the lost

password.
Username SYSTEM
Temporary key kEN3DIT9

Temporary password

Login Cancel

Figure 4.21 — Password recovery window

» Enter your username into the "Username" field. Pay attention to the correct capitalization.
» Send your username and the value in the "Temporary key" field to GANTNER Support.
o You will receive a temporary password.
NOTE! Leave the password recovery window open until you have received and entered the temporary password,

since the "Temporary key" is regenerated each time the window opens, and the temporary password is calculated
using this key.
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» Enter the temporary password in the "Temporary password" field and click on "Login".

o You are now logged in to Matrix.

» Go to “File” -> “User Management” and change your password to a new, secure password.

NOTE! For security reasons, the following is checked for each password recovery request:

- Who made the request:

- Reason for the request:

- Liability and costs:

4.7 General settings

GANTNER requires the customer's address data and customer number or, if the
request is made via a third party, the declaration of liability on the behalf of the
customer.

Furthermore, the agreement of the facility operator or customer with signature
(name in block letters) and contact details for queries are required.

Please tell us the reason for the restoration.

Information regarding GANTNER Support’s disclaimer and costs (15 minutes
technical support).

To configure the general settings of Matrix, select the "Options" menu item in the "Tools" menu and go to the
"General" tab. This window is automatically displayed when starting Matrix for the first time.

Figure 4.22 - General settings

- Confirm delete:

- Show security warnings:

- Language:

& Configuration -
ek S : (] A1 g )
c oA N i g

e | & ¥ a 92

General Global Network Person Optional Fields Licence
Confirm delete [ yes
Show security warnings Ef Yes
Language en-US English (United States) Ml i)
Voice instructions for fingerprint reading [_] Yes

When this option is selected ("Yes" is marked with a tick) a window will open
whenever you try to delete any object or setting in Matrix (e.g., when deleting
a person, controller, or time plan). You have to confirm the deletion with "OK".
If this option is not selected and you delete an object, the object will be
deleted without additional confirmation.

When this option is selected, security warnings that open for certain actions
while working with Matrix will be displayed. This setting is recommended for
advanced users, who have knowledge of these warnings, to speed-up their
work process. An example for this warning can be seen when a personnel
time plan is being deleted. Matrix will display a message that the time plan is
still assigned to a person and also the number of active assignments for the
personnel time plan.

Here the display language of Matrix can be selected (see "4.5 Language
selection").

- Voice instructions for fingerprint reading:
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If this field is selected, additionally to the text instructions a voice will guide
through the process of reading fingerprints of persons (see "5.6.7 Scanning
fingerprints").
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In the global settings, there are different options about the updates and licenses defined and it is possible to activate
certain functions. The difference to the "General Settings" is that the global settings are valid for all users of Matrix
and the general settings are only valid for the currently logged-in user.

In order to define the global settings, select the menu option "Options" in the "Tools" menu of Matrix and then open

the "Global" tab.

. M Configuration — O *
i ) . s ] 3 P } '\‘
% W @ e 2 ]
' General Global Person Opticnal Fields Licence
Capture thread fingers Yes
Auto update door control Yes
Extended selection [Jes
Enable Multi-site Policy Yes
Enable blocklist Yes
Enable TBS Synchronization Yes
| |Person width 150 2
Door width 0 2
Auto logout time (min.) 17
Reporting default path | Y
Auto create reports |:| ‘Yes (using Matrix Import Service)
Auto create reports language | Invariant Language (Invariant Country) -
Enable Password Recovery Yes
Collect usage statistics Yes
! Prevent upload to GAT ACE [ ] Yes (other dients are unable to upload changes to GAT ACE)
oK Cancel

Figure 4.23 - Global settings

- Capture fingerprint:

- Capture threat fingers:

- Auto update door control:

www.gantner.com

The identification or verification of a person can also be completed via
fingerprint provided the corresponding hardware is installed. Therefore, you
must mark this option, or else the identification with fingerprint is not possible
(this is then set in Matrix).

A person can trigger a silent alarm by identification with a finger that was
defined as the "threat finger" in Matrix. If the option "Capture threat fingers"
is marked, the possibility to capture up to two threat fingerprints will be
available when capturing the fingerprints of persons (see “5.6.7 Scanning
fingerprints"). If this option is deactivated, the capturing of threat fingerprints
is not possible.

If this option is selected, the door states in the door control module will
automatically be updated. Else one must press F5 to update the states
manually.
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- Extended selection:

- Enable multi-site policy:

- Enable blocklist:

- Enable TBS Synchronization:

- Auto. import bookings:

- Person width:
- Door width:
- Auto logout time (min.):

- Reporting default path:

- Auto create reports:

- Auto create reports language:

HB_Matrix—EN_71
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If this option is selected, all persons or doors in a person or door group will
be selected at once, if you click with the mouse onto a person group or door
group header. This is, for example, helpful if you want to select many
persons, or else you would have to select each person one by one.

The multi-site policy is used to restrict a user/location to only see/edit
specific door and person groups (see "5.9 Multi-site policy"). This function is
linked to the locations in GAT ACE 3000, GAT ACE 7000, and ProAccess
SPACE ("Partitions") and also allows different corporate calendars to be
used for the different locations (see "6.2 Locations").

NOTE! Enabling the multi-site policy can result in extended loading times.

NOTE! If you change the multi-site policy setting (enable when disabled, or
vice versa), you must log out of Matrix and log in again for the change to
take effect.

NOTE! Multi-site policy rules in Matrix Web allow users to utilize location
and organization filters. The corresponding Multi-site policy license is
required for this function; otherwise, it will not be supported.

If this option is checked, the blocklist can be used globally for the entire
access control system. This is only relevant when offline doors are being
used in CardNET or Hotel mode. When online doors and offline doors are
only being used in WINET or Read-Only mode, the use of the blocklist has
no advantage. For further information see "5.10 Data carrier blocklist".

This option is displayed after the TBS Integration license has been activated
in Matrix. Select this option to allow the TBS fingerprint reader system to be
used in Matrix.

This function automatically imports bookings from GAT ACE to Matrix. To
use the function, the import persons service must be installed and

configured (see "5.7 Import persons").

SPACE Synchronizer is used to import the bookings from ProAccess
SPACE.

Define the width of the person column (left-most column in the authorization
matrix) in pixels. Default value is 150. Value range is 50 to 500.

Define the width of the door columns in the authorization matrix in pixels.
Default value is 30. Value range is 25 to 75.

Here you can enter a time in minutes after which the current user will be
automatically logged out if continuously inactive during this time.

This and the following two options refer to “reports”, which provide an
overview of the authorizations for each person. This can be found for each
person in their personnel data under the "Reports" tab (see "5.6.1 Defining
personnel master data").

For the default path, you can see where the reports should be placed when
increasing.

If the option for automatic creation is enabled, the person reports are created
every hour. If the option is not enabled, the reports are not automatically
created.

In the language selection field, select which language should be used for the
reports.
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- Enable Password Recovery:

- Collect usage statistics:

- Lock upload to GAT ACE:

4.9 Network settings

Gantner

When this setting is enabled, the “Password recovery” option is displayed in
the login window allowing a user to reset their password with assistance
from GANTNER support if they forget it (see "4.6.2 Password recovery").

If this field is selected, anonymized telemetric data about the usage of Matrix
is transmitted to GANTNER Electronic. This data includes PC information
(shortened IP address and GUID), usage statistics (e.g., reaction times), and
error messages, which helps us in developing new features for Matrix. This
information does not include personal information. You can deactivate the
recording of this data by deselecting this option.

This function allows an administrator to block other clients from uploading to
GAT ACE. If the option is selected, the "Upload Doors" button of all other
clients will be deactivated. Also, the Import Service can no longer load data
to GAT ACE. In addition, you can choose whether all other clients should be
closed. If so, the clients have 5 minutes to complete their work before Matrix
is automatically closed. A client can then no longer be started and receives a
corresponding error message at startup.

The network settings are described in detail in chapter “4.4 Settings of the network services (clients)” and the

subsequent chapters.

www.gantner.com
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4.10Settings for person display
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These settings define the functionality for adding and editing persons (see "5.6 Editing the master data of a person
in the authorization matrix ") and how each person is displayed in Matrix.

3 Configuration

o

Default valid days

Default display name format

Person pictures
Person pictures setting
File name pattern
Default picture path
Person status color

Person deactivated

4 & 2 &

General Global Network Person | Optional Fields Licence
Default valid from 00:00
Default valid until 23:59

Last Name First Name

Pass data carrier without asking [] Yes

Save pictures with a file reference
Lastname_firstname

Ci\Users\wegr\Desktopit

I 123; 128; 128

Ap[|dp |dr

]

No data carrier [ 255; 255; 0 -
Person was valid I 0; 0; 255 v
Person will be valid [ 144; 238; 144 -
MNormal Access I O; 125; 0 -
Diata carrier update required I 205; 92; 92 -
Salto Space default values
Key options
Use extended opening time es Use office function [ ves
Override privac Yes Use antipassback Yes . . .
privacy = P O This area is only displayed
Override lockdown [es Enable auditor in the key Yes if ProAccess SPACE
Set lockdown [ ves synchronization is enabled
(see description below).
Key revalidation
Revalidation of key expiration [ Yes Update period 31
Unit of update (® Days () Hours
oK Cancel

Figure 4.24 - Settings for person data

The following settings are available:

- Default valid from/until:

- Default valid days:
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Here you can specify the times to include by default when adding
authorization data for people.
Here you can specify in number of days an authorization validity period to
include by default when adding authorization times for people.
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- Default display name format:

- Pass data carrier without asking:

- Personal pictures:

- Person status color:

www.gantner.com

Gantner

Here you can select how Matrix handles the names of the users, i.e.,
whether to display the first name or the last name first. This is especially
useful in connection with SALTO's ProAccess Space to ensure that the
sorting and filtering of persons in the booking display works as intended. If
this option is set differently in Matrix and SPACE, bookings will be displayed
with, e.g., “Max Muster” on GANTNER devices and “Muster Max” on SALTO
devices.

Note: As of Matrix version 5.1, the name of a person is no longer used to
link the person between the Matrix and ProAccess SPACE, but the "Ext ID"
number is used instead. See also "5.6.2. Settings for persons in ProAccess
SPACE".

When this option is selected, you will not be asked to confirm your request
when assigning an expired data carrier to another person. The data carrier is
unassigned from the original person without a confirmation message and
assigned to the new person. When the option is not selected, a message is
displayed asking you to confirm the action.

In this field, you can configure the settings for the use of pictures in personal
data (see "5.6.1 Defining personnel master data").

If "No person pictures" is selected, images cannot be used.

With "Save pictures in the database" the images are saved in the database.
This can lead to the database becoming relatively large.

With "Save pictures with a file reference", only the paths to the images are
saved. These must be in a folder accessible to Matrix. You can define how
the images are named and the default image path where the images are
saved.

Here you can assign colors to distinguish between the different states of
people displayed in the matrix.

Pffice Staff @

eS Mal MAT Mal
glis G Mal MAT Ma1
ynolds & .|0P loP  loP
tton J Mal MAT Mal
Brown 2 Mal MAT MA1
pilliams S Mal MAT Ma1

The following states can be defined for each person:

- [REERICEEIEIER:  This state is assigned to a person who is still saved
in Matrix but deactivated in the access control

system.
- No data carrier: The person was added to Matrix but there is
currently no active data carrier assigned.
BPcrson was valids The validity period of the person has expired. The
person has no authorization in the access system.
- Person will be valid: The person was added, and a data carrier

assigned. A validity period defined for the person
has not been defined yet.

[Normal access The person is currently valid (active validity period,
if defined, and valid data carrier assigned).

D i ired

- For persons with this status, authorizations must be
changed, and the data carriers of the persons must

HB_Matrix—-EN_71 57



Matrix
First Startup of Matrix
- Salto Space default values:
- "Key options":
- "Key revalidation":
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therefore be rewritten. This is necessary for SALTO
doors because the authorizations are stored on the
data carriers.

This area is only displayed if the "Salto ProAccess Space Synchronizer" is used
and enabled. This setting can be found in the "Tools" menu -> "ProAccess
Space Synchronization".

¥ Salto ProAccess Space Synchronizer

Source Type

aflc Aflc
Use Synchronizer I

Person [8] E
Transport protocol HTTP -

Person [10] Inser
Host v-wegr-win 10

Persnn 111 Tn=er

In this area, the default values can be defined for the data carriers/ID cards of
persons that are assigned when they are added to ProAccess SPACE (e.g.,
when imported from an HR system). These settings can be modified and
adapted individually for each person in the personnel database.

In this area, the default values can be defined for the validity of data carriers/ID
cards of persons that are assigned when they are added to ProAccess SPACE
(e.g., when imported from an HR system). These settings can be changed and
adapted individually for each person in the personnel database. The validity
period can be entered in days or hours. Select the relevant option under the
input field.
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4.11Optional fields for personnel data

With optional fields a user can add self-defined new fields, which are then displayed with the personnel data (see
"5.6 Editing the master data of a person in the authorization matrix ").

®  Optional fields are also used for license plate recognition. This function requires at least one optional field of
the type "License Plate" to be defined. Each person's personal identification number can then be entered in
the personal data. Multiple license plate fields are also possible and Matrix checks every license plate entry for
uniqueness.

NOTE! It must be noted that the person with the license plate number is using one or more active data carriers with
the data carrier type defined for license plate recognition. This data carrier type is set in GAT ACE 7000 on the
"Cameras" tab via the "Card type" setting.

: ] \
e | J 3 Optianal figkds
Master Data | Fingerprint Master Data | Fingerprint | Optional fields |
<Mew it 111 9

Person inactivate D

Personnel number 2876
Title

First name D
Last name Smith

PIN Code

Figure 4.25 - Optional fields in the personnel data

To edit the optional fields, select "Options" in the "Tools" menu and then click on the "Optional Fields" tab. The
settings are described in the following window.

3 Configuration - X
@ @ @ & B &
W () _
General Global Network Person | Optional Fields Licence

Add optional field
Remove optional field

OK Cancel

Figure 4.26 - Optional fields
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On the left side the optional fields are displayed. At the beginning, this list is empty. With the button "Add optional

field" you can add a new optional field and
optional field to the left.

& Configuration

w w @ &
W ‘ @
General Global Network Person
Data
Data type

Default value
Format
Import option

Minimum value

Value list
General

Caption

Sort order

Tooltip
Add optional field

Remove optional field

Figure 4.27 - Optional fields, new field created

If an optional field is selected on the left, th

Maximum value

with the button "Remove optional field" you can delete the selected

)

EEE
2
Optional Fields Licence

Text

Validate imported data
0
]

<New item>
0

OK Cancel

e settings for this field can be entered in the fields to the right. The

information is separated into "General" and "Data" fields:

General (the same for all types of optional fields):

- Caption: An arbitrary name for the field. The optional field is shown in the
personnel data with this name.

- Sort order: If several fields are present, this number will determine how all the fields
are sorted and displayed in the personnel data.

- Tooltip: A short description for the field can be entered here. If the user moves

the mouse cursor over the question mark in the personnel data nest to
this optional field (Z| ), the tooltip entered here will be shown.

Data (depends on the type of field):

- Data type: Here the type of the optional field is selected. This selection also
determines, which further fields will be displayed. The following data
types are possible: Number, Text, Time, Date, Checkbox, Long Text, and
License Plate.

- Format: Here you can enter a template in order to format the data in the optional

field. For example, the display of the date and time can be formatted like

this:

Input = "dd.MM.yyyy HH:mm:ss"

Output = "30.03.2012 09:10:22"

Define how the optional fields are managed during import:

- "Validate imported data": During import the data of the optional field is
validated (e.g. when setting the data type to "Number" it will be
checked if a number is imported and not a text string). If the import is
not valid, the invalid value is ignored and will not be imported.

(all data types)

- Import option:
(all data types)
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- "Extend with imported data": With this option, the personnel data will be
extended by the imported field.

- "None": The imported data will not be validated. In this case it is
possible that invalid values will be stored. If, for example, the value
"Office 3" is imported even if only a value list with the values "Office 1"
and "Office 2" is allowed, the value "Office 3" will be imported but the
value list will not be automatically updated.

- Default value: The value entered here will be used as standard value for all new per-
(all data types) sons.

- Value list: Here you can enter a list of predefined values or texts, which can then
(for types "Text" and "Checkbox") be used for the optional fields. The values in this list must be separated

by the hash symbol (#).

NOTE! The difference between the Text and Checkbox types is that
only one value from the value list can be selected for type Text whereas
several predefined values can be selected for the type Checkbox.

- Maximum value: Here you can enter a maximum value for the field. Higher values will
(for type "Number") not be accepted.

- Minimum value: Here you can enter a minimal value for the field. Lower values will not
(for type "Number") be accepted.

1@

Matrix displays the status of the cameras, which are used for license plate recognition, in the dashboard (see
"5.1. Dashboard").

“# One or more optional fields can be used for vehicle license plate recognition, for which you then must select
"License plate" as the data type.

4.12 Activating Matrix

After installation, a valid license for Matrix must be entered (either by manual input of the license code or via a
license file). After the license it is further necessary to activate Matrix. If Matrix is not activated, it cannot be used
anymore after 14 days past installation.

To enter a license and to activate Matrix you can select the menu item "License Information" in the "Help" menu. A
detailed description about the licensing can be found in chapter "10. LICENSE MANAGEMENT".

4.13 Multi-user capability

Matrix offers the possibility to operate simultaneously on several workstations being used by different users. To
achieve this functionality the Matrix Client must be set up correctly as a mediator. See "4.4.3. Matrix Synchronizer
settings for multi-user capability".

This multi-user operation can lead to operational conflicts if several users are working on one dataset
simultaneously. Matrix draws your attention to these situations.

Matrix informs you when another user has just changed the dataset that you are currently editing. This is indicated
by a yellow exclamation mark on the "OK" button, e.g., if you want to change the settings of a door and you open
the edit window. If another user opens the edit window, changes the settings, and closes the window again while
you are still in the edit window, a yellow exclamation mark on the "OK" button is shown. This means that saving
your changes is no longer possible and you must close the window and reopen the dataset for editing.
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[] show door state
[] show relay state
[T] show general state

[] show general monitoring state

Abbrechen

Figure 4.28 - Dataset was changed by another person indicator

Furthermore, it is possible that a dataset is deleted while you are editing it. In this case, a red "X" is shown on the
"OK" button.

[] show door state
[[] show relay state
[C] show general state

[] show general monitoring state

Abbrechen

Figure 4.29 - Dataset was deleted by another person

The updating of the user interface according to the previous principle is implemented for the following areas of

Matrix:

- Access overview - Persons/door group window
- Relay plan overview - Door window

- Booking overview - Time plans

- Time plan overview (personnel- and door time plans) - Operation calendar

- Personnel window - Relay plan window
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5. OPERATION

After starting and logging into Matrix (see previous chapter), the dashboard area of the main Matrix window is
displayed first. Use the buttons in the upper toolbar to switch between the different areas.

5.1 Dashboard

3 GAT Matrix - a X
File Tools Help
o 4 ~ g 5 1 & [ <
1| @ | # © 8 & B 8 B ¥ % & . B g ® 9
ccess Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control | Upload Doors Download Bookings Import Persons ~ Key Management PPD Management | Personnel Timeplans Logout
R
3 w
s £ 8 |4
I 8
2 540 2 g 25
> ; z 2 B | 50| 52
Q9 5| 5 |E £ | 28| B¢
e ! active alarms o= 2 e T
- £ ] 1jeaTA.. | 0| O 0 11 0'@
doors to load battery warnings
27 9 doors: 0 [} sieaTA.. | (O | O 0 3 34229 '@
lockers: 0
defined doors ;E persons Qj I 2
46 of 100 - online doors 13 - not valid data carriers
50 of 100 - offline doors 6 - no data carrier
— K di 4 39 - assigned
2 - time switches pace key update requiref 3 - in blocklist
0 - Salto doors
»
<] & »
: 0| 0| 4 6l 11 § | °
v -.7] S g 2
\ B : \f : @ £ £ £ 3
online free lockers »C  online personal lockers - cameras & 3 £ 4
inuse: 0 in use: 0 0 - online L] 1| Matrix Synchronizer | V-WEGR-WIN10
assigned: 0 6 - offline/with error (-] 1| ProAccess Space ... | V-WEGR-WIN10
© | 1Matrix V-WEGR-WINIO | SYSTEM User
3 Today Week 1Month 3 Months Year Al
4a From 09.10.202300:00 ~ |Until |15.10.202300:00 ~| wp '|Allbookings - Apply
26
21 09.10.2023 - 15.10.2023
16
1
4 E
1
09.10.2023 10.10.2023 11.10.2023 12.10.2023 13.10.2023 14.10.2023 15.10.2023
Bookings Chart
Connections Door notific. Lockers Logins Dashboard
@ Database size: 0.038GB | [ Import doors required | Person Import @ | GATACE: @ | Offline door changes (50 doors) %8| Relax2020: @ | Salto ProAccess Space: @

Figure 5.1 - Main window (Dashboard) of Matrix

Here you will find the most important information about the access system at a glance, divided into the following
areas:

1 — Dashboard icon: Displays the dashboard in Matrix.

2 — System information: Shown here are tiles with current information about the access system in Matrix:

- Doors to load: The number of offline doors that still have to be loaded with the
latest configuration or authorization data (see "5.18.2 Uploading
offline doors").

Note: By right clicking on this tile, you can select "Show list", i.e.,
the door list opens in the right column (5). In addition, a report on
the doors to be loaded or a complete report in text form can be
copied to the clipboard for pasting in an editor program. The
complete report contains a listing of all doors to be loaded, alarms,
battery warnings, and the locker status of free and personal lockers.
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3 - Booking period:

4 - Booking activity:

5 - Tabs:
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- Battery warnings: The number of offline doors where the battery level is (almost)
discharged and must be changed.

- Active alarms: The number of alarms present in the system. The alarms for the
doors (GAT ACE) and lockers (Relaxx) are displayed separately.
Alarms can be acknowledged via the door management matrix, a
building management system, the GAT Mobile Access app, or in
the Relaxx software. For systems with the GAT DC 7200, the
alarms can also be acknowledged via the web interface of these

controllers.

- Defined doors: The number of online and offline doors in Matrix and display of the
max. possible number of doors (according to license).

- Persons: The number of persons defined in Matrix with additional display of

invalid persons (their validity period has expired or begins at a later
date) and persons without data carriers.

- Data carriers: The number of data carriers defined in Matrix. Also shown are the
number of data carriers assigned to persons and the number of
data carriers currently entered in the blocklist (see "5.10. Data
carrier blocklist").

- Online free lockers/personal lockers:

The number of available and currently occupied (locked) lockers is
displayed here when using and connecting the Relaxx locker
management software and user display authorization. For the
personal lockers, you can also see how many lockers are assigned
to people or data carriers.

Note: By right clicking on this tile, you can "Show list", i.e., the door
list opens in the right column (5). In addition, a report on the doors
to be loaded or a complete report in text form can be copied to the
clipboard for pasting in an editor program. The complete report
contains a list of all doors to be loaded, alarms, battery warnings,
and the locker status of free and personal lockers.

- Cameras: This field displays how many cameras have been configured for
license plate recognition and how many of these cameras are
online or offline. The cameras are defined in GAT ACE 7000. The
vehicle license plates are assigned to the persons in their personnel
data (see "5.6.10. Settings for license plate recognition”).

Select the period for which the booking activity (see 4) is displayed.

Here you see the number of bookings recorded by the controllers in the system for the
selected period. The bookings include entries and exits, access attempts by persons,
alarms, system messages, error messages, etc. The bookings must be read first for the
correct number to be displayed (see "7. BOOKINGS").

Connections: The upper section of this tab shows the connections to the GAT ACE
installations. Green signals an active connection with red signaling a disconnection from
the respective GAT ACE client. The lower section displays the connections to other
software components, e.g., Matrix Synchronizer (for the multi-user function) or GAT Mobile
Access Management and lists the users who are currently logged into Matrix.

Door notifications: This tab shows the current messages such as loading information, the
battery state of offline doors, UPS states, and alarm messages for the doors in Matrix.
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Door notifications

Client 1d
Address

o
c
e}

=

Office WiN

e =Y

Connections Door notific...

Office 2,27

Office 2.37
Office 2,26
Storeroom ...
Office 1.16
Office 1.23

u =
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% op @
= | = @™ | @
s 2 5 &5
Wil
Wil
Wil
0|e
0|e
0|e
0|e
Lockers

i @x | Offline deor changes (30 doors)
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X
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E |5 i c
% |2EgE ¢
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o |EWmET —m
e (e @ @
e (e @ @
e (e @ @
e (e @ o .

Logins Dashboard ...

%4 User: SYSTEM User

Lockers: Shown on this tab are all lockers (if Relaxx is used) and the locker numbers and

locker groups.

Locker Group 4 | Locker number &

Freie Schrankwah...
Freie Schrankwah...
Freie Schrankwah...
Freie Schrankwah...
Freie Schrankwah...
Freie Schrankwah...

3
[
7
3
9

10

State

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Mode

Freelocker -
Freelodker

FreeLocker

FreeLocker

Freelodker

Freelodker

Logins: This tab displays a list of all user logins recorded for Matrix (with date and time).

Login Time
3/10/2020 9:23 AM
3/10/2020 9:20 AM
3/10/2020 9:01 AM
2{28/2020 2:07 PM
2/28/2020 1:57 PM
2/28/2020 8:00 AM
2/27/2020 10:17 AM

User

SYSTEM User
SYSTEM User
SYSTEM User
SYSTEM User
SYSTEM User
SYSTEM User
SYSTEM User

Machine Name
V-WEGR-WIN10 -
V-WEGR-WIN10
V-AWEGR-WINIO
V-WEGR-WIN10
V-WEGR-WIN10
V-WEGR-WIN10
V-WEGR-WIN10

Dashboard Configuration: Use this tab to hide or show dashboard elements by selecting or

deselecting the options.

Dashboard Configuration o

Visible

REEREEE &S]

Panel Type

Battery warnings

Alarms
Doors
Persons

Data carriers

Booking information
Free lockers
Personal lockers

l You can arrange the tabs by dragging the header of a tab to the desired position.
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5.2 Main window

The main window of Matrix is blank after the first start and login. The following figure shows an example of the
authorization display ("Access Rights" icon) after access terminals (doors) have been imported from GAT ACE and
persons have been created in Matrix. In the example, the persons have been assigned access rights.

I GAT Matrix — [m] e
1 File Tools Plugins Help |
(v B ) Lo (¥ I 7
@ % 0 B @ B B $ ¥ % & .| @ @ @ 9
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control GAT Matrix Export | Upload Doors Download Bookings Import Persons | Personnel Timeplans Device Timeplans Corporate Calendars || Logout
@ X X X X X X W [ W WWom @O M M @@ W [« A [
Plan Abbreviation Description Display.
M
3 i bl ] ‘ 1[10p Inmer ohne PIN [}
Gantner § - 2 ElEl (5| E| 2| o5 5 [ feal egestehes | ]
2 2 - sl Einlg B 5|t 5| el 5 2 £ ‘ 3| maz Angestelte Spez. =1
2 2|~ o o 8l gl |82 g5 23688 g8 Blalk g £ 5[]« 4/rE R =
S ez 5/ 8|8 £ |8\ z|E|2/2& 2|2 : 2 F B £ £ £ o o einigung
2 38 & 8 &8/ &8 £ 5 &8 & £/ 5|5 2 & A 1w £ & 5 S5 & & “« 55 Service =
1 1241 1-28.1 1282 1-28.3 1-26.4 1-2461-21.51 3 1-26.41-12.700-12 600-12.20 1-7.2 1-7.21 1-26.2 1-26.1 4  Salto 18.12 168 5 8 1-1221€12.203 2 Salto | 4 6t test [}
Angestelite e IoP. 1P 1P 1aP [MAT| MAT MA1 MA2
R. Mller MA; AT | MAT MAT MAT | MAT MAT | &/ loP loP \DP. loF AT | MAT MAT SHES loP 0P M1
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H. Briicker Ml | MAT [ MAT A1 | MAT | MAT HAT | o IoF IoF | TP I | loP Mat (M1 | at HEE 0P | IoP
M. Ganahl MAT AT |MAT MAT MaT MAT Ma1 ) loP loP IoP | 1P WAt | MAT Mal SHES loP 0P T e |
Gantner Salto
L. Zwerger MAT MAT | MAT MAT MAT MAT MA1 MaZ MAZ MA2 MA2 MAZ | MAT|MAT MAT NS loP 0P Time plans: 2-MA1
. Heudum Ml | MAT [ MAT A1 | MAT | MAT WAT | o IoF IoF | IR IoP | 1oP Mat [MAT a1 RS 0P | IoP Corporate Calendar: Kalender AUT
A, Kirchschlager MAT MAT | MAT MAT MAT MAT M&1 loP loP loP | 1P MAT MA2 MAT e loP IoP 2 04 6 &8 W0 12 M 16 B W B
B. Kickert 1P | 1oF [ 1oP | oP | IoF [ 0P | Iof | & IoP IoF | IgP | IoP | IcF | IoF MAT MAZ ha (S 1P | IoF" Monday [ I I !
Tuesd:
. Madiener Ml | MAT | MAT A1 | MAT | MAT WAT | o IoP 1o | 1oP | 1oP | IcP | IoP Mat | MAT | a1 [ 1P I W”Ej avd : : : :
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. Altman Mkl | MAT [ MAT Mal | MaT |MAT HAT | o oF ER A S | 10p | 10p [HEE 1oP | IoP Thurscay ‘ i i 0
K. Schlacher MAT AT |MAT MAT MaT MAT Ma1 loP o 1P leR oF TR WAt | MAT Mal SHES loP 0P Friday [ | I 1
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8 | @ Database size: 0.044 6B | [{ Import doors required | @ Import locations required | Persen Import GATACE @ | Offline door changes (49 doors) 9| Relax 2020: @ | Salto ProAccess Space: @
Figure 5.2 - Main window of Matrix with authorization matrix
The main window is divided into the following areas:
1 - Main Menu: Access all functions of the Matrix application by selecting the various menu items.
i . . . . . . " . "
2 - Toolbar Buttons: Access important functions directly with one mouse click. With the "Access rights" icon,

you can display the access rights area at any time. Depending on the features or
licenses that are enabled or disabled, some of the icons may not be displayed, e.g.,
Key Management and PPD Management are only displayed when the SALTO
ProAccess SPACE software is being used.

3 - Main Area: This area is the main information window. It can show different information such as the
authorization matrix (shown in Figure 5.2), the bookings list, or the time plans.

4 - Logout: By clicking on this icon, the current user is logged out of Matrix.

5 - Time Plan List: Here all defined time plans (personnel or door time plans) are displayed and can be

assigned to selected persons or controllers respectively.

6 - Time Plan Info / Search: Three different types of information are shown here depending on which view was
selected with the tabs at the bottom of this area:

a) Settings of the time plan that is selected in (5) or the time plan assigned to the cell
selected in (3). If no time plan and/or an empty cell in (3) is selected, no information
is displayed here. You can also see which corporate calendar is assigned to the
selected door.

b) List of the persons or controllers (or doors) with search function. The hierarchy of
the "locations" of GAT ACE 7000 is also displayed in the door list.

c) Legend that describes the icons used in the authorization matrix.
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7 - Options:

8 - Status Bar:

(YU VISV
‘

Show Spedial Rights

www.gantner.com

@ Database size: 0,035 GB

Gantner

These options allow you to change the display mode of the matrix and the terminal

loading function:

a) "Show Special Rights": When this option is selected, the matrix fields that
have the "special rights" option assigned are marked with a black dot,
otherwise this dot is not shown.

b) "Show Personnel Time Plans": When this option is selected, the assigned
time plans are shown in the authorization matrix (with color and
abbreviation). Otherwise, the matrix will be empty.

c¢) "Show Offline Conflicts": When this option is selected, problems with offline
rights are indicated with a yellow exclamation mark in the fields concerned
— for both individuals and doors as well as directly in the respective
groups. Such problems can arise if too many offline rights are defined for
a person (i.e. for a data carrier) so that those offline rights cannot all be
saved on the data carrier (see "5.18.2 Uploading offline doors").

For offline doors with the Read Only function (or in GAT ACE 3000 also
with CardNET), only the “Valid to” time of the validity period is written onto
the data carrier. Therefore, the "Valid from" time must be in the past and
not in the future. Offline conflicts for these doors are indicated by a yellow
triangle with exclamation mark and a clock icon when the valid from date
is set in the future.

d) The offline conflicts are computed by Matrix each time authorization data
is changed. As this computation can take a long time it is executed as a
background process and the progress of the computation is indicated by a
blue bar below the option fields.

The status bar shows various information about Matrix (e.g., the connected controllers

and logged-in user), for example:

Show Personnel Time Plans Show Offine Confiicts

Personnel Time Plans Door Time Plans Persons

[] Specialday = [l Import doors required | Person Impert GATACE: @ | GATRelacc @  TBSRemoteSync @ | Offline door changes (S0 doors) %9 User: SYSTEM User

The following information is shown:
- Logged-in user

- Connection status to GAT ACE, Relaxx, and SALTO ProAccess Space (if used).
A green dot indicates that the connection to the respective GAT ACE / Relaxx 2022
/ TBS / Space system is active. A red dot indicates that the respective connection
could not be established.

- Number of connected and disconnected controllers and number of commands that
are still to be sent to the controllers.

- The "CardNET change" footsteps symbol ('l! ) indicates that authorization data for
offline doors has been changed and must be uploaded to the relevant offline doors
with various symbol colors indicating which data is not up to date (see "5.18.2
Uploading offline doors"). When all authorization data in the offline doors is current,
the footsteps symbol is not displayed.

- Conflicts in the authorization data of offline doors (see "5.18.2 Uploading offline doors").

- Notification whether there are changes to the door configurations in GAT ACE 3000
and GAT ACE 7000 since the last usage of Matrix. Changes need to be imported
(see "5.4 Importing doors and locations from GAT ACE").

- Notification whether a special day is active at the current date. The name of the
special day is displayed (for information on special days see "6. CORPORATE
CALENDAR AND LOCATIONS").
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5.2.1 Authorization matrix

You can view the authorization matrix by clicking on "Access Rights" in the toolbar.
Access Rights

The authorization matrix is used to define the individual access authorization of people for each controller. The
doors, which are controlled by the controllers, and the persons are arranged in groups.

Door groups and person groups are displayed in
) XA i M dark gray and can be expanded and collapsed (see
next page).

g — o~
< 3, —
Gantner g ol = ‘TZ‘ The doors are organized in the upper row of the
8 “;i’ . RN ‘E c; % % matrix. Each door has a door name"), which is
T & g g g 3| 3|&| & defined in GAT ACE.
oA | o] :| S O
— nE HEaERE S ’Ij; 'I:P' 'ij“ 2 When a door schedule is assigned to a door, a
—— e R field with the color of the schedule is displayed.
Barnes K MAT M&1 | MaT loP | 1oP | oP | ToP | loP The numbers under each door indicate the GAT
Rice R MAT MAT | MAT IoP | IoF" | |oP | IoP | loP | IoP ACE Client ID (here "1") followed by the door
Inglis G IoP | loP | loP loP | IoP | 0P| loP controller ID ("7") and door number (2). If the
Reynolds A ®a 1| MA2 MAZ MA2 MA2 MA2 MA2 number is red, it is an offline door operating in
Sutton J MAT Ma1 | MAT loP | IoP CardNET mode or Hotel mode. For ProAccess
Brown Z MaT Space doors, the text “SALTO” is displayed here.
Wiliams S MAT MAT | MAT

The persons are listed in the left column of the
matrix.

Assigned personnel schedules are displayed in the
matrix fields.

Symbols next to a person indicate the following information (see "5.14.1
Symbols and color indications used in the authorization matrix"):
.. Problem with the validity period for offline doors
4, ... Problem with the person authorization
£ ... Number of authorizations exceeded

) In GAT ACE 7000, the door name can consist of two components (separated by a vertical line or pipe symbol "|"). The part to
the left of the line is used as the display name in Matrix. The part to the right of the line is displayed as pop-up text when you
hover the mouse pointer over the door name. In the door list (see description on the previous page: field 6, option b in Figure
5.2), both components are displayed in the "Door name" and "Door number" columns.

EEX [« @ pye-. n
Address 4 | Door name Door Number Door Group Organization calendar
g E Afc afc Afc afdc afc
2 2 319 T310E1323551 Door 4 ACES Kalender AUT
~ % § 318 T310E1323551 Door 3 ACES Kalender AUT
N8 F 5 317 T310E1323551 Door 2 ACES Kalender AUT
B z205| £| £ 316 T310E1323551 Door 1 ACES Kalender AUT
| Main Door 1 Main Entrance Bmldlng 2 | ACES Kalender AUT

The clock symbol for a person indicates that there is a problem with the validity period in the personnel data for GAT
ACE 7000 for an offline door with Read Only function (and for GAT ACE 3000 also with CardNET function).

See section "5.14. Defining authorizations of persons in the authorization matrix" for further information on working
with the matrix.

i You can adjust the width of the left column that lists the persons and the door columns in the global settings

(see "4.8. Global settings").
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5.3 Person groups and door groups

6 [0y
z
=

8 E| &/ =

& El §| & o ]

o o |

& €| e | £ Gray arrows:

g £E|E| 5| B\BE There are no plans assigned in this

= i) £ . .
o] SR | ] = N group or they are inherited from other
1-1.2 153 151 152 185 188\ §
N
Office Staff loP w2 groups only.
Management
MAZ MAZ MAZ MA2 MAZ MAZ MAZ MAZ MA2 MAZ MAZ | - Blue arrows:
. MAD. MAZ hA2 (MADIMAD! MAZ MA2 MA2 MA2 MA2 | . -

alas i " " Sl gy e TSNS T M A plan is directly assigned to at least
MAZ MAZ MAZ MAZIMAZ MAZ MAZ MAZ MAZ MA2 MAZ | one door or person in the group.
Maintenance Staff @ CLE
ke CLE | CLE | CLE CLE

Trent T rF rF

Figure 8.3 - Person and door groups

Persons and doors must be assigned to groups.

Groups are shown in darker gray with an arrow (see red marks in the Figure 5.3). A blue arrow on a door group or
person group indicates that at least one door or person in that group is assigned a personnel time plan as individual
authorization. If no personnel time plan is assigned or only inherited, then a gray arrow is shown. The groups can be

expanded or collapsed by pressing the arrow next to the group field. As an alternative, groups can also be expanded or
collapsed by using the context menu, which can be accessed via the right mouse button.

To add a new group, right-click onto the "Gantner" logo and select "Add person group" or "Add door group". A new

group is added to the matrix.

By right-clicking onto a group field a context menu is shown that offers functions to edit (change the group's name),
add, delete, expand, or collapse the groups and to show the bookings that were made for the items in this group.
Furthermore, the bookings of persons / doors within the group can be displayed in the menus. The persons and
doors can be sorted alphabetically within a group and the doors additionally sorted by address.

& Add Person

8% Sort Persons Alphabetically
| soncoues v S
Add Person Group 3==
Edit Person Group
Delete Person Group

Search Person F3

Collapse all Groups
Collapse Group
Expand all Groups

CK>N» BB H

Expand Group
& Show Beckings

Legend

[d Add Door Group
[ Edit Door Group
Sort by Name [% Delete Door Group

Sort by Import ID

[d, Search Door F4
"
Sort Groups v | B3

A

A
¥ Expand all Groups
v

Collapse all Groups
Collapse Group

Expand Group

@ Show Bookings

Legend

Figure 5.4 - Context menus in the matrix

www.gantner.com

[d Add Door Group
[ Edit Door Group
[% Delete Door Group

[d, Search Door F4

Sort by Name Sort Doors >

Sort by Address Sort Groups » S

a

A
¥ Expand all Groups
v

Sort by Name
Collapse all Groups BZ  Sort by Offline Group ID

Collapse Group

Expand Group

@ Show Bookings

Legend
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5.3.1 Moving persons or doors between groups

With the menu item "Move Persons" and "Move Doors" in the Pop-up menus of the groups, persons and doors from
a group can be moved to another.

@

l The moving procedure is identical for persons and doors and described here using the example of persons.

If you select the menu item "Move Person", the following window opens:

3 Move Persons x
Persons Person Groups
Pers Mo Description Current Group Mew Group D Description
v = e e e - v | = e

0| Barmes K Office Staff @ Assign Group 2
0| Brown Z Office Staff 2 | Management
0| Brown Z Office Staff @ HEBIEECTY 3| Maintenance Staff
0| Burgess T Office Staff Insertion mathod 1| Impartgruppe

222 | GRice Office Staff 5 | Visitor Group 1
0| Jennings M Office Staff O Insertat End
0| Reynolds A Office Staff @ Insert & Sort Group
0| Rogers M Office 5taff
0| smith D Office 5taff
0| Sutton 1 Office 5taff
0| Wwilizms 5 Office 5taff

456 | 456 456 Office Staff
0| AbbotT Management
0/ Burgess § Management

Apply Cancel

Figure 8.5 - Moving persons between groups

All persons previously added to Matrix are shown in the left field. Each person has a unique Personnel-ID number
("Pers 1d"). The "Description" column shows the name of the person. The "Current Group" column shows the group
where the person is currently assigned, and the "New Group" column shows the group they are moving to.

In the "Person Groups" list on the right, you can see all the defined groups of persons in Matrix. Only those groups
that have no inherited permissions are listed here. Otherwise, if people were moved to these groups, permissions
would be granted without the user being aware of this.

Assigning a person to another group
- First, select the person (or several persons) whom you want to assign to a new group.

- Afterwards, mark the new group in the right "Person Groups" field to which the person should be assigned.

- In the "Insert Position" field, you can further determine in what position the person will be inserted in this new
group (at the beginning, end, or at the alphabetically correct position).

- After selecting these three settings, (Persons, New Group, Insert Position), click on the "Assign Group" button.
The new group is shown for the marked person(s) in the "New Group" column.

- Additional persons can now be assigned to other groups via the same process.

- In order to cancel the assignment of a person to another new group, select the person and then press the
"Remove Group" button. The group is then deleted again from the "New Group" column.

- For the effective assignments of the new groups, ensure to confirm via the "Apply" button.

NOTE! When a person is moved, the inherited group authorizations are not copied. Authorizations directly
assigned to the persons will be copied.
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5.4 Importing doors and locations from GAT ACE

The doors in Matrix, which are monitored and controlled by the controllers, are imported from GAT ACE 3000/7000
by selecting the “Import Doors and Locations” option from the “Tools” menu. With this option, the locations from
GAT ACE 7000 are also imported into the matrix.

®  When using SALTO ProAccess SPACE software, the doors and locations can also be imported from this
software into Matrix. This is done using ProAccess SPACE Synchroizer (see chapter "5.5 Importing doors and

locations from SALTO ProAccess SPACE").

The import is completed using a wizard that helps you to classify the doors and locations accordingly in Matrix.

» For the import, select "Import Doors and Locations" from the "Settings" menu.

3 GAT Matrix

File MEEIEN Pluging  Help
4 &F Access Code Descriptions
il

Dasl:: &1 Data carrier types

Pool Groups
I Y Import Doors and Locations |

Loc &% Setup Person Import

Namd Completely Upload Doors

@€ s Profccess Space Synchronization
5

Figure 5.6 — Option for importing doors and locations

i The doors and locations are configured in GAT ACE. The door names are also defined in GAT ACE and

loaded into Matrix.

NOTE! The address of the GANTNER offline doors must always be unique in Matrix, i.e., do not use the same

address twice. This is particularly important when operating multiple instances of GAT ACE as the same address
could be used multiple times in every GAT ACE.

o A window opens in which a group must be selected.

[ Door Groups X
P

The imported doors must be assigned to a group.
Flease select a group from the list:

:Import R

CK Cancel

Figure 5.7 - Selecting the door group for import

o The doors added in the next step are inserted in the group selected here. After confirming with "OK",
the following window opens.
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@ Door import -ox
Door import Location import
Existing doors Imported doors Imported locations Imported locations

Door Gr... | ... Interface Id Address Name G... |Interface Id Address Name GAT ACE Id Interface Id Name GAT ACE Id Interface Id | Name
- »

Existing doors Imported doors | Imported locations Imported locations
Door Gr... |G... | Interface Id Address Name G... |Interface Id Address Name GAT ACEId Interface Id | Name GAT ACE Id Interface Id Name
’ 0 e o e A =

Auto merge

Import Cancel

Figure 5.8 - Importing doors and locations

In this window, shown under "Door Import" are the existing and imported doors and on the right under "Location
Import", the existing and newly imported locations from GAT ACE are shown. The door import process is described
first in the following pages with the location import carried out in the same way. For more information, see "5.4.2
Location import configuration".

5.4.1 Door import configuration

72

Shown in the door import list are the doors and their assigned door group (left column) that already exist in Matrix.
Shown on the right side are all the doors that are currently configured in the connected GAT ACE.

Matches between Matrix and GAT ACE are displayed in green. These doors are present in both Matrix and GAT

ACE and their data coincides (name, address, GAT ACE ID, Interface ID). However, if data has been changed, or
the doors to be imported cannot be uniquely assigned to a door in Matrix, e.g., the name of a previously assigned
door has changed in GAT ACE, this is shown in red. In the figure below, the name of the door "Local 3" has been
changed in GAT ACE to “Local 4 new".

With the "Split" and "Merge" buttons, you can unlink and link doors in Matrix with the corresponding doors in GAT

ACE. This is useful, e.g., when after deleting a controller in GAT ACE and adding a new one you now want to
assign the doors from the deleted controller to the new controller in Matrix.
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Example:

@ Door import

Door import Location import

rag a

[Exi
:Duor Group :ﬁAT ACE Id ‘vlnter[ace Id ‘Address jName
» | Production

ting doors iImported doors

GAT ACE Id %Interface d ‘;Address Name

| imporbed locations
|caTacEld  [mte

»
Production

Offices
Offices
Offices
Offices
Service
Offices

|Existing doors | ' Imported doors ‘ Imported locations
Door Group |GAT ACE Id /Interface Id | Address ‘Name GAT ACEId ;Interface 1d  Address ;Name | GAT ACEId Ir

Auto merge

Figure 5.9 - Door import example — incorrect assignment

The controller for the doors "Local 2", "Local 3", and "Local 4" has been deleted in GAT ACE and a new controller
with 2 doors "Local 2 new" and "Local 4 new" was added. According to the existing addresses, Matrix automatically
assigns door "Local 2" to "Local 2 new" and "Local 3" to "Local 4 new". However, if you want to assign the new door
"Local 4 new" to "Local 4" in the existing Matrix, proceed as follows:

» Select the assignment that you want to remove (see Figure 5.9).
» Click on "Split".

o The assignment is separated.

@ Door import

Door import Location import

[l !m;o;ed:loors ] ! ‘ | | Imported locations
GATACEId InterfaceId Address Name | GAT ACEId flnterl’ace d }Address |Name {GAT ACE1d Inter

|Door Group

¥ | Production
Production
Offices
Offices
Offices
Offices
Service
Offices

i ' Door Group |GAT ACE Id TInt(-:rl'ace Id iAddress Name GAT ACE Id Vlnterl’ace Id ‘Address ‘;Name 11 | GAT ACE Id In

Existing doors | Imported doors | ‘ Imported locations

Auto merge

Figure 5.10 - Door import example — assignment separated
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» While pressing "Ctrl", click on the two doors to be connected (in the following example, this is door "Local 4" in
the left list and door "Local 4 new” in the right list).
@ Door import
Door import Location import
Drag a column header here £ -
[ |Existing doors | .Imported doors | ! 7\ I{npofhed locations
| |Door Group |GATACEId  InterfaceId Address %Name GAT ACE Id ‘ Interface Id  Address Name ‘ GAT ACE Id | Inte
¥ | Production L4
Production |
Offices 13 Local 4 new
Offices ‘
Offices
Offices
Service
Offices -
Existing doors | lmported doors I | ‘Impofted chations
| I?E(!IEI'OJD GAT ACEId | Interface Id Address ‘Name GAT ACE Id Interface Id Address Name | GAT ACE Id
| Production _
| Gebéude 2
Auto merge
Figure 5.11 - Door import example — marking door and controller for new assignment
» Click on "Merge".
o The allocation is redefined so that "Local 4 new" is reassigned to the door "Local 4".
@ Door import
Door import Location import
‘ aq a column header here k n -
| jE i tlng ddors \ I mported dnors — ! l’"p,o[h,Ed locahons
~ DoorGroup GATACE Id | Interface d Address |Name GAT ACEId Interface Id |Address |Name | GAT ACE Id ‘%Inhe
¥ |Production 4
Production
Offices
Offices
Offices
Offices
Service
Offices -
‘7 | EExisting donrsr ) ) il Imported doors | :Imported |ocah'onsr
| i _Dodr l;roup |GAT ACE Id Interface Id %Address ‘Name GAT ACE Id |Interface Id Address 'Name | o GAT ACE Id o
Auto merge
Figure 5.12 - Door import example — new assignment
Doors can be assigned to a different group later (see below and in “5.3.1 Moving persons or doors between
groups").
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After the doors are imported, they are assigned to their chosen groups and displayed in the header of the matrix.

3 GAT Matrix

File Tools Help

: 7 i = =4 s Ce )
@ 4+ 0 @ 9 B| n & ,
Dashboard Access Rights Door Control Locations Bookings Blacklist | Upload Doors Download Bookings Import Persons | Personnel Time Plans Door
| | | ] | (| | L]
4 @ Iy O B B W 9 [@ . h O e @
5 =
c x
— o~ © - w i} ) =
u 2 ] (R || el e E| E
E T|E|C|E|E|& 8| 8|z
antner| : : HEEIE E
5|8 ||| B8 HE B 5 5 & Z =
o | S - = 3|8 =222 .| E|E| B w S g
S| ® g o o o £ | E o © o o o o =) =) c c R~ = .2 [
il = O ) o u | E | & ) b} b} b} ] o=l 5| c| | & o [iEN T =)
£ = & £ E E O O £ £ £ £ £ £ 5 5 08 g 2 08 &8 =2 8
S EmEmElo) S| S 6| 6| 6| 6| 6| cWEN S| 2| 2| G| =Bl < |85
1 112 113, 3 (122|123 /131|134 /171 /172 173 174176 177 4 (153/15.1/152 /185|188 5 (162 2
Office Staff 4 Tor o Tor Tor a2
Smith D F MEZ |
Barnes K MAT 1AT MAT IoP | | It loP  loP
.. . Vagad daaacloida A ~lan

Figure 5.13 - Controller/door display in main window

Doors are displayed with the name and address that were assigned to them in GAT ACE. In addition, displayed
before each address is the unique ID of the GAT ACE client where the door was originally configured.

For example, in Figure 5.13 the "Back Entrance" door has an address of "16" and was configured in GAT ACE with
unique ID 5. The door address cannot be changed. The name of the door can be changed in GAT ACE. It should be
noted for the next door import of GAT ACE that changed names must be linked manually to the corresponding door
in Matrix (see "5.4 Importing doors and locations from GAT ACE").

For offline doors, a footsteps symbol is displayed '-! when changes to the door settings and associated
authorization data were made but the changes have not been loaded into the offline lock yet. A red X symbol X
indicates that the door is set to inactive in GAT ACE or that the door in GAT ACE has been deleted.

Blue colored doors represent open commands that have not been loaded from GAT ACE to the controller.

Arranging doors in the groups:
It is possible to move terminals to other locations, even to other groups, by holding down the SHIFT key while
dragging the terminal to the new location with the left mouse button. In order to move several doors simultaneously,

you can use the function "Move Doors" from the pop-up menu of the door groups (see section "5.3.1 Moving
persons or doors between groups").
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5.4.2 Location import configuration

Together with the door import, the locations from GAT ACE 7000 are also imported into Matrix. The import is
configured in the same window.

@ Door import -ox
Door import Location import

Existing doors Imported doors Imported locations Imported locations

Door Gr... |G... |Interface Id | Address | Name G... |Interfaceld | Address |Name GAT ACE Id Interface Id | Name GAT ACE Id Interface Id | Name

» |MainEn..

Main En..

Main En..

Main En..

Main En..
Existing doors Imported doors Imported locations Imported locations

Door Gr... |G... |Interface Id | Address | Name G... |Interfaceld | Address |Name GAT ACE Id Interface Id | Name GAT ACE Id InterfaceId | Name

Merge Split Auto merge

Import Cancel

Figure 5.14 — Location import

On the right side of the window under "Location Import", you will see the existing locations in Matrix on the left and
the locations to be imported from GAT ACE 7000 on the right. If locations have already been imported, locations
already existing in Matrix are automatically assigned to the correct locations in GAT ACE. Correct assignments are
displayed in green. If locations have changed in GAT ACE, e.g., new locations or name changes, these lines are
highlighted in red. In the example above, the name of the location "Deutschland" in GAT ACE has been changed to
"Germany".

» Here you can edit the assignment of the locations as described in the door import.

» If the assignments are correct, click on "Import".

You can access the list of locations via the "Locations" icon in the toolbar (see "6.2 Locations”). There you can
assign a separate corporate calendar to each location.
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5.4.3 Description text for doors

Additional text with any information can be entered for each door

. This text is displayed when the mouse pointer is
placed over the door name.

i
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s/ &6 & o &6 o o o o o\ofS Do 5|5 £ & & & O©
B1-12.238-12.231-12.228-12 231-12.226-12 21-12.228-12.224-12 .2 11-12 224\ 2 228 -12 238-12.224-12 21%-12.22§-12.204-12 604-12.23§-12.221-12 23312 .2 14-1
Office Staff i@ =
Office 2,29
Barnes K woP 1
Office currently used for storage.
Brown Z woP - ; == L 1
Access only possible with permission from Building Manager.
Brown Z SER SER SER SER SER SER SER SER SER SER SEPm e e T T T TR L
-

Figure 5.15 - Door information for the "Office 2.29" door

» To enter information for a door, double-click on a door in the matrix view.

o The "Edit door" window opens with the settings for the door.
» Open the "Additional information" tab.

3 Edit Door - [Office 2.29]

Data points Data point texts Additional information

Office currently used for storage.
Access only possible with permission from Building Manager.

oK Cancel

Figure 5.16 - Enter additional door information

o You can enter any text for the door here.
» Confirm by clicking on "OK".

NOTE! The setting that defines which Matrix user may enter and display additional information can be specified in
the user and role setting (ID 44, see "9 AUTHORIZATION MANAGEMENT").
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5.4.4 Display of the battery-powered or wired GAT DL 73xx electronic locks

The battery-powered GAT DL 73xx electronic door locks from GANTNER are also imported from GAT ACE 7000 to
Matrix and displayed in the upper door list.

3 GAT Matrix
File Tools Help

@ &« o @

Dashboard Access Rights Time Switches Door Control Bookings

B T2 [T [t [Fo %0 [T
Gantner ; . .
3| | &
gl 8l .-
5| 6|5 8| | o
1-12.23112.23812.291 55 56 57 5-1
Office Staff @ v
| sarnes N R
Brown 2 o [MAT MAT M1
Brown Z SER SER SEA| o [MAT MAT Mat
Burgess T F [MAT MAT MAT
G Rice o [MAT MAT Mt
Inglis G v T
Jennings M 7| 51 MAT MAT
Reynolds A ; | MAT HAT Ml
Rogers M ; |/ a1 MaT Mat
Smith D ! o [MaT MaT Ma1
Sutton J ; o [MaT MAT ML
Wiliams S ; o RS
| 456456 ; o MaT MaT Mt
Management 4

Figure 5.17 — Display of the GAT DL 73xx door

In contrast to the online doors, the following differences must be noted for the battery-powered GAT DL 73xx locks:

- An assigned personnel schedule is not shown with the abbreviation of the schedule but only with a tick symbol.
The color of the tick corresponds to the normal inheritance rules (black -> directly assigned, yellow -> inherited
from a group, blue -> inherited from a door and person group).

- No special authorizations can be assigned.

- No door schedules can be assigned.

- The settings for door control are not available.

- The bookings of these locks cannot be displayed via the context menu.

- In reports, the virtual schedule "0: Generic time plan for standalone devices" is displayed for these locks.

78 HB_Matrix--EN_71 www.gantner.com



Gantner

Operation

5.5 Importing doors and locations from SALTO ProAccess SPACE

To import the doors and locations from SALTO ProAccess SPACE, you can use ProAccess SPACE Synchronizer.
This will help you to arrange the doors and locations in Matrix accordingly.

®  The locations in Matrix are called "partitions" in ProAccess SPACE. Locations are used to set different

l operating calendars for different devices or locations.

» For the import, select the "ProAccess Space Synchronization" menu item in the "Settings" menu.

3 GAT Matrix

File Plugins Help

53 +# Access Code Descriptions
Dasht &1 Data carrier types
Pool Groups

%3 Import Doors and Locations
Loc &5 Setup Person Import

Name Completely Upload Doors

i Profccess Space Synchronization |

Figure 5.18 - Option for importing doors and locations from ProAccess SPACE

o The SALTO ProAccess SPACE Synchronizer window opens.

1 salto ProAccess Space Synchronizer - O *
Synchronizer Settings Source Type State Entity Error
Afe A A Al afe == |-
I Use Synchronizer I o o - - =
Person 8] | rerOrLpdote InvldDeta ..
Transport protocol HTTP -
Person [10] InsertOrlpdate | Pending User
Host v-wegr-win 10
Person [11] InsertOripdate | Pending User
Part 8100 - Person [12] InsertOripdate | Pending User
Authentication Custom M Person [13] InsertOrUpdate | Pending User
Ship Key GAT Person [14] InsertOrUpdate | Pending User
Sync. interval (sec) B0 Person [15] InsertOrUpdate | Pending User
Person [19] InsertOrUpdate | Pending User
Save
Person [20] Delete Pending User
Actions Person [21] InsertOrUpdate | Pending User
Person [27] InsertOrUpdate | Pending User
e Person [23] InsertOrUpdate | Pending User
Delete ship actions Person [24] InsertOrlipdate | Pending User
Get audit trail Person [25] InsertOrlpdate | Pending User
I Import doars and locations I Person [1040] | InsertOrlpdate | Pending User
Person [1041] | InsertOrlpdate | Pending User
Person Update Person [1043] | InsertOrlpdate | Pending User
You can use this function to prepare the existing persons for use Person [1044] | InsertOrlpdate | Pending User
with Salto Space. Person [1045] | InsertOrlpdate | Pending User
Update data carriers Yes B Person [1046] | InsertOripdate | Pending User
Update space key options [+ Yes a AccessRight [ ... | InsertOrlpdate | Pending Group
e AccessRight [... | InsertOrUpdate | Pending User
AccessRight [... | InsertOrUpdate | Pending User -
Pending: 398 / Processing: 0 / Locked: 0 f Errors: 1 O Refresh

Figure 5.19 — SALTO ProAccess SPACE Synchronizer

» The ProAccess SPACE Synchronizer must be enabled via the “Use Synchronizer” option.

NOTE! When the synchronizer is activated, the person names in Matrix are checked to ensure that they are
unique as this is required for ProAccess SPACE. A note is displayed if the names are not unique.

o If the ProAccess SPACE Synchronizer is activated, a window opens that asks whether Matrix should
automatically convert the existing GANTNER time plans for SALTO systems. With "No", you can
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proceed without converting the time plans. With "Yes", the time plans defined in the GANTNER
system are converted to the time plans in a SALTO system.

For the personnel time plans, the functions are not converted into the SALTO functions, as these
functions are defined via the door time plan in the SALTO system.

For the door time plans, the functions (e.g., office function, general open function) are converted to
the corresponding SALTO functions.

Further information on the SALTO and GANTNER time plans and the conversion process can be
found in the sections "5.11. Defining personnel time plans" and "5.12. Defining door time plans".

Sync. interval (sec) 60

Save

= GAT Matrix

0 You are turning on the space synchronizer. Would you like to convert all time plans for use with Salto Space?

Figure 5.20 — Query for automatic time plan conversion

» To import the doors and locations, click the “Import doors and locations” button.

o  The window for selecting the door group opens.

¥ Door Groups X

The imported doors must be assigned to a group.
Flease select a group from the list:

oK Cancel

Figure 5.21 — Selecting the import door group

» Select the Matrix door group that you want to import the ProAccess SPACE doors to. This is used by default for
newly imported doors but can be changed manually for the desired doors in the next step. Confirm with "OK".

o  The import window opens.

¥ Salto ProAccess Space Import - O X
Door Imbort Location Import
Please select a GAT Matrix door group for each door you want to import. Doors without a GAT  The partitions from Salto Space will be imported as locations into GAT Matrix, Existing locations
Matrix door group assignment will not be imported. imported from Space that no longer exist, will be automatically deleted.

Space Name Space Description Space Zone Matrix Group Space Name Space Description

Haupteingang Zutritt GebZude Nord  Import Im[nrt S ' Gebaude

R&D Biro XS54 Mini Service Service Tiefgarage EG-1Bereich inkl. Zugénge

Zutritt West Schranke W Import Import AuBenbereich Parkpldtze und Fahrradraum

R&D Zutritt Import Import General Allgemeine Partition

Import Close

Figure 5.22 — Import window for SALTO ProAccess SPACE software
®  The doors and locations ("partitions"”) themselves are configured in ProAccess SPACE. The door names are
l also defined in ProAccess SPACE and loaded into Matrix.
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NOTE! The addresses of the doors must always be unique in Matrix, i.e., no address may be duplicated. This is

especially important when using one or more instances of GAT ACE. As ProAccess SPACE manages the
addresses itself, this does not have to be observed with ProAccess SPACE.

In this window on the left side under "Door Import", you can see the SALTO doors that currently exist in Matrix
(green) and the new doors that are yet to be imported (red). On the right side under "Location Import", the existing
(white) and new locations to be imported (green) from SALTO ProAccess SPACE are displayed.

5.5.1 Configuring the import of doors and locations

In the "Door Import" list, all the doors defined in SALTO ProAccess SPACE are displayed. The doors that are
already imported and present in Matrix are displayed in green with the door group that they are assigned to ("Matrix
Group" column). The new doors that have not yet been imported into Matrix are displayed in red and the "Matrix
Group" column contains the previously selected door group.

If data has changed for existing doors or the doors to be imported cannot be clearly assigned to the doors in Matrix,
e.g., if the name of a door that has already been imported was subsequently changed in ProAccess SPACE, this is
shown in red. Additionally, if, for example, the matrix group of a door already imported into Matrix has been changed
in ProAccess SPACE, the group is displayed in red in the "Matrix Group" column.

» For each door, select the door group in the "Matrix Group" column that the door is to be imported into.

Notes: For instructions on how to create door groups, see "5.3 Person groups and door groups".
Doors that are not assigned to a matrix group (red) are not imported.

» Check the "Location import" list. Here you can see the locations defined in SALTO ProAccess SPACE and in
Matrix. In ProAccess SPACE, these are called "Partitions".

o Lines marked in white are locations that have already been imported into Matrix with rows marked in
green representing the new locations (partitions).

¥ Salto ProAccess Space Import - [m] X
Door Import Location Import
Pleage select a GAT Matrix door group for each door you want to impart. Doors without 8 GAT ~ The partitions from Salto Space will be imported as locations into GAT Matrix. Existing locations
Matrix door group assignment will not be imported. imported from Space that no longer exist, wil be automatically deleted.

Space Name Space Description Space Zone Space Name Space Description

Haupteingang Zutritt Gebaude Mord  Import Gebaude

R&D Biro ¥54 Mini Service Service Tiefgarage EG-1 Bereich inkl. Zugange

Zutritt West Schranke W Import Import Aulenbereich Parkplétze und Fahrradraum

RED Zutritt Import Import General Allgemeine Partition

Import Close

o Rows marked in red are locations that exist in Matrix but have been deleted in ProAccess SPACE. These
locations will also be deleted in Matrix during the import.
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3 Salto ProAccess Space Import
p P

Door Imbort

Please select a GAT Matrix door group for each door you want to import. Doors without a
GAT Matrix door group assignment will not be imported.

Space Name Space Description Space Zone
Haupteingang Zutritt Geb3ude Nord Import
RED Biiro X54 Mini Service
Zutritt West Schranke W Import

Location Imbort

The partitions from Salto Space will be imported as locations into GAT Matrix, Existing
locations imported from Space that no longer exist, wil be automatically deleted.

Space Name
Gebaude
Tiefgarage
General

Space Description

EG-1 Bereich inkl. Zugange
Allgemeine Partition

Import Close

» Click on "Import".
)

blue text "Salto" is displayed below the door name.

The imported doors are displayed for the selected group in the header of the matrix. For Salto doors, the

I GAT Matrix

File Tools Plugins Help
1. < -
@ & O, B ¥
Dashboard Access Rights Time Switches Door Control Bookings Blocklist
4 X X X X X X |_! da
Gantner i : s
=4 ) - &
B2 - oo ] o -
S 2 5 5 5 58 5 £ %
£ 2 3838828 %5 3
1 124112811282 1283128 412461-21.51 3
Angestellte o

MAT | AT | MaT Ml | mal | el | Med

I R. Miller v

Figure 5.23 - Imported SALTO doors in the main window

@ @B $

Lockers Locker Control GAT Matrix Export | Upload Doors Dov

G B T [0 [0y . 1 [0
T, &

2| 3 =2 a
£l £ oyl il = WO
oo o = W 5| E T
. = = = E = EREE =R =
B ) ) = = ] =] ]
- | 5| EB| 8| =& Iwre E 5
z 2 2 £ £ £ 2 8 % 5| 2
g £ £ 5 5 2 & & & -
1-26.41-13. 70012 600-12.200 1-7.2 [1-7.211-26.2 1-26.1 4 } Salto §-5.12| 188
oF IoP IoF | loP MAT Ma1

.

oF IoP IaF | loP MAT [ MAT | MA1

The circle icon |8 on an online or offline door indicates that this door needs to be reloaded.

For GANTNER offline doors, the feet icon ( '-! ) is displayed if changes have been made to the door settings
and related authorization data and these have not yet been loaded into the associated offline lock.
A red X symbol (X ) indicates that this door is set to inactive in GAT ACE or that the door has been deleted in

GAT ACE.

Doors with a blue background still have commands open that have not yet been loaded from GAT ACE to the

controllers.

Arranging doors in the groups

Doors can be moved to another position in a group. To do this, drag the door with the left mouse button
to the desired position. To move several doors at the same time, you can use the "Move doors" function
via the menu of the respective door groups (see "5.3.1. Moving persons or doors between groups ").
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o  The imported locations are displayed in the operational calendar view.

3 GAT Matrix — [m] b4

L T S ) B & B @B $ ® @ 3 8

Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control GAT Matrix Export | Personnel Timeplans Device Timeplans Corporate Calendars Logout

i Add Calendar [ Edit Calendar $§ Delete Calendar & Configureimport  Default Calendar | | Kalender AUT -

Locations Corporate Calendars
Name | Corparate Calendar Desaription
()| GAT ACE 3000 Client - GANTHER Electronic Kalender AUT | ¢ KalenderAT |
(S)| GANTNER Austria Kalender AUT 4 | Kalender DEU
@ Headquarters Schruns Kalender AUT 4 | Service Kalender
Level 1 Kalender AUT
Level 2 Kalender AUT
Level 3 Kalender AUT
SiZe Bregenz Kalender AUT
(3)| GANTNER. Germany Kalender AUT
EBochum Kalender AUT
Y GAT ACE 700 Clent-caTHER | MolengerAur |
&) AuT Kalender AUT
Bregenz Kalender AUT
@|schruns Kalender ALT
Service Service Kalender
&) GER Kalender DEL
Bochum Kalender DEU
froy Kaleacera T

Salto Space - Building

Salto Space - Garage

Salto Space - General Kalender AUT
Salto Space - Main building

Figure 5.24 — Imported SALTO patrtitions (locations) in the corporate calendar view

5.5.2 Description text for doors

An additional text with any information can be entered for each door. This text is displayed when you hover the
mouse pointer over the door name. This is also possible for SALTO doors. Note that this info text is not stored in
SALTO ProAccess SPACE and is only displayed in Matrix.

I GAT Matrix
File Tools Plugins Help

@ % © B $ BE® B 8 ®

Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control GAT Matrix Export | Personnel Time
S 2 @«@® Y Y [ a@ U B W G LG Gy

LT L
o] 4
= - o
Gantner & ol S s NEIRRE | || ol ol e| | W
2 3| E| T =l £ o L - A 4
= & S| 5 - b-J IR I T N I -
=8 T m £ £ B 8 E gl 8 £ B8 B B 1
3l 5 s B 02 E 2 £ £ 0~ |k £ k| £ £ £ &
T =] = =8 (=] = (=] (=] —_ (=] (=] (=] (=] (=] (=] (=]
1 ] f2. 12| 188 3 8 2 T 12T 30812 20812 22812 211-12 220-27 301-12 224-12 218-12 228-12
Angestellte PR AT BT - -
R. Milller MAT RED Bra loF | 1oP | loP [M&2 1oP | loF | loP
E. Duller | Used in SALTO ProAccess SPACE for the L1doors. || [oP | [oP | loP | [oP | loP  loP | loP c
H. Briickler P &1 kAT | bAT | AT NS loP | loP  [oP  1oP | 0P 0P 1oP | loP | loP Col

Figure 5.25 - Door information for the SALTO "R&D" door
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» To enter the texts for doors, double-click on a door in the matrix view.
o The "Edit Door" window opens with the settings for the door.

» Open the "Additional information" tab.

3 Edit Door - [R&D Biro] X

Datapoints | Datapointtexts | Additional information
Used in SALTO ProAccess SPACE for the L1 doors.

0K Cancel

Figure 5.26 - Entering door information

o Here you can enter any text for the door.

» Confirm by clicking on "OK".

NOTE! The setting that defines whether the matrix user is allowed to enter and display additional information is
configured in the user and role settings (ID 44, see chapter "9 AUTHORIZATION MANAGEMENT").

For doors that are imported from ProAccess SPACE (see next page), a description text can be entered in the door
definition.

» In Salto ProAccess SPACE, switch to the door display ("Access points" -> "Doors" -> Display door or add new
door.

» The name of the door is entered in the "Name" field and the description text can be entered in the "Description"”
field next to it.

o  The description text is displayed in Matrix when you move the mouse over the door name in the header
of the matrix.

B sivro space anin § | (3)

Access points v Cardholders +  Keys v Monitoring v Hotel v Tools v System +

Il Office EO1-T3

Name Description
Office E01-T3 (Office door R & D west
Partition
General -
Open mode
- Offline v Standard v

S
g

[ < moncer JRIN ©

Figure 5.27 - Entering door information in Salto ProAccess SPACE
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5.5.3 Display of SALTO locks and users (door import from ProAccess Space)

If locks or doors, which are configured and operated in the ProAccess Space software, are imported into Matrix, the
assignment of authorizations can be completed in Matrix. The imported doors and authorizations are then displayed
in Matrix as follows.

@«x x [x x x [x [0y fal [T B 6 B O 40 Y [eleah
By ¥
(=} L - o~
= o] = =
Gantner ; : S 2l el |G| ¢ 18 |
@ = -~ @ @ ! ! = o= 2 o .
2 o =4 o o | o = = = H 2 = e 5 .
5 32 2| @ | 5 8 - =T =2/ 3/ £ o 5|2 = 5 -
= o - &4 o & 2 i w = = = o o o = i =] @ = = > « '
Slelz|lslglels|EPE =z ElElE8l 8l &lalalelaIlE] 2mae
t 2 & & &8 84 £ &8 8 8 £ £ 5 &5 &5 & E R E|8 2 =z 8 ¢
1 12411251 1-28.2 1-28.3 1-28.4 1-246 12151 F 126411370012 600-12 200 1-7.2 1-7.21 1-26.2 1-26.1 4§ Salto §6.12 155 3 & 1-12
Angestellte 4 laP* laP* | loP Mal pal Mal Ma2
R. Miller MAT MaT Ml MaT MaT Mal Ml o loP loF' | 1oP Mat | pad | Mat JHE3 lo
E. Duller MAT | MAT | MAT [ MAT | MAT | MAT MAT | loP loP* | laP | IoP Mat | pat | mat JE3 lo
H. Briickler MAT | MAT | MAT [ MAT | MAT | MAT MAT | loP IoF" | laP IoP* | laP Mat | pat | mat JE3 lo
M. Ganahl MAT | MAT | MAT [ M&T | MAT | MAT | MAT | o loP IoF* | 1aP Ma1 | Pt | Mat a3 lo
L. Zwerger MAT | MAT | MAT M2 MAT | MAT MAT | Ma2 MAZ MAZ MA2 M2 |op Mat | Jat | mat S8 lo
K. Haudum MAT | MAT | MAT M2 MAT | MAT MAT | P 1P IoP* | laP Mat | Jat | mat S8 lo
A. Kirchschlzger MAT | MAT | MAT |MAT [MAT [MAT |MAT | o IoF IoF" | IoP mat | et | mat a8 lo
B. Kickert oP | 1aP | 0P | IoP [ 0P | IoF | loP | o IoF* | 1aP | 0P | IoP | IoP mat | et | mat a8 lo
F. Madlener MAT | MAT | MAT [MA1 | MAT | MAT | MAT | o IoF* | 1aP | 0P | IoP | IoP mat | et | mat a8 lo
F. Altmann MaT | MaT | MAT [ Ma1 | MAT | MAT | MAT | loP* | laP | 0P | IoP | IoP S |[oP | loP S8 lo
K. Schlacher MaT | MaT | MAT [ Ma1 | MAT | MAT | MAT | loP* | laP | 0P | IoP | IoP Mat | pad | Mat JHE3 lo
P. Peter MAT | MAT | MAT [ MAT | MAT | MAT MAT | IoP* | laP | loP* | IoP | IoP Mat | pat | mat JE3 lo
U. Schumnig MAT | MAT | MAT | MAT | MAT  MAT [MAT| o7 IoP | 1oP | 1oP | 1oP | 1P | M| § |P< | X s lo
. Wolf MAT | MAT | MAT [ M&T | MAT | MAT | MAT | o loP IoF* | 1aP Ma1 | Pt | Mat a3 lo

Figure 5.28 - Display of doors and users from ProAccess Space

Data such as doors imported from ProAccess Space are also indicated accordingly:
- For a door imported from ProAccess Space, "Salto" is displayed in blue font.
- A SALTO door cannot be used as a time switch.

- A Salto door can also be assigned more than one plan per person by inheriting permissions. The plans are
added together. In this case, a blue "S" (| § |) is displayed and the resulting authorization is displayed to the

right on the Salto tab.

H. Brilckler M1 pad | mat | Mat S 1P | 1oP | IoP —
Gantner Salto
M. Ganahl M1 MAT MAT | MAT SIS P 1oP | loP |l | e plans: 1-ToP, 2-MAL
L. Zwerger A1 MAT | MAT | haT SEHEE IoP  laP | IoP Corporate Calendar: Kalender AUT
. Haudum MAT MAT Ma1 | Ml S 1P IoP | 1P i ols W o1 u 6oE W n
A. Kirchachlsiger M1 Mt [Ma2) Mt JHAS 1P | IoP | Iop| || Menday [ I I |
Tuesd
B. Kickert IcP MaT | Ma2| Mat HES P loP loP | o ' ' ' '
Wednesday [ | | |
F. Madlener M1 Ll 0 [ MaT S laP | 1aP | loP
Thursday [ | [ |
F. Altmann & S ||-P | 1P IoP  loP | IoP Friday I I I ]
K. Schlacher Ma1 MAT MAT | Mal S laP  laP | loP Saturday [ I I ]

Example: If a plan is assigned to a person group for a ProAccess SPACE door, this time plan is also inherited by
all persons in the group (in the example, "MA1" for the "Employees" person group). If a different time plan is
manually assigned to a person, this is indicated with a blue "S" symbol. The same applies if the time plan is
assigned to the door group via inheritance.
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5.6 Editing the master data of a person in the authorization matrix

» To add a new person to the authorization matrix, right-click on a person group in the left column of the matrix.
» Select "Add person" from the menu that is displayed.
o The following window is displayed. Figure 5.29 provides an example with information filled in.

20 Edit Person - [Haudum K.] X
Ma: Fingerprint Picture Optional fields Permissions report Salto ProAccess Space
Person active @ Person status - Normal permission
Personnel number a

Import reference

Title
First name K.
Display name Haudum K.
Last name Haudum
International Phone Number Salto mobile app None -
PIN Code [[] Use PIN code instead of FIU {only GAT ACE 3000)
New Data Carrier 2 - Angestelite (Typ 2) - G2/100 v Add
Position & | IsInactive |Data Carrier Number Data Carrier Type Badge number Use for Salto
1 [} 1111111 2 - Angestelite (Typ 2) - G2/100 O x
2 O 11111112 3 - Angestellte L - G2/160 O x
3 O 7897997 2 - Angestelite (Typ 2) - G2/100 O x
sroup
Pool Group [No Pool Group] D~
Valid From | valid Until Y
<< E oK Cancel

Figure 5.29 - Defining personnel data

The personnel data of the person is defined in this window. This process is described in the following pages.

The top-right "Person status" colored field displays the current status of the person (active or inactive, valid data
carrier, valid validity period) in the defined color and as text. The status color is also displayed for each person in the
matrix and the colors are configurable, see "4.10 Settings for person display" for more information.

®  The "Optional fields" tab is only displayed when at least one optional field is configured in the settings of Matrix
l (see "4.11 Optional fields for personnel data" and "5.6.10. Settings for license plate recognition").

An additional tab “TBS Biometrics” is also available in this window when the optional TBS biometric system

has been configured in Matrix (see "5.6.8 TBS system (biometrics)").
The Salto ProAccess Space tab is only displayed when using the ProAccess Space software.
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5.6.1 Defining personnel master data

The following information for each person can be defined in the input fields of the "Personnel Data" tab:

Person active:

- Picture:

- Person ID:

- Personnel Number:

- Import Reference:

- Title:

First/Last Name:

- Display Name:

When this option is selected, the person is activated and processed in Matrix. When this
option is not selected, the person is inactive, i.e., their personnel data remains in Matrix, but
they have no authorization in the access system. A deactivated person is displayed in the
matrix by default with a gray bar in front of the name.

I T. Josef

A picture can be added for each person, which is displayed in the personnel data window. If
there is no picture, this field is not displayed. The image is added via the “Picture” tab (see
below).

This number is used by Matrix to identify the person and the number cannot be changed.

Enter an arbitrary number for the person, e.g., according to the internal personnel numbering
system used in your company.

NOTE! For systems using GAT ACE 3000, the personnel number in the system must be
unique when anti-pass-back checks are made, or fingerprints are to be used for identification
checks.

Here you can enter information that will be used as reference on personnel import (see
section "5.7 Import persons"). This field is only shown when this setting was defined in the
global settings (see "4.8 Global settings").

The title of a person can be entered here, if available.

Enter the first name and last name of the person.

NOTE! If the person is to be used with the SALTO ProAccess Space devices, then as of
Matrix 5.0 the order of the first and last names in Matrix must be set correctly so that the
persons are displayed and sorted correctly in the booking display (see "Display Name" below
and "7.1 Sorting, grouping, & filtering bookings"). As of Matrix V 5.1, this is no longer
necessary as the linking of persons between Matrix and ProAccess SPACE is done using the
"Ext ID" number.

If two persons have the same first and last names, the same names can be entered here for
both persons, however, the "Display name" must be unique (see next setting).

This text is used to display the person in the authorization matrix. The display name is
generated by Matrix from the entered first and first name of the person and the title (according
to the setting in the general options, see “4.10 Settings for person display) and automatically
entered here. The display name can be changed any time if desired.

NOTE! If the automatically generated display name is changed manually and the title, first name

or last name is changed again later, the display name will change back to the automatically
generated name.

- International phone number / Salto mobile app:

www.gantner.com

If Salto ProAccess SPACE is being used, the system users can also use a mobile app to identify
themselves at the terminals. "None" in this field means that this function is not used. If you want to
use a mobile app, enter the relevant mobile number in the left text field and select the appropriate
interface or mobile app in the right field. "JustIN_Mobile" is used by default for the JustIN app.

You can find more information on the JustIN mobile app under "5.23 Configuring the SALTO
JustIN app for access control".
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- PIN Code:

- Data Carriers:

- Pool Group:

- Valid From / Until:

- Tabs:

- "Fingerprint":

Gantner

With a time plan it is possible to define that access for a person at a terminal shall only be
granted with valid PIN code input at the terminal. The PIN code for the person can be entered
here. Use only numbers for the PIN code. If specified, the PIN code can have a length of 1 to
8 digits.

When the "Use PIN code instead of FIU (only GAT ACE 3000)" option is enabled, the person
can enter their PIN code for verification instead of the fingerprint. This is especially helpful for
people with weak fingerprint patterns.

NOTE! The PIN code is only displayed if you click in the field. If the cursor is in another field, only
stars "*" are displayed. Click at any time in the PIN-code field to display the PIN code again.

Here all data carriers that are assigned to the person are listed. A data carrier type is
assigned to each data carrier. This allows different reader or data carrier technologies to be
used together in one system. The different data carriers can be physically separate data
carriers or combi data carriers that combine several data carriers on one physical medium
(e.g., card).

Please read section "5.6.3 Authorizing and configuring data carriers for persons" for a
detailed description of the data carriers and the available settings.

In this field, you can assign the person to a pool group. For more information on pool groups,
see "5.8 Pool groups”.

To define a certain validity period for the data carrier(s), enter the start or end points for the
period in the format "dd.mm.yyyy hh:mm". The date and time can be selected from a calendar
by pressing the arrow buttons to the right of the input fields. It is not possible to specify both
start and end time points. Whether a validity period is planned, is active, or has expired is
displayed in the matrix with a corresponding color before the name.

F. Rainer

.. Validity period is defined but has not started yet

I e .. Validity period is active, or no validity period has been defined

I F. Roland .. Validity period has expired

NOTE! These colors are configurable in the software settings (see "4.10 Settings for person
display").

NOTE! Be aware that this feature only works in GAT ACE during the one-time loading of
personnel data into the controller.

NOTE! For offline doors with the Read Only function (or in GAT ACE 3000 also with
CardNET), only the “Valid to” time of the validity period is written onto the data carrier.
Therefore, the "Valid from" time must be in the past and not in the future. Offline conflicts for
these doors are indicated by a yellow triangle with exclamation mark and a clock icon when
the valid from date is set in the future (see "5.2 Main window").

In this tab you can scan fingerprints for the person, which requires a fingerprint reader.
With this fingerprint data, the person can identify themselves at suitable terminals using
a fingerprint. More information about this tab is available in chapter "5.6.7 Scanning
fingerprints".

- "TBS Biometrics": This tab is only displayed if the use of biometric data via the TBS system is enabled.

- "Picture™:

HB_Matrix—EN_71

More information on this is available in chapter "5.6.8 TBS system (biometrics)".

In this tab, an image of the person can be selected. This is then displayed in the
personnel window on the first "Master data" tab. The tab is only displayed if the use of

personal images is activated in the options (see "4.10 Settings for person display").
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- "Optional fields":

- "Permissions report":

- "Salto ProAccess Space™:

Gantner

Additional personnel data can be entered in this tab. You can freely define these fields
in the matrix (e.g., vehicle license plate, telephone number or address of the person).
Instructions on how to create optional fields can be found in "4.11 Optional fields for
personnel data".

Shown after opening this tab is an automatically generated report that lists all
authorizations, schedules, and locker authorizations configured for the person (via the
Relaxx software). You can save this report as a PDF or print it out.

In the options, you can set to generate the person reports automatically every hour or
to create the reports manually (see "4.8 Global settings").

This tab is only displayed when SALTO ProAccess Space software is used.
In this tab, you can define the functions and validity period for the data carriers to be
used for the doors in ProAccess Space. In addition, the data carriers that the persons
are to use for the ProAccess Space doors can be read and coded here.
For more information, see "5.6.11. Personnel settings for SALTO ProAccess Space".

The “OK & New Item” button makes it simple to define multiple persons in Matrix. Clicking this button saves the
current person and immediately displays a new window to define the next person. The button can also be accessed
by pressing the key combination “CTRL + ENTER”.

@

www.gantner.com

w  When an existing person is processed, you can use the buttons "<<" and ">>"to go directly to the previous or
next person in the group, without having to close the person window.
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5.6.2 Settings for persons in ProAccess SPACE
Persons defined in Matrix can also be used in the ProAccess SPACE software. As of Matrix version 5.1, people are

linked or identified using a unique ID number (called "Ext ID" in ProAccess SPACE). It is important to configure the
correct settings for personal identification in ProAccess SPACE.

» From the "System" menu, select the option "General options" and then open the "Users" tab.

3l SALTO Space

Access points +  Cardholders +  Keys ~  Monitoring ~  Hotel +  Tools v System «

£+ General options

Operators BAS Notifications Locations / Functions Visitors PMS Alarm events Advanced

General Devices Hotel Security Access points SHIP Elevators

G e ~~ 1 Ohours ~
[ Enable auditor in the key by default

[ Disable low battery waming on locks for user keys [l Enable field 2

Openings are included in the key's auditor

[ Discarded openings are also included in the key's auditor

[ Enable field 3
Include last reject information on keys
[ Hide ROM code for automatic key assignment
User ID configuration [ Enable field 4

(STITLE) (SFIRSTNAME) (SLASTNAME) (SEXTID) D

Figure 5.30 - Defining the display name of persons with Ext ID

» In the "User ID configuration” field, enter the desired name structure by defining the order of first name, last
name, title etc. To do this, click on the edit icon &£ and select the macros for the desired personnel data.
Example: (STITLE) (SFIRSTNAME) (SLASTNAME) -> "Dr.John Doe"

» At the end of the macro, (SEXTID) must be selected (see image above).

» Save the settings.

As of Matrix version 5.1, the identification of persons using Ext ID allows the names to be edited in Matrix at a later
date (e.g. in the event of marriage) and for the persons to still remain linked to ProAccess SPACE using the Ext ID
number.

The Ext ID number is generated automatically in ProAccess SPACE and shown in the personnel window (menu
"Cardholders" -> "Users" -> double-click on a person).
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Access points v Cardholders ~

Keys ~  Monitoring +  Hotel v+ Tools ~

System ~

Gantner

admin l | m

R

PARTITION

General

2 U. Schumnig 5319a006¢c3aa45d091bd1356a48c3f9d

Title First name Last name
Ing. James White|
ExtID ROM code {Automatic assignment)

5319a006c3aadbd091bd1356a48¢3f9d

999999

Figure 5.31 - Personnel data in ProAccess SPACE

The ROM code is also displayed in this window. This number corresponds to the data carrier numbers in Matrix and
is only displayed if the data carrier is marked as "Use for Salto" in the personnel data in Matrix.

Master data | Fingerprint

Person active

Personnel number

Import reference

Title

First name

Last name

International Phone Number

PIN Code

Data Carriers

MNew Data Carrier

2 Edit Person - [U. Schumnig]

TBS Biometrics

Schumnig

Position a | Is Inactive

2 O

Data Carrier Number
999999

Picture Optional fields Permissions report

Display name

[ Use PIN code instead of FIU (only GAT ACE 3000)

2 -Employee (Type 2) - G2/22

Data Carrier Type
2 -Employee (Type 2) - G222

Figure 5.32 - Personnel data in Matrix

www.gantner.com

Badge number

Use for TBS

a

Salto ProAccess Space

Person status - Was valid

U. Schumnig

Use for Salto

Offline Limit Exceeded

g
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5.6.3 Authorizing and configuring data carriers for persons

At least one data carrier must be assigned to each person. The data carriers are used to identify the persons in the
access system and are entered in the master data window.

2 Edit Person - [U. Schumnig] X
Master data Fingerprint TBS Biometrics Picture Optional fields Permissions report Salto ProAccess Space
Person active Person status - Was valid
Personnel number 9
Import reference MA100
Title
First name u.
Display name U. Schumnig
Last name Schumnig
International Phone Number
PIN Code — |Fesss=ms [ Use PIN code instead of FIU {only GAT ACE 3000)
Mew Data Carrier 2 -Employee (Type 2) -G2/22 v Add
Position & | IsInactive | Data Carrier Mumber | Data Carrier Type Badge number | Use for TBS Use for Salto Offline Limit Exceeded
1 O 3244325345 1 -Employee (Type 1) O O x
2 O 999999 2 -Employee (Type 2) - G2/22 O & x

Figure 5.33 - Define and assign data carriers for persons

Every data carrier is assigned to a particular data carrier type. This allows different reader or data carrier
technologies to be used together in one system. The different data carriers can be physically separate data carriers
or combi data carriers that combine several data carriers on one physical medium (e.g., card).

» To assign a new data carrier, enter the data carrier number in the “New Data Carrier” field.

®  You can enter the data carrier numbers in decimal or hexadecimal format (e.g., dec: "1234" = hex:

l "4D2"). To enter the number in hexadecimal, first write "0x" followed by the number (up to 8 bytes). By
pressing the enter key to confirm, the number is automatically converted to decimal format. Internally,
Matrix always uses decimal format for the data carrier numbers.

» Select the type of data carrier from the menu to the right.

Data carrier types are defined via the “Data carrier types” option in the "Tools" menu (see "5.6.4 Defining data
carrier types").

» Click on “Add” to finish.

» Alternatively, a read/write station (e.g., GAT Writer) can be used to read the data carrier number.

NOTE! For systems using GAT ACE 3000, a person may only use maximum one data carrier when an anti-pass-
back check is to be made.
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NOTE! For data carrier types that are used with GAT ACE 3000, the data carrier number must not be longer than
11 digits. For data carrier types for GAT ACE 7000, the data carrier number may also be longer.

It is possible to assign a data carrier directly from another person. For example, if a data carrier was assigned to a
person and its validity period has expired, the data carrier is now "free" and can be reassigned to another person.
Following assignment to the new person, the data carrier is automatically deleted when the previous person.
Depending on the configuration in the general settings (see "4.10 Settings for person display"), this action is
completed with or without a confirmation message.

» By selecting the options in the column ("Inactive"), the data carriers of a person can be activated or
deactivated.

If a field is marked, the corresponding data carrier is temporarily disabled without deleting it completely. A
person without an active data carrier has no access authorization as ID cannot be performed. People without
active data carriers are displayed by default with a yellow bar in front of the person's name.

I i .. Person with at least 1 active data carrier

K Egon .. Person without active data carrier

NOTE! These colors are configurable in software settings (see "4.10 Settings for person display").

» If the optional TBS biometrics system is installed, an additional "Use for TBS" column is displayed here (see
"5.6.8 TBS system (biometrics)"). Here you can select the data carriers that are to be used with the TBS
biometrics recognition system.

» If SALTO ProAccess SPACE is used, an additional column "Use for Salto" is displayed here (see
"5.6.11.Personnel settings for SALTO ProAccess Space"). Here you can select the data carriers that are to be
used in the ProAccess SPACE software.

Note: For existing data carriers, this selection can also be completed automatically (see "5.5 Importing doors
and locations from SALTO ProAccess SPACE").

o After sending the updates of the personnel data from Matrix to SALTO ProAccess Space (see "5.5.
Importing doors and locations from SALTO ProAccess SPACE"), each person who has the "Use for
Salto" option enabled will have the data carrier number as ROM code entered.

B sio space

Access points ~  Cardholders +  Keys v  Monitoring v  Hotel v+ Tools v System +

2 U. Schumnig 3319a006c3aa45d091bd1356a48¢3f9d

Title First name Last name

Ing. James | White]

ExtID ROM code (Automatic assignment)
5319a006¢c3aa45d091bd1356a48¢39d 999999
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NOTE! If a data carrier is used that has more permissions defined for offline doors than can be stored on it, a
notification is displayed.

New Data Carrier 2 -Employee (Type 2) - G222 v Add

Position & | Is Inactive |Data Carrier Number | Data Carrier Type Badge number | Use for TBS Use for Salto Offline Limit Exceeded
1 O 3244325345 1 -Employes (Type 1) O O x

2 O 999999 2 -Employee (Type 2) - G2/22 ] x

Figure 5.34 - Exceeding the max. storable authorizations for offline doors

Exceeding the offline limit (symbol shown in figure above) can be triggered by CardNET data for GANTNER
products or SVN data for SALTO products.

The maximum number of CardNET and SVN permissions can be set when defining the data carrier types (see
"5.6.4 Defining data carrier types").

If you delete a data carrier number, Matrix asks whether to automatically add the deleted data carrier to the
blocklist. Selecting "Yes" adds the data carrier to the blocklist for all offline doors where the person had an access
authorization. Selecting "No" only deletes the data carrier. See chapter “5.10 Data carrier blocklist” for information
on the blocklist.

Automatic data carrier assignment

GANTNER uses coded ID numbers for the data carriers. These ID numbers can be used in the SALTO system to
assign the data carriers to the persons.

For systems that have data carriers supplied by GANTNER with coding for GANTNER and SALTO, the settings
required for this are as follows.

» In ProAccess SPACE, select “General options” from the “System” menu.
» Click on the “Users” tab.

» Scroll down to the "AUTOMATIC KEY ASSIGNMENT” section and select the “Automatic key assignment
enabled" option.

» Enable the “SALTO user” option and the “#2” mode below it.
» Now enable the “CARD DATA” option.
o This deactivates “CARD SERIAL NUMBER”, and other options are displayed.
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Cardholders ~ Hotel ~  Tools ~

Gantner

Access points ~ Keys +  Monitoring ~

£+ General options

System ~

Operators BAS Notifications Locations / Functions Visitors PMS Alarm events Advanced
General Devices Hotel Security Access points SHIP Elevators
| |
I 41 Automatic key assignment enabled I
Type of for Key
@ SALTO user
O SHIP cardholder

# CARD SERIAL NUMBER

7-hyte ROM Code (SALTO Formaf)

Key UID formeat
Card type | DESFIre
DESFire flle data
AID
DF8405
File number File communication settings
4° As indicated by card v
Key number Key type Key value
Y OFS i

O CARD DATA

v

Type
DECIMAL

From

18 ° byles

O Little endkan
@ Big endian

Valid data

25 | bytes

e

» Configure the options as shown in Figure 5.35.

Figure 5.35 - Settings for automatic data carrier allocation in SALTO ProAccess SPACE

The "Key value" that must be entered is specified by GANTNER under the term "FID Read Key". This key is
system-dependent and must be suitable for the respective system to enable operation.

The following keys are valid for demo systems:
9999
99999999

67BB7698969CE15ED6707A81A5CALFEF82
BCO933AF2A1ABE668D06902D92D38BC0O6

Data carriers that were encoded before July 2022 were still encoded without the FID Read Key. For this reason,
the automatic data carrier assignment can only be completed with restrictions. Please contact your GANTNER
representative or GANTNER Support for assistance.

www.gantner.com
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5.6.4 Defining data carrier types

Various types of RFID data carriers can be used in an access control system. These types are differentiated by,
e.g., the RFID technology (LEGIC, MIFARE, etc.), the CardNET generation and type (CardNET G1, CardNET G2
with different memory sizes), and whether the data carrier type is enabled for use in ProAccess SPACE. Matrix
allows different data carrier types to be used in a system. This ranges from simple systems with only one type of
data carrier to complex systems that require a combination of data carrier technologies and CardNET types. Each
user can use multiple data carrier types.

NOTE! GAT ACE 7000 must be installed to use multiple data carrier types. GAT ACE 3000 supports only one type.

See the terminology description “Read/write function (CardNET)” and "SALTO Virtual Network (SVN) and
GANTNER SVN" for more information on the CardNET and SVN systems.

» Select “Data carrier types” menu item from the “Tools” menu.

o The “Data Carrier Types” window opens. All defined data carrier types are listed.

[ Data Carrier Types - O X

i Add (P Edit  §€ Delete

Card type | Name Description CardMET Encoding SVN Info Amount | Salto Space | Import Id

1] igestele (Tp )| EGIC rme [ N W N
2 | Angestellte (Typ 2) LEGIC advant G2/100 0 O 1
3| Angestellte L LEGIC advant G2/160 0 O 4
5 | Besucher MIFARE 0 [l 5
& | Visitor for SN 96 [
7 | KFZKennzeichen Fiir Fahrzeugerkénnung 1} O 7

Default ACE 3000 Type 1 - Angestellte {Typ 1) - G1/40 -

Default data carrier type 2 - Angestellte (Typ 2) - G2/100 -

Default type for license plates | 1 - Angestellte (Typ 1) - G1/40 -

[] show deleted Ok Cancel

Figure 5.36 - Defining data carrier types

» Click on "Add" to define a new type of data carrier.

o The following window opens.

¥ Data Carrier Type — O x
Card Type 17
MName Employee (Type 1)

Description LEGIC prime

CardMET generation |Mone -

Import Id 3L
Use with lockers
Use with Salto Space [ Yes

SVN Info Amount o
Use type for following GAT ACE types
GATACET000

OK

Figure 5.37 - Defining a new data carrier type
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» Enter the following information for the new data carrier type:

- Card type:

- Name:

- Description:

- CardNET generation:

- Info amount:

- Import ID:

- Use with lockers:

- Use for Salto Space:

- SVN Info Number:

Define the number of the data carrier type in this field. For CardNET G1 data carriers,
be aware that each data carrier must have a unique card type number.

For CardNET G2 data carriers, multiple data carrier types with different settings that
share the same card type number can be created. This allows you to create multiple
CardNET G2 data carriers with different types of CardNET encoding to be used in a
single facility. In Figure 5.36 for example, the “Employee card” with CardNET G2
encoding (G2/100) can be assigned to employees who are allowed to access a
specific area of the facility only, and the “Employee large card” with CardNET G2
encoding (G2/160) can be assigned to employees who are allowed to access all
areas of the facility, e.g., the Managing Director.

Enter the name of the data carrier type, e.g., Employee card.
Enter a brief description of the data carrier type, e.g., LEGIC advant.

Select the generation of CardNET encoding for the data carrier type. Select “G1” for
LEGIC prime and LEGIC advant data carriers that use the previous CardNET G1
data structure. Select “G2” for LEGIC advant data carriers that use the new CardNET
G2 data structure. Otherwise, select “None” for data carriers that are not using
CardNET.

Define the quantity of data (groups, doors) that can be stored on the data carrier. For
CardNET G1 data carriers, this value is fixed at 40 and cannot be changed. For
CardNET G2 data carriers, a value to max. 200 can be defined here.

Every data carrier type must have a unique ID number, which is assigned
automatically when defining a new data carrier. The Import ID number is used to
distinguish between data carriers when importing into Matrix.

Select this option to enable the data carrier type for use in the locker matrix (see
“5.18.6 Locker authorizations”).

When this setting is enabled, and a new data carrier of this type is created in the
personnel data, the data carrier is enabled for use with SALTO ProAccess SPACE.
For existing data carriers of this type, the setting is not changed.

Here you can enter the maximum number of permissions that can be stored on a data
carrier for the SVN application (see "SALTO Virtual Network (SVN) or GANTNER
SVN" in the terminology chapter) for the SALTO ProAccess SPACE system. The
default value is 96.

A corresponding warning icon is displayed if the number of permissions defined for a
person exceeds the data capacity.

The max. number of SVN data depends not only on the coding but also on the
number of plans, calendars, etc., that are used. The correct value must therefore be
calculated for each system.

A . et |
IU.Schumnlg o MAT LU i)

- Use type for following GAT ACE types:

To use the data carrier type with GAT ACE 7000, select the "GATACE7000" option.
When not selected, data carriers of this type are ignored by GAT ACE 7000.

» Click "OK" to add the new data carrier type.

www.gantner.com
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» Click on "Edit" to change the details of a data carrier type in the list.

» Click on "Delete" to remove a data carrier type from the list. The data carrier type must not be used by any data

carrier in Matrix or deletion is not possible.

» If the "Show deleted" option is enabled, all previously deleted data carrier types are displayed in gray.

.} Dats Carrier Types

Hide deleted entries to edit list

Card type | Name Description CardNET Encoding SVM Info Amount | Salto Space | Import Id
L]
2 Angestelite (Typ 7) LEGIC advant G2/100 1] ] 1
| ] ]
3| Angestellte L LEGIC advant G2/160 [{] || 4
5| Besucher MIFARE 0 O 5
& | Visitor for SVN £ 6
7 | KFZ-Kennzeichen Fiir Fahrzeugerkénnung 1] O 7

Default ACE 3000 Type
Default data carrier type

Default type for license plates

1- Angestellte (Typ 1) - G140
2 - Angestellte (Typ 2) - G2/100
1- Angestellte (Typ 1) - G140

oK

Cancel

» The list cannot be edited in this display mode. Disable the "Show deleted" option to edit the list again.

Defining the default

data carrier types

» In the "Default ACE 3000 Type" field, select a data carrier type to use by default in GAT ACE 3000. Other data
carrier types will not be recognized by GAT ACE 3000.

» In the “Default data carrier type” field, you can select the default types that are automatically preset in the

person definition (see "5.6.1 Defining personnel master data").

» In the last field "Default type for license plates", you can select another data carrier type that is then used for
the vehicle license plates defined in the system (see "5.6.10 Settings for license plate recognition").
Note: A separate data carrier type that is not yet in use should always be used for the vehicle license plates.

5.6.5 Reading and deleting SALTO data carriers

You can read and delete the data carriers (also called "keys") used for SALTO doors. The corresponding hardware
(encoding station) is required for this and must be created in ProAccess SPACE.

» Select "Space Key Management" from the "Tools" menu.

o  The following window is displayed.

98 HB_Matrix—EN_71

www.gantner.com



Gantner

Matrix
Operation

¥ ProAccess Space Key Management = O X

Available encoders

Read Key Delete Key

Figure 5.38 — SALTO Key Management

NOTE! If the LED flashes green at the encoding station after reading/writing a data carrier, the data carrier must be
removed. If it remains on the encoding station, an error message is displayed in Matrix.

» In the "Available encoders" field, select the desired SALTO encoding station that is connected to the computer.
» Place the SALTO data carrier on the encoding station and click "Read Key".

o Information on whether the data carrier is assigned to a person or not is displayed.

I ProAccess Space Key Management - m} *

Available encoders | Encader 1

Read Key Delete Key

Space Key: 04136BFA396680
Space Key is currently assigned to the following person: Paula Matthews

» To delete a data carrier, place the SALTO data carrier on the encoding station and click "Delete Key". Deleting
makes it possible to reassign the data carrier to another person later.
o Any existing authorizations saved on the data carrier are deleted and the assignment of the data carrier
to other persons is possible again.

I ProAccess Space Key Management — O *

Available encoders Encader 1

Read Key Delete Key

Space Key was successfully deleted: 04136BFA396680

5.6.6 Automatically preparing existing persons for SALTO ProAccess SPACE
If, for example, you have defined persons for an existing Matrix system who are to be subsequently used for a
SALTO ProAccess SPACE connection, you can automatically update the persons' data carriers for ProAccess

SPACE. In doing so, one data carrier for each person can be selected for use with ProAccess SPACE and the
SPACE data carrier options can be automatically set to the default values. To do so, proceed as follows.

» Select "ProAccess Space Synchronization" from the "Tools" menu.

www.gantner.com HB_Matrix--EN_71 99



Gantner

Operation

o The following window is displayed.

I Salto ProAccess Space Synchronizer - [m| X
Synchronizer Settings Source Type State Entity Error
Afc afc Afc A flc = |= |=
Use Synchronizer
Person [9] InsertOrUpdate Invalid Data (5... -
Transport protocol HTTP -
Person [10] InsertOrUpdate | Pending User
Host w-wegr-winll
Person [11] InsertOrUpdate | Pending User
Port 3100
or s Person [12] InsertOrUpdate | Pending User
Authentication Custom M Person [13] InsertOrUpdate | Pending User
Ship Key GAT Person [14] InsertOrlpdate | Pending User
Sync. interval (sec) 60 T Person [15] InsertOrUpdate | Pending User
Person [19] InsertOrUpdate | Pending User
Save
Person [20] Delete Pending User
Actions Person [21] InsertOrUpdate | Pending User
Person [27] InsertOrUpdate | Pending User
e Person [23] InsertOrUpdate | Pending User
Delete ship actions Person [24] InsertOrpdate | Pending User
Get audit trail Person [25] InsertOrUpdate | Pending User
Import doors and locations Person [1040] | InsertOrUpdate | Pending User
Person [1041] | InsertOrUpdate | Pending User
Person Update Person [1043] | InsertOrUpdate | Pending User
‘You can use this function to prepare the existing persans for use Person [1044] | InsertOrUpdate | Pending User
with Salto Space. Person [1045] | InsertOrUpdate | Pending User
Update data carriers es 1] Person [1048] | InsertOrUpdate | Pending User
Update space key options [+ Yes | 1] AccessRight [... | InsertOrUpdate | Pending Group
Update Persons AccessRight [... | InsertOrUpdate | Pending User
AccessRight [... | InsertOrUpdate | Pending User -
Pending: 398 / Processing: 0 / Locked: O f Errors: 1 O Refresh

Figure 5.39 — Person Update for SALTO ProAccess SPACE

» In the “Person Update” area, select the desired function(s):

- Update data carriers: This option enables the first data carrier for use with ProAccess
SPACE for all persons in general. The prerequisite for this is that this
data carrier is also enabled for use with ProAccess SPACE (see
"5.6.4 Defining data carrier types").

- Update space key options: This option applies the subsequently changed settings of the data
carrier types to all previously assigned data carriers. This allows you
to, for example, subsequently select a data carrier type for use with
SALTO ProAccess SPACE and apply these settings to all persons
that are already assigned to this type.

» Click on "Update Persons".
o The defined function(s) are executed.
o A notification about the executed functions is displayed. If a function could not be executed for

persons, or if there are several data carriers per person for example, you can save the respective
persons in a text file and then use this file to check the persons.
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5.6.7 Scanning fingerprints

In the “Fingerprint” tab, up to four fingerprints (two for normal identification and two for triggering the threat alarm)
can be scanned and saved.

NOTE! To scan fingerprints, a scanning device (e.g., GAT Fingerprint Reader FR010) must be connected to the
PC. Furthermore, this function must be activated in the Global settings (menu "Tools" -> menu item "Options" ->
register card "Global", see "4.8 Global settings").

Master data

Optional fields

@ Read 2 Fingers

Fingerprints
Finger Hand Enrollment D... | Threat Verification Date Quiality

OK &New Item oK Cancel

Figure 5.40 - Fingerprint definition

First, the fingers used for normal identification must be scanned after which the fingers used to activate the threat
alarm can be scanned. The option to scan the threat fingers can be deactivated in the general settings (see "4.7.
General settings").

A you mark the option "Voice instructions for fingerprint reading” in the general settings of Matrix (see "4.7.

General settings”), audible instructions are given along with the following instructions.

Proceed with the following steps to scan fingerprints:

» Click on "Read 2 Fingers".
NOTE! The number "2" indicates how many fingers can be captured. When one finger has already been
scanned, "Read 1 Finger" is shown on the button.

o The "Finger Selection" window opens.
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® Finger Selection i

Finger Selection

8l x

Please select the finger that you want to read. Fingers that are already captured cannot be selected.
To read such a finger, please delete the finger from the list first.

Y

Cancel

Figure 5.41 - Selecting the finger

» Select the first finger to be scanned by clicking on the finger in the picture.

l When you select a finger that was already scanned, a message is displayed to confirm that the previous
fingerprint data should be overwritten with the new fingerprint data.

o The finger is marked orange and the following window opens.

@ Fingerprint reading g =] B3 |
Finger indicator
a (1N Q
\\ [ \
AN \
\

\

Identification

0

Processing finger 1 of 1...

Figure 5.42 - Scanning of fingerprints

» The selected finger is shown again in the top-left picture. Now place the finger onto the sensor of the fingerprint
reader. Be sure to place the finger vertically and gently onto the sensor.

o A message is displayed in the middle area of the window to inform whether the fingerprint was
scanned successfully or not.

» When successful, scan the fingerprint again for verification.

o The personnel data window is shown again following the successful second scanning of the
fingerprint. Figure 5.43 shows a person who has successfully scanned all four possible fingerprints.
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8 x
New Person
W| Fingerprint |
i@ 3
| @ Delete Finger || @ ‘Werify Finger
Fingerprints
I Finger Hand Entall Date Attack Verify Date Qualiky )
Forefinger Right Hand 05.11.2010 05.11.2010 54%:
Middle Finger Right Hand 05.11.2010 02.11.2010 T4%:
Ring Finger Right Hand 05.11.2010 e 05.11.2010 B67%
> Right: Hand 05.11.2010 05.11,2010 B1%
| oK & Mew em | | oK [| Caricel

Figure 5.43 - Definition of person - with fingerprints

Gantner

In the "Fingerprints" list each captured fingerprint is listed with the following information:

- Finger: Type of captured finger.
- Hand: Used hand (left or right).
- Enroll Date: Date when the fingerprint was scanned and saved. If, for example, a previously scanned finger

is scanned again, the old fingerprint data is overwritten with the new one and the new capture

date is shown here.

- Attack: If this field is marked with a tick, the corresponding finger is used for the threat alarm.
- Verify Date: Date on which the fingerprint was verified.
- Quality: Matrix analyses the fingerprint data and calculates how precisely the fingerprint can be

verified. The quality of the fingerprint data is displayed in this column.

Deleting a fingerprint

» To delete fingerprint data, select the applicable finger from the list then click on "Delete Finger".

o The fingerprint data is deleted from the terminals the next time they are uploaded after which the
person can no longer use the finger for identification and access.

Verifying a fingerprint

» To test the quality of the fingerprint data, first select a finger from the list then click on the "Verify Finger" button.

o The "Fingerprint validation" window opens.

www.gantner.com
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Identification

e Please place the finger on the reader.
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Figure 5.44 - Verifying fingerprint data

» Place the finger vertically and gently onto the sensor of the fingerprint reader.

o The fingerprint is read, and Matrix compares the scanned fingerprint to the saved fingerprint. The
quality of the verification is shown via the stars and a message in the middle area of the window. It is
possible to define a minimum value for quality. If this value is not reached during verification, the
finger MUST be rescanned or another finger used instead.

» Close the window with the "Cancel" button.

» After entering all the information and saving the fingerprint data, save the settings via the "OK" button in the
personnel window.

o The person is added to the selected group in the matrix.

— To edit the personnel information of a person, click with the right mouse button onto the person and select
l "Edit person" from the menu.

NOTE! Ensure that the fingerprint reader is clean before scanning fingerprints. Use a soft, damp (not wet) cloth and
no harsh detergents for cleaning. Also observe the cleaning instructions in the fingerprint reader manual.
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5.6.8 TBS system (biometrics)

As an option for identification of the persons, biometric data (e.g., fingerprints) can also be captured using devices
from TBS (Touchless Biometric Systems AG). When using this system, a TBS reader is required at each door
where authentication via TBS biometric data is required. More information regarding TBS biometrics is available via
their website.

To begin using the TBS system in Matrix, the following requirements must be met:

1. An expansion license (Matrix TBS Integration, Part No. 1103007) must be ordered from GANTNER and
activated in Matrix. See chapter “10 LICENSE MANAGEMENT” for information on this process.

2. The “Enable TBS Synchronization” option must be selected in the Global settings tab (see “4.8 Global settings”),
which is accessed via “Tools” > “Options” > “Global”.

. M Configuration - O x
{2 i3 - - 0
@ w @ e A d
| General Global Metwork Person Optional Fields Licence
Capture thread fingers Yes
Auto update door control Yes
Extended selection [es
Enable Multi-site Policy Yes
Enable blocklist Yes
I Enable TBS Synchronization Yes I
| |Person width 150
Doar width 30

4K (4K 4

[

Auto logout time {min.)

Reporting default path -~ N
Auto create reports |:| ‘Yes (using Matrix Import Service)
Auto create reports language | Invariant Language (Invariant Country) -

Enable Password Recovery Yes
Collect usage statistics Yes
! |Prevent upload to GAT ACE  [_] Yes (other dients are unable to upload changes to GAT ACE)

oK Cancel

Figure 5.45 - Setting for enabling TBS synchronization

3. The following TBS software is required:

- The software “TBS WebEdition” must be installed on a central server for communication with the TBS
biometric devices.

- The software “TBS .NET SDK” is needed to enroll the biometric data for Matrix and must be installed on every
client that is to be used for enrolment. After enrolment, this software sends the biometric data to the “TBS
WebEdition” software. The driver for the TBS biometric reader is also installed during the setup of this
software.
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TBS system setup

» The TBS software is included on the zip file that is delivered with the TBS biometric reader. Install the TBS
software according to the included instructions, which are available via:

”"TBS\WebEdition\ documentation”.
» Go to the directory where the TBS software file is installed and open the path “TBS\WebEdition\Core”.
» Right-click onto “web.config” and select “Open with Editor”.
o Editor opens and displays the code from this file.

» Under <appSettings>, copy the “auth RPKey” value.

» In Matrix, go to “Tools” > “Options” > “Network” > “Network Services Configuration” > “TBS RemoteSync
Interface”, and paste the “auth RPKey” value into the “TBS AuthKeySetting” field.

% Interfaces configuration - X
i!‘, GAT ACE 7000 Interface i’l’ GAT Matrix Synchronizer i,* GAT Relaxx Interface f# TBS RemoteSync Interface 1
Interface Clients: Configuration:
TBS RemoteSync 1
Display NameSetting TBS RemoteSync
Port NumberSetting 80
Remote LocationSetting  127.0.0.1
I TBS_AuthKeySetting |
Use HttpsSetting False

Client IDSetting
Application specific ID for the interface dlient.

Add Client Remove Client

OK Cancel

Figure 5.46 - TBS RemoteSync Interface window

» All other interface settings are set automatically according to the details of the local machine when installing
Matrix.

@
l See chapter “4.4.5 TBS RemoteSync interface” for a description of each setting.

» Click on “OK”.
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Scanning fingerprints with a TBS reading station

NOTE! Ensure that the fingerprint reader is clean before scanning fingerprints. Use a soft, damp (not wet) cloth and
no harsh detergents for cleaning.

» Connect the TBS fingerprint reader to the computer via the USB cable.

o The TBS Biometrics reader is now integrated with Matrix and ready to scan fingerprints.
» In the matrix display, click on the person whose fingerprints you want to scan.

o The personnel data window opens.

» Open the “TBS Biometrics” tab in this window.

3 Edit Person - [Duller E.]

Master data Fingerprint TBS Biometrics Optional fields

(@] Enroll TBS Biometric [@ Remote-Enroll TBS Biometric

[ Delete TBS Biometrics
TBES Biometrics

Figure 5.47 - “TBS Biometrics” tab

o Here, the fingerprints that have already been recorded for the person are shown.

» Click on “Enroll TBS Biometric”.

o The TBS Enroliment Wizard opens as shown in Figure 5.48.

Select sensor

>  Select finger

S
@ TBSGuard 2D-Enroll O oo

Figure 5.48 - Capturing fingerprints via TBS — Step 1

» Click on “Select finger” and select the first finger to scan by clicking on the finger in the picture.

o The finger is marked blue.
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Select finger

> Capture

@ Cancel

® Critical sample mode

Figure 5.49 - Capturing fingerprints via TBS — Step 2

» Click on “Capture”.

Capture process status: Waiting for input ® Cencel

Iy

A A
- \-

Figure 5.50 - Capturing fingerprints via TBS — Step 3

» Place the finger squarely onto the middle of the sensor.

o The fingerprint is automatically read, and the result of the scanned fingerprint is shown.
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Capture result

Ready to proceed > Verification

< Select finger

c Repeat capture

® Cancel

Figure 5.51 - Capturing fingerprints via TBS — Step 4

o “Good” should be shown for the scanned fingerprint.
» If “Poor” or "Low" is shown, repeat the process via the “Repeat capture” button.

» Some fingerprints may not ever produce a “Good” scan. All 10 fingerprints can be scanned so in this instance,
select another finger.

» When “Good” is displayed for the fingerprint, click on “Verification”.

Verification

Capture process status: Waiting for input @ concel

Figure 5.52 - Capturing fingerprints via TBS — Step 5

» Place the same finger onto the scanner.
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110

Verification result

Save & finish

Repeat verify

Repeat process

Cancel

©O @ @

5 |
Good Good

Figure 5.53 - Capturing fingerprints via TBS — Step 6

» “Good” must again be shown for the verified fingerprint. If not, repeat the process via the “Repeat verify” button.
» When two “Good” fingerprints are shown, click on “Save & Finish”.

o The details of the scanned fingerprint are displayed in the list.

B Edit Person - [Duller E.] x

Master data Fingerprint TBS Biometrics Optional fields

(@  Enroll TES Biometric @  Remote-Enroll TBS Biometric
[ Delete TBS Biometrics I
TBS Biometrics

Biometric Type Enroliment Date

» | Middie finger, Right hand 19.08.2019

Figure 5.54 - TBS Biometrics tab with scanned fingerprints shown

Deleting fingerprint data

» To delete the TBS fingerprint data of a person, click on the "Delete TBS Biometrics" button.

o All TBS fingerprint data of the person is deleted from the terminals.

NOTE! It is not possible to delete the fingerprint data of an individual finger. This action deletes all TBS fingerprint
data of the person and cannot be undone.
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Using the TBS fingerprint data
» In the personnel data window, open the “Master data” tab.

» Under the “Data Carriers” area, the data carrier(s) assigned to the person can be enabled for use with the TBS
fingerprint reader via the “Use for TBS” button.

» Click on “OK” to confirm the settings.

3 Edit Person - [Burgess T] x
Master data Fingerprint | TBS Fingerprints Optional fields

Person active Person status - Normal permission

Personnel number |0

Import reference

Title
First name ¥
Display name Burgess T
Last name Burgess
PIN Code

[7] Use PIN code instead of FIU (only GAT ACE 3000)

Data Carriers

New Data Carrier 2 - Employee card - G2/100 v Add
Position Is Inactive | Data Carrier Number Data Carrier Type Badge number Use for TBS
1 O 1111111111 1 - Employee card (old system) - G1/40 E
2 O 2614528722 1 - Employee card (old system) - G1/40 O x
3 | 5432453453 1-Employee card (old system) - G1/40 O x
Pool Group
Pool Group [No Pool Group] Q-
Valid From | valid Until v
<< »> OK Cancel

Figure 5.55 - Assigning data carrier of a person for use with TBS fingerprint reader
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5.6.9 Inserting a picture for a person

On the “Picture” tab, an image or photo of a person can be selected that is then displayed in the personnel data on
the first "Master data" tab.

The “Picture” tab is only displayed if the use of personal images is activated in the options (see "4.10 Settings for
person display"). There you can also define how a picture should be inserted and saved. It is possible to save
images directly in the database (which can increase the size of the database considerably) or to link to the images,
which can then be saved in an accessible folder on the server.

3 Edit Person - [Burgess T] X

Master data Fingerprint TBS Biometrics Picture Optional fields Permissions report

Delete Picture

Path to Picture C:\Users\boughtonrDesktop\PersonImages\Burgess_Tom.jpg

<< E= OK Cancel

Figure 5.56 - Adding a picture for a person

» Click on the “Choose Picture” button.

» Select a picture for the person.
The picture must be in bitmap format (JPG, PNG, GIF, ...) with a maximum size of 5 MB if the image is to be
saved in the database. If the picture is only linked via a link, the picture can be of a larger size.

o If the option to insert the pictures using a link is selected, the path to the picture is displayed below
the picture.

o If a picture that is linked is deleted or renamed, or if the folder with the pictures is not available (e.g.,
for a folder in the network), the picture is no longer displayed in the personnel data. However, the link
is saved and as soon as the picture is available again with the correct name, the picture is displayed
again.

» Confirm with "OK".
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5.6.10 Settings for license plate recognition

As of Matrix version 5.2 together with GAT ACE 7000 version 2.2 and later, cameras for recognizing vehicle license
plates are supported. The ID information and vehicle license plates of all people defined in Matrix are transferred
from GAT ACE 7000 to the camera systems according to the camera settings defined in GAT ACE 7000. The GAT
SR 950 camera available from GANTNER validates the read vehicle license plates and, if the validation is positive,
transfers the ID number to the access controller via the Wiegand interface (e.g. GAT DC 7200). In this case, the
GAT DC 7200 then checks whether a local decision is possible based on the stored authorizations or whether an
online decision is required, e.g. if a pool management or anti-pass-back decision is required. With this system
solution, all requirements can be mapped.

As of Matrix 5.3, it is also possible to use other camera systems for license plate recognition that communicate via
Wiegand and support the SHA-1 26-bit standard. The SHA-1 hash algorithm is used to calculate check values from
the license plates, which can be used to unambiguously check that the license plates match the personnel data
without being able to draw conclusions about the license plate in plain text. For more information, refer to the
documentation of the GAT DC 7200 controller, in which the cameras and the SHA-1 algorithms are configured.

NOTE: A separate license is required for license plate recognition (see "10 LICENSE MANAGEMENT"). If this is
not available, the personnel data is sent to GAT ACE 7000 when the doors are loaded, but the license plates are
ignored (not sent). An error message and a note are displayed in the error log.

In the Matrix software, one or more vehicle license plates per person can be inserted into the personnel data, which
is done on the "Optional fields" tab.

NOTE: In the general settings, one field or multiple fields for license plate numbers must be defined once (see
"4.11. Optional fields for personnel data").

¥ Edit Person - [Zwerger L.] X
Master data Fingerprint Optional fields | Permissions report | Salto ProAccess Space
Telefon 0 v €&

KFZ-Kennzeichen |BZ 1 ABC|

©

<< >> oK Cancel

Figure 5.57 - Personnel data, entering vehicle license plate data in the optional fields

» Enter the license plate number in the field provided. The number can be entered with or without spaces. GAT
ACE 7000 checks the entries for plausibility and corrects the entries accordingly if special characters or spaces
are included.

» If multiple "License plate” fields have been defined, you can enter additional numbers, e.g., for a second car.
» Click on "OK" to save the entered data.

o If alicense plate number is entered that is already being used by another person, a natification with
red X symbol is displayed and saving is not possible. Another number must be entered in this case.
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¥ Edit Person - [Ganahl M.] %

Master data Fingerprint Picture Optional fields Permissions report Salto ProAccess Space

Telefon 0 =y ]

License plate 1 €9|EZ 1AB 2]

» For license plate recognition to work, a data carrier with a specific data carrier type must also be activated for
each person for whom a license plate number is entered. This data carrier type must then be selected as "card
type" in GAT ACE 7000 for the relevant cameras (see the information on camera configuration in the GAT ACE
7000 manual).

» To transfer the license plate information to the cameras, the data must be sent to GAT ACE 7000 ("Uploading
doors").

Note: GAT ACE 7000 always transfers all license plate information for all persons to all cameras
simultaneously.

Note: If you enter a license plate that has already been used for another person and then do not click on "OK"
immediately but switch to another tab, the window cannot be closed by clicking on "OK". An error message is
not displayed in this case. Open the "Optional fields" tab again and correct the entry.

5.6.11 Personnel settings for SALTO ProAccess Space

If SALTO ProAccess SPACE software is used and enabled in Matrix (see "5.5 Importing doors and locations from
SALTO ProAccess SPACE"), an additional "Salto ProAccess Space" tab is displayed when editing personnel data.

8 Edit Person - [R. Miller] *

Master data Fingerprint TBS Biometrics Picture Optional fields Permissions report Salto ProAccess Space

Use extended opening time [ ] Yes Use office function [ Yes
Override privacy [ ves Use antipassback [ ves
Override lockdown [ ves Enable auditor in the key Yes
Set lockdown [ Yes

Revalidation of key expiration [] Yes

Avallable encoders >
Salto key number

Salto key valid until

Salto key state

Encode key Cancel key

< EES 0K Cancel

Figure 5.58 — Personnel data, settings for SALTO ProAccess Space
» In the "Key Options" area, enable the settings for the ProAccess Space data carriers. For more information,

please refer to the ProAccess Space manual.

» In the "Key Revalidation Options” area, you can set the validity period for the person's data carrier.
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» In the "Space Key" area, you can read from and also write to (encode) a data carrier using a SALTO encoding
station connected to the PC. To do so, select the reading station in the "Available encoders" field and then click
"Encode key" or "Cancel key".

NOTE! If the LED flashes green at the encoding station after reading/writing a data carrier, the data carrier
must be removed. If it remains on the encoding station, an error message is displayed in Matrix

5.6.12 Assigning persons to groups

It is possible to drag persons to other locations in the authorization matrix, even to other groups, by holding down
the SHIFT key while dragging the person to the new location with the left mouse button.

5.6.13 Reloading personnel data into a controller

www.gantner.com

After triggering the manipulation block or if there are problems with the authorization data of a person in a controller
(e.g., if the person was not uploaded correctly), the authorization data of the person can be reloaded.

@
l This function only operates with GAT ACE 3000 and not with GAT ACE 7000.

Right-click on the person in the matrix then select the "Reload person to doors" menu option.

Add Person

2 @2

v

Edit Person

a3

o8 g o B

Delete Person

Copy Person

Move Persons

Sort Groups »

& Search Person F3

s Reload person to doors
= (Only for GAT ACE 3000)

A Collapse all Groups

¥ Expand all Groups

Figure 5.59 - Reloading a single person

GAT ACE automatically sends the personnel data to the applicable controller.

NOTE! When the multi-site policy is activated, a person that is selected to be loaded will only be uploaded to the
terminals for which the person is authorized.
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5.6.14 Copying a person

The “Copy Person” function can be used to make a copy of a person together with the access rights defined for this
person. The copied person will be assigned to the same group as the person from which the copy was made. The
access rights that will be copied contain only those who are directly assigned to the person (Person / Door or
Person / Door Group). The data carriers and fingerprints of the person are not copied as they are unique for each
person.

Add Person

2 B

g

(2l

3 Edit Person

Delete Person

24 Copy Person

®.. Move Persons
Sort Groups 3

& Search Person F3

Reload person to doors
(Only for GAT ACE 3000)

@
A Collapse all Groups

¥ Expand all Groups

Figure 5.60 - Copying a person

After copying the person, the window for editing the personnel data opens.

5.6.15 Deleting a person

When a person in Matrix is deleted, the data carriers assigned to the person are deleted, which means they do not
have access authorization in the system. The person row with their assigned door authorizations is removed from
the matrix.

» Right-click on the person to open the shortcut menu.
» Select "Delete Person".

o Depending on the configuration in the general settings (see "4.7. General settings"), the person is
either deleted without notification or a notification is displayed to query whether the person should be
deleted.

» Confirm "Yes" if a delete notification is displayed.

o If the blocklist is activated in the global settings (see "4.8 Global settings"), you are asked whether the
data carrier(s) assigned to the person should be transferred to the blocklist.

» Select "Yes" if the data carrier has been lost or stolen. This will add the data carrier(s) to the blocklist. The
offline doors will then need to be loaded using the programming device.

» Select "No" if the person has correctly returned the data carriers and it can be used for other persons. In this
case, the offline doors do not need to be loaded using the programming device.

o The person is deleted from Matrix.
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5.7 Import persons

Matrix offers the possibility to import persons from other applications via corresponding files or from another
database. The import must be defined once. The same settings are then reused for further imports, and you must
only click on the desired option under the "Import Persons" button in the toolbar.

& .
Import Persons

&5 Import from File
£5 Import from Database

“Import from File” starts importing via the configured CSV file and “Import from Database” starts importing via the
configured database.

To configure the import persons settings, select the "Setup Person Import" option from the "Tools" menu. The
following window opens.

3 Person Import - [m] X
CSV Import SAP Import Import from Database Delete Actions
Select the file you want to import
Import File | C:\Users\wegr\Desktop\Personenimport.csv
Has header [7] Yes After Import do not change file v
Default import group 2 - Management v
® semicolon O Tab Default card type one 2 - Angestellte (Typ 2) - G2/100 -
Delimiter Default card type two 3 - Angestellte L - G2/160 Y
O Comma (O Custom Delimiter Data carrier empty behavior |Delete v
Pass data carriers D Yes
Date and time culture de-DE v
Execute deletes [] Yes (Executes the configured delete actions prior to the import)
Datentrag... Datentrdg... | Vorname GATAcces... | GATAcces... | GATAcces... | ImportRe... |Nachname |Personal-ID | Personen... | PIN Code | Titel Giiltig ab Gliltig bis
44444500... | 44444510... | Tise 13.10.2019 | 14:50 1 A, 46 1 13.11.20 13.12.201...
44444500... | 44444510... | Olga 13.10.2019 | 15:50 2 L 47 2 1111 20.11.20... | 20.12.201...
44444500... | 44444510... | Thomas 13.10.2019 | 15:50 2 L. 48 2 1111 20.11.20... | 20.12.201...
44444500... | 44444510... | Hans 13.10.2019 | 15:50 2 F. 49 2 1111 20.11.20 20.12.201
44444500... | 44444510... | Sabine 13.10.2019 | 15:50 2 H. 50 2 1111 20.11.20 20.12.201...
44444500... | 44444510... | Dominic 13.10.2019 | 15:50 2 u. 51 2 1111 20.11.20... | 20.12.201...
44444500... | 44444510... | Jessica 13.10.2019 | 15:50 2 u. 52 2 1111 20.11.20... | 20.12.201...
44444500... | 44444510... | Rainer 13.10.2019 | 20:00 2 T. 67 2 1111 20.11.20 20.12.201
44444500... | 44444510... | Roland 13.10.2019 | 20:00 2 w. 68 2 1111 20.11.20 20.12.201...
Next > Cancel

Figure 5.61 - “Person Import” window

NOTE! The following describes how to import persons via a CSV file. You can also import persons directly via SAP
CC1 files ("SAP Import" tab - see “5.7.2 Importing via SAP” for more information) or from another database ("Import
from Database" tab - see "5.7.3 Importing from database" for more information).

NOTE! If using SALTO ProAccess SPACE software, note that the names of all persons in Matrix must be unique
for the import.
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Importing via CSV file

On the "CSV Import" tab, click on the "..." button next to the “Import File” field to select the import file in which the
persons to be imported are stored.

NOTE! The file must be a text file (CSV). For the exact format specifications of the import file see “Appendix D”.

The following settings can be defined for import of personnel data:

- Has header:

- Delimiter:

- After Import:

- Default import group:

Default card type 1/2:

If the first row in the import file is used for naming the rows in the file, you can mark this

option. If the option is marked, the first line of the import file will not be imported.

Select the symbol that is used in the import file for separation of the columns. In the

input field "Custom Delimiter" right next to the "Delimiter field" you can also enter an

own character to be used for the separation of columns. Therefore, the option with the
same name must first be selected.

In this field you can select what shall happen with the import file after successful import:

- do not change file: The import file is neither changed nor deleted. Please think of
deleting this file manually to free-up space on the disk.

- remove file: After import, the import file is automatically deleted.

- archive file: The import file is archived, which means that the file is copied to
an archive directory and the import directory is deleted. The
location of the archive directory can be entered below.

Select the default group in Matrix to which newly imported people, who are not already

assigned to a group, are assigned to following importation. If the "No default group”

option is selected, note that a group must be specified for each person in the import
file. Persons not assigned to a group will not be imported.

If there are no data carrier types defined in the import file, select the default data carrier

types to assign to the data carriers 1 and 2 of the imported persons. To define the data

carrier types in the import file, the “Import ID” of the desired data carrier type must be
defined (see "5.6.4 Defining data carrier types" for more information).

- Data carrier empty behavior:

- Pass data carrier:

- Date and time culture:

- Execute deletes:

HB_Matrix—EN_71

This option defines how the data carrier numbers of existing persons in Matrix should
be handled during importation when no data carrier number(s) or "0" as the number(s)
is/are defined:

- "Delete™:  Only the data carriers that are assigned for importation (see next page)
and have an empty import field or "0" in the import field are deleted. All
unassigned data carriers remain.

- "Ignore™ The data carrier(s) of existing persons with an empty import field or "0" in
the import field remain unchanged.

If this option is enabled, a data carrier can be transferred from one person to another

through the import process without the data carrier having to be deleted by a person

first. If the option is not enabled, an error occurs when you try to assign a data carrier to

a person and the data carrier is still assigned to another person. The assignment is not

allowed in this case.

Note: This function is only possible for invalid records, i.e., if the person’s validity date

has not expired yet, the data carrier cannot be transferred. If the validity period has

expired, the data carrier is removed from the person and assigned to the new person.

Select the format for the date and time data that is included in the import file. An

example of each format is shown in the list next to the entry. This setting only affects

the "Valid from" and "Valid until" fields. For the "GAT Access Date flag" and "GAT Access

Time flag" fields, the "German" format is always used ("dd.MM.yyyy" and "HH: mm").

Select this option to execute the configured delete parameters (see “5.7.4 Delete

actions”) prior to the import.
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After selecting the file, a preview is shown in the bottom field of the window. When you selected the correct
delimiter, you should see a table with each person in a separate row and each data field in a separate column of the
table. An example is given in the following figure.

3 Person Import - O X
port | SAPImport | Import from Database
Select the file you want to import
Import File | C:\Users\boughtonr\Desktop\Personenimport-EN.csv
Has header [ ves After Import do not change file -
_ - f, 2 -
@ semicolon OTab Default import group 2 -Management
Delimiter | ... Default card type one 2 - Employee card - G2/100 v
() Comma () Custom Delimiter
Default card type two :2 - Employee large card - G2/160 v
Data carrier empty behavior | Delete -
Date and time culture en-US v
Data carri... |Data carri... | Name GAT Acces... GAT Acces... | GAT Acces... | ImportRe... | Surname Personnel ID | Persongr... |PIN code Title Valid from Valid to
44444500... | 44444510... |Ella 13.10.2015 | 14:50 1 H. 46 1 13.11.201... | 13.12.201...
44444500... | 44444510... | Olivia 13.10.2015 | 15:50 2 H. 47 2 111 20.11.201... | 20.12.201...

Figure 5.62 - Person Import definition - Step 1

NOTE! The first line of the import file is usually used for the naming of the different data columns. If the header file
is shown in the first row of the table (as in the example below), mark the "Has Header" option in order to use this
line as the header of the import table. The lines should no longer be displayed after selecting this option.

Data Carri... |Data Carri... |First Name GAT Acces... |GAT Acces... | GAT Acces... |ImportRef... | Last Name Personnel ID | Person Group | PIN Code Title Valid from Valid to
44444500001 | 44444510001 | Jane 13.10.2015 | 14:50 1 Doe 46 1 13.11.201... |13.12.20152...
44444500002 | 44444510002 | Jasper 13.10.2015 | 15:50 2 Nielsson 47 2 1111 20.11.201... |20.12.20152...

NOTE! When previewing the import file, it is not yet possible to check whether a person to be imported already
exists in Matrix. Therefore, the selected standard import group is displayed for a person if no person group is
specified in the import file. Only after import can assessment and appropriate processing take place.

If the preview is ok, press "Next". The following window is shown.

3 Person Import - O X

SAP Import Import from Database

Map columns of import file to the properties of persons

Column Mapping

4y This list contains all the columns found in the import file. To map a column, dragit to the grid on the (@) This list shows the mapping from the columns of the import file to the data required by GAT Matrix. Use

right side. " the X to dear a mapping.

Data Carrier 1 - || From To N
Daita Carrieri2 GATAccessTime GatAccessTime x
GATACcessDate GATAccessTimeFlag GatAccessTimeFlag x
GATAccessTime ImportReference ImportReference x
GATAccessTimeFlag LastName x
ImportReference Personalld x
Last Name =
Personnel ID
- - Pin X

2

The table shows the data after the mapping. You must correct all errors before continuing. There are currently 6 errors.

Person Group | Import reference Personalld | Data Carrier One Type | Data Carrier1 | Data Carrier 2 | Data Carrier Two Type | Pin | Tie | Firstname |Lastname | ValidFrom validTo

[] 0 Jane [<] 13.10.2015 14:50

[%] 0 Jasper [x] 13.10.2015 15:50

< Back Cancel

Figure 5.63 - Person Import definition - Step 2 with incorrect mapping

www.gantner.com HB_Matrix--EN_71 119



Gantner

Matrix
Operation

Here, you must define which columns (= data fields) of the import file to use for the data fields required by Matrix.
Matrix attempts to assign the import fields as much as possible already with reference to the names of the columns.
For columns where no match is found, you must assign the fields manually. The columns of the import file are
shown in the top left field (1) and the data fields required by Matrix are shown in the column "To" in the top right field
(2). In this field you can define the mapping from the import data fields to the data fields of Matrix by dragging a field
from the top left field to the corresponding position in the column "From" in the top right field.

NOTE! If optional fields are defined in the personnel data (see "4.11. Optional fields for personnel data") they are
also assigned here in the same way as the standard fields of Matrix. Pay attention that the imported values are of
the same type as the corresponding data types of the optional fields. Otherwise, the person with a wrong data type
cannot be imported or standard values are used (e.g., "01.01.0001" for the date). The behavior depends on the
configured settings of the optional fields.

NOTE! Ensure that the data carrier number in the import file is always in decimal format (not in hexadecimal
format).

The table at the bottom of the window (3) previews how Matrix will use the data from the import file. A red "X" icon
displayed in this table means that the corresponding data field is not mapped correctly and must be checked.

If you want to use the "Valid from" and "Valid to" fields in the import file directly, but not the "GATAccessDate"
GATAccessTime" and "GATAccessTimeFlag" fields from GAT Access, you must delete the assignments of these 3
GAT Access fields marked with the "X" icon. In addition, the previously defined date and time format is checked. If
there are errors in the format, e.g., the date for the month or day is out of range (max. 12 or 31), or the "to" date is
prior to the "from" date, an error symbol (red X) is displayed.

The next figure shows correct mapping.

3 Person Import

SAP Import | Import from Database

Map columns of import file to the properties of persons

4y This list contains all the columns found in the import file. To map a column, dragit to the grid on the @) This list shows the mapping from the columns of the import file to the data required by GAT Matrix. Use

right side. the X to dear a mapping.

[ | - |[From To -
ol e First Name FirstName x
First Name A w = x
GATAccessDate GATAccessDate GatAccessDate
GATAccessTime GATAccessTime GatAccessTime x
GATAccessTimeFlag GatAccessTimeFlag x
ImportReference ImportReference ImportReference x
Last Name Last Name LastName x
Personnel ID
2 = Personalld x

The table shows the data after the mapping. You must correct all errors before continuing. There are currently 1 errors.

Person Group | Import reference Personalld | Data Carrier One Type | Data Carrierl |Data Carrier 2 | Data Carrier Two Type |Pin |Title | Firstname |Lastname | ValidFrom ValidTo

Office Staff

Office Staff 0 Standard 44444500001 Jane Doe 13.10.2015 14:50

Management 0 Standard 44444500002 Jasper Nielsson 13.10.2015 15:50

< Back Cancel

Figure 5.64 - Person Import definition - Step 2 with correct mapping
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NOTE! The field "Import reference” in list (2) is only shown if the usage of an import reference was activated in the
general settings (see chapter "4.8 Global settings").

Click on "Next" to proceed to the next step.

Select a unique key to update persons

Select the property that shouid be used as a unique key for updating existing persons.

O Import reference O Personnel number
@ Card Number

Automatic import [#] Enabled (requires GAT Matrix Import Service):

Import Interval (min) 103

Load data to GAT ACE after import [_| Yes

Figure 5.65 - Person Import definition - Step 3

If the import file contains persons who are already defined in Matrix, these persons will be updated with the
information from the import file. Select which data shall be used for referencing the persons in Matrix with the
imported person. "Import Reference" will use the field "Import Reference" of the personnel data, "Card Number" will
use the "Data Carrier" field in the personnel settings and "Personnel Number" will use the "Personnel Number" field
in the personnel settings for comparing the data.

NOTE! "Import Reference" can only be selected when this function was activated in the global settings (see "4.8
Global settings"). This allows to define an arbitrary value for the persons which will then be used for comparison on
import.

Furthermore, you can define whether an automatic import should be executed at a predefined time interval. The
import is carried out by the "Matrix - Person Import Service", which is available in the installation package and must
be configured accordingly. Further information about the configuration of the import service can be found in chapter

"11 PERSONS IMPORT SERVICE".
To activate the automatic import, the “Automatic Import” option must be enabled. The “Import Interval” option
defines how often the import service will check the import file and import new persons. The “Load data to GAT ACE

after Import” option allows you to upload the changes from Matrix to GAT ACE immediately after the import.

Click on "Next" and a new window will show if all information is correct.
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3 Person Import - o x

CSV Import SAP Import Import from Database

Completing the wizard

Progress
The data was imported successfully. 3 persons found in the import file. 0 persons updated. 3 persons created. 0 data carriers created. 0 existing data carriers assigned.

Start Import

< Back Einish

Figure 5.66 - Person Import definition - Step 4
You can start to import the persons by clicking on "Start Import". The status bar displays the import progress.

Finally, click on "Finish". The persons are added in the authorization matrix to the respective groups that were
defined in the import data.

®  Ifyou want to edit or update the import file and import the same file again, you only need to click on the
"Import Persons” button. The window from Figure 5.66 will open and you only need to click on "Start Import".
To change settings, click on the "People Import" button at the top of the window to scroll back through the
Import Wizard and make changes to the import settings.

NOTE! Once the import is complete, the import file should be renamed or moved/deleted. If another import is
performed later, the data that has been changed in Matrix in the meantime will be overwritten with the "old" data that
is imported again.
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5.7.2 Importing via SAP

To import persons from an SAP system or a comparable HR system via an SAP CC1 file, click on the "SAP Import"
tab in the “Person Import” window ("Settings" menu, "Configure Person Import" menu item).

The import of persons can be done from an SAP system or a system that provides data compatible with the SAP
CC1 format. Current SAP systems require a BAPI handler that creates the required format. The handler can be
already installed by the customer for the SAP system or can be supplied by Gantner.

Import from Database

Select the file to import

Import File
Data carrier mapping file
Import field () BDEGR (@® zANBE

© Card Number @ Personnel number
Importkey

Cancel

Figure 5.67 — Person import via SAP

The following settings are available for importing a personnel file:

- Import file: Click on the "..." button to select the file to be imported (format “.upd”). The default
name of the file is "perso1.upd".
See “Appendix D" for a description of the import file.

- Data carrier mapping file: In SAP CC1 format, the length of the data carrier numbers is limited. If longer data
carrier numbers are used, this file can be used to recode the SAP data carrier number
to the number actually used.

- Import field: Select in which SAP field the access authorizations are managed. The default option
here is ZANBE. For more information, see “Appendix D”.
- Import key: Select which field should be used as the import key.

NOTE! If you are importing from an SAP CC1 file, map the "ACCESS_CONTROL_GROUP" field (previously
named "ZANBE") to the person group number in Matrix. This field is a 2-digit, alphanumeric value in SAP.

NOTE! For the standard import group and the standard data carrier types, the information from the CSV import is
used (see previous section). These must be set correctly on that window.

The rest of the import is similar to the import via CSV file.
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5.7.3 Importing from database

With the import of persons from an external database you have the possibility to import personnel data from other
programs into Matrix via a database. The import can be carried out manually or automatically. For an automatic
import, the Matrix Import Service must be installed.

NOTE! Matrix and the Matrix Import Service do not clean up the import database tables. These must be self-
cleaned by the remote terminal if desired.

The database import can also be used in parallel with the CSV and SAP imports. If an import is already running, any
subsequent imports will wait until the first is finished.

» To configure the person, import from a database, click on the "Import from Database" tab.

# Person Import - ] X
CSV Import SAP Import Delete Actions
Import from Database Configuration
Database Configuratior
Database Type MsSql2005 v
Server Location V-\gantner
Authentication SQLServer v
Username PersonImportDatabase Password === | [EResereOREmEREEEe
Database Name PersonImportDatabase v Create Database Create Database Tables
& Database connection successful.
Import Settings
Default Import Group 2 - Management -
Default Card Type No default type -
Pass data carriers [ ves
Data carrier empty behavior | Delete v
“ ) Import reference
Import Key “: ) Card Number
(®) Personnel number
Automatic Import [T Enabled (Requires GAT Matrix Import Service)
Import Interval (min) 10
Load to GAT ACE after Import [[] Yes
Delete records after import [ | Yes
Execute deletes [¥] Yes (Executes the configured delete actions prior to the import)
Save Settings
Import
Import Progress
Start Import

Figure 5.68 — Person import from database
» In the "Database Configuration" area, enter the details of the database that you want to import from.

®  The database can and should preferably be created from the Matrix import settings shown here. This ensures
l that all fields are created correctly.
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- Username/Password:

Database Type:
Server Location:

Authentication:

Gantner

Select the type of database ("MsSql2000" or "MsSql2005").

Enter the server name here (usually the computer name and the instance name of the
database).

Select how Matrix should log into the database. This can be with SQL username and
password or with Windows credentials. For SQL Server login, enter the username and
password.

For SQL Server login, enter the username and password here to connect to the
database.

In the "Import settings" section, you can configure the import with the following fields.

- Default Import Group:

Default Card Type:

Pass data carrier:

Field empty behavior:

Import Key:

Automatic Import:

Import Interval (min):

Select here the default persons group in Matrix to which persons with no defined
person group in the import file are to be assigned. When "No default group” is selected,
a person group must be specified for each person in the import database. Persons
without a specified person group are not imported.

Select here the default data carrier type that will be assigned to imported persons if a

data carrier type is not already defined (see "5.6.4 Defining data carrier types" for

information on card types).

If this option is enabled, a data carrier can be transferred from one person to another

through the import process without the data carrier having to be deleted by a person

first. If the option is not enabled, an error occurs when you try to assign a data carrier to

a person and the data carrier is still assigned to another person. The assignment is not

allowed in this case.

Note: This function is only possible for invalid records, i.e., if the person’s validity date

has not expired yet, the data carrier cannot be transferred. If the validity period has

expired, the data carrier is removed from the +person and assigned to the new person.

This option defines how the data carrier numbers of existing persons in Matrix should

be handled during importation when no data carrier number(s) or "0" as the number(s)

is/are defined:

- "Delete™: Only the data carriers that are assigned for importation (see next page)
and have an empty import field or "0" in the import field are deleted. All
unassigned data carriers remain.

- "Ignore™: The data carrier(s) of existing persons with an empty import field or "0" in
the import field remain unchanged.

If the import file contains persons that are already defined in Matrix, these persons are

updated with the data of the import file. Select here which information should be used

to compare the persons in Matrix with persons in the import file. With the "Import
reference" setting, the "Import reference" field is used for the transfer of persons. With
the "Card Number" setting, the "Data carrier” field in the personnel data is used, and
with the "Personnel number" setting the "Personnel number" field is used in the
personal data.

NOTE! The "Import reference" setting can only be selected here when the use of an

import reference has been enabled in the general settings (see "4.8 Global settings").

This can be used to define any value for the persons used specifically for the import.

Select this option when you want to automatically import persons at defined intervals.

The import is carried out by the "Matrix - Person Import Service", which is available in

the installation package and must be configured accordingly (for details on configuring

the import service, see chapter "11 PERSONS IMPORT SERVICE").

This value defines at what intervals (specified in minutes) the import service will import

persons when automatic import is activated. It should be noted that the interval begins

to countdown after the completion of the import.

Load to GAT ACE after Import:

When this option is selected, the data is automatically loaded to GAT ACE after import.

Delete records after import:

www.gantner.com
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Select this option to delete the data records from the database after import and thus
prevent multiple imports. Only successfully imported persons and their respective data
sets (fingerprints and data carriers) are deleted.

- Execute deletes: Select this option to execute the configured delete parameters (see “5.7.4 Delete
actions”) prior to the import.

» After you have configured the database import settings, save the changes by clicking on "Save Settings".

» In the lower "Import" section you can manually start the import, e.g., to check the entered data.

NOTE! When configuring the database, a file called “personimport.hibernate.cfg.xml” is created in the
AppData folder for Matrix. This file, like the normal hibernate.cfg.xml, must be manually copied to the import service
execution directory to allow the service to access the database (see "11 PERSONS IMPORT SERVICE").

If the “Delete actions” function is used with an SQL database, a file called "delete.hibernate.cfg.xml" is

created in the AppData. This must also be copied to the execution directory, unless the “Use DB import settings”
option is set to be used for the delete action. In that case, only the “bersonimport.hibernate.cfg.xml” is needed.

Overview of the database fields of a person:

3 PersonimportFingerprint ___J BE PersonimportPerson A 3 PersonimportError ;] £ Personimportinformation ;]
* (All Columns) [CI-@ancolumns) * (All Columns) * (All Columns)
Recordld Recordid Recordid c Recordid
PersonnelNumber iR '{}\ ErrorMessage StartDate
EnroliDate \ FirstName >\¢. ErrorDate EndDate
Finger >\ Title PersonimportPerson_FK »NasSuc(essft.rl
Hand Personnaltiveriber Personimportinformation_FK NewPersonsAmount
FingerTemplate PINCode UpdatedPersonsamount
IsAttackFinger PersonGroupimportid FailedPersonsAmount
Priority PoolGrouplmportld
VerificationResult ValidFrom
VerifyDate ValidUntil
Email
PhoneNumber
i PersonimportDataCarrier ;] Gender

ImportReference

2 AR Calamos) OptionalFields

Recordid

DataCarrierNumber

DataCarrierTypelmportReference

PersonnelNumber

DataCarrierPosition

BadgeNumber

Figure 5.69 — Database diagram of the import table

- The "PersonlimportPerson" table represents the person being imported.

- In the "PersonimportError" table, the Import Service writes any errors that occurred during an import. An error
refers to the person and the import where the error occurred (i.e., in the PersonimportPerson and
Personlimportinformation tables).

- The “Personlmportinformation” table represents a single person import that was run by the Import Service. Each
time an import is performed, a new entry is written to this table.

- The "PersonimportDataCarrier" and "PersonimportFingerprint" tables on the left contain the data carriers and
fingerprint data to be imported. A person from "PersonimportPerson" is linked to n data carriers in
"PersonlmportDataCarrier" and n fingerprints in "PersonimportFingerprint" via the "PersonnelNumber" field.

- There is only one default data carrier type for DB import.

- The data carriers in the "PersonimportDataCarrier" table are identified using the "PersonnelNumber" and
"DataCarrierPosition" fields. This makes it possible for a person to re-import a data carrier with a number that has
already been imported by using a different item number. To delete or overwrite a person's data carrier, the new
data carrier number with the position of the data carrier to be deleted can be imported (e.g., data carrier 009 with
position number 1 is overwritten by newly imported data carrier 010 with position number 1).
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Table "PersonimportPerson”

Gantner

Field SQL data type | Comment Mandatory
field
Recordld int Primary key of the table
LastName nvarchar(100) Surname Yes
FirstName nvarchar(100) First name No
Title nvarchar(255) Title of the person No
PersonnelNumber int Employee number Yes
PINCode nvarchar(255) PIN code of the person No
PersonGrouplmportedid | int Import ID of the person group that the person will be imported to Yes /No®
PoolGrouplmportld int Import ID of the pool group to which the person is to be imported No
ValidFrom datetime Start of the validity period of the person. ValidFrom must be before No
ValidUntil.
ValidUntil datetime End of the validity period of the person. ValidUntil must be after No
ValidFrom.
Email nvarchar(255) The person's email address. The string must be a valid emalil No
address.
PhoneNumber nvarchar(255) The person's phone number. The phone number begins with "+" No
and must be a valid number, e.g. "+43555233944".
Gender Int Information about the person's gender. The following four values No
are possible:
0: no information given
1: male
2: female
3: diverse
If the field is empty or another value is given, "0" (no information
given) will be used automatically.
ImportReference nvarchar(255) The defined import reference (if used) Yes /No™
OptionalFields nvarchar(MAX) | Format: No

OptionalFieldslName|OptionalFieldslValue;
OptionalFields2Name|OptionalFields2Value; ...

Name and value are separated by the character "|". Multiple fields
are separated by a semicolon ";". The optional field definitions must
exist in Matrix (see "5.6.1 Defining personnel master data”)

1)
2

Depending on which criterion is imported.

If no default import group is specified, the field is required. If the group does not exist with the ID provided, one will be created.

Table 5.1 — Fields of the "PersonimportPerson” table

Table "PersonimportDataCarrier”

Field SQL data Comment Mandatory
type field
Recordld int Primary key of the table
DataCarrierNumber bigint® Number of the data carrier Yes/No
DataCarrierTypelmportReference | int Import reference of the data carrier type to be assigned to No
the data carrier
PersonnelNumber int Personnel number Yes®
DataCarrierPosition int The position of the data carrier within the person's data Yes @
carriers
BadgeNumber int Number Yes/No

1)
2

3
4)

Depending on which criterion is imported.

If the associated data carrier type is used as the default for GAT ACE 3000, the data carrier number may only be max. 11
digits long. However, if the type is used for GAT ACE 7000, the data carrier number may be longer.

Establishes the relationship to a person in the PersonlmportPerson table.

A person's data carrier is identified and updated exclusively via the PersonnelNumber and the DataCarrierPosition.

Table 5.2 — Fields of the "PersonimportDataCarrier" table

www.gantner.com
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Table "PersonimportFingerprint"
Field SQL data type | Comment Mandatory
field
Recordld int Primary key of the table
PersonnelNumber int Personnel number Yes (N
EnrollDate datetime The enroliment date of the finger No
Finger int The finger used No @
Hand int The hand used No ®®
FingerTemplate Varbinary(MAX) | The fingerprint (template) of the finger Yes
IsAttackFinger bit Indicates whether the finger is the duress finger Yes
Priority tinyint The priority of the finger. The finger used most often should have No
the highest priority.
VerificationResult int An optional verification value that indicates how well a finger can No
be read
VerifyDate datetime The date of verification No
(™ Establishes the relationship to a person in the "PersonlmportPerson” table.
@ 1 =thumb, 2 = index finger, 3 = middle finger, 4 = ring finger, 5 = little finger.
® 1 = left hand, 2 = right hand, 3 = unknown.
“ A person's fingerprint is identified and updated using the PersonnelNumber, the hand, and the finger.
Table 5.3 - Fields of the "PersonlmportFingerprint" table
Table "PersonimportError"
Field SQL data type | Comment
Recordld int Primary key of the table
ErrorMessage nvarchar(255) The error that occurred
ErrorDate datetime The time when the error occurred
PersonimportPerson FK int Reference to the "PersonimportPerson” table where the error occurred
Personimportinformation FK | int Reference to the "Personimportinformation” table where the error occurred
Table 5.4 — Fields of the "PersonimportError" table
Table "Personlmportinformation”
Field SQL data type | Comment
Recordld int Primary key of the table
StartDate datetime Start date/time of the import
EndDate datetime End date/time of the import
WasSuccessful Boolean Indicates whether the import was successful
NewPersonsAmount int The number of new persons imported
UpdatedPersonsAmount int The number of persons who have been updated
FailedPersonsAmount int The number of persons who could not be imported
Table 5.5 — Fields of the "Personlmportinformation” table
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5.7.4 Delete actions

Gantner

In the “Delete Actions” tab, you have the possibility to delete personnel data from the Matrix database. The deletion

can be carried out manually
actions.

or automatically. A database or a CSV file can be used as the source for the delete

» To configure a delete action, click on the "Delete Actions" tab.

3 Person Import

CSV Import SAP Import Import from Database Dele

Source iDatabase tal

ble iv

Default values

Person key Personnel number -

Default data carrier type 1 - Employee card (old system) G1/40 v

Automatic execution
Automatic execution [Clves
Execution interval (min.) 10

Load to GAT ACE after Execute [_] Yes

Please do not use the automatic execution when combining the delete actions with an import action (CSV or database).

Use DB import settings [] Yes

Database type MsSql2005 -
Server location 192.168.5.80\K-SITE

Authentication Windows v
Username

Password

Database name PersonImportDatabase v Create database Create database tables

& Database connection successful.

Save settings

Execute deletes

Figure 5.70 — Deletion via database table

» In the "General settings"
- Source:

- Person key:

- Default data carrier type:

www.gantner.com

area, enter the details of the database that you want to import from.

Select to delete data either via a CSV file or via a database table. The settings beneath
the general settings change depending upon the source selection.

If the delete file contains data that is already defined in Matrix, this data will be deleted
according to the information in the delete file. Select here which information should be
used to identify data in Matrix with data in the delete file. With the "Personnel number"
setting, the "Personnel number" field is used to identify persons.

With the "Import reference" setting, the "Import reference" field is used to identify
persons. With the "Card Number" setting, the "Data carrier" field in the CSV or
database table is used.

Select the default data carrier type that will be used for identification during deletion if a
data carrier type is not already defined in the data table (see "5.6.4 Defining data
carrier types" for information on card types).
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- Automatic execution: Select this option if you want to automatically execute the deletion at defined intervals.

- Execution interval (min):  When the previous automatic execution setting has been selected, define here the
intervals (in minutes) at which the action will automatically be executed. Note that the
interval begins to countdown after the deletion is completed.

Load to GAT ACE after Execute:
When this option is selected, the data is automatically loaded to GAT ACE after
execution.

» Depending on which source was selected (“CSV file” or “Database table”), configure the settings for the CSV file
or database as required. A description of each setting is available in “5.7.1 Importing via CSV file” and “5.7.3
Importing from database”. For the database settings, select the “Use DB import settings” option to use the same
settings as configured in the “Import from Database” tab.

» In addition, select what should be seen after deletion with the delete commands:
CSV - "After execution":
- Do not change file: The imported CSV file with the delete actions remains unchanged.

- Remove file: The CSV file is deleted. This setting is recommended to ensure the files that have
already been deleted do not have to be edited again the next time they are deleted.

- Archive file: The CSYV file is moved to a folder. You can select this in the "Path of archived files"
field. The file name is assigned automatically according to the following format:
"gatmatrix delete.archive.<Date><Time>".

Database — "Delete records after execute":

- Yes: The successfully executed delete actions are deleted from the database. This setting is
recommended so that these actions do not have to be edited again when you delete
them again.

» After you have configured the settings, save the changes by clicking on "Save Settings".
» Alternatively, you can manually start the deletion by clicking on the "Execute deletes" button.

o The results are displayed in the “Result” area to the right.

Overview of the database fields for delete actions with source "Database"

The "DeleteRecord" table serves as a source for the delete actions while data in the "DeleteRecordError" table is
the results (errors & warnings) of these actions and filled in by Matrix.

Table "DeleteRecord™

Field SQL data type | Comment Mandatory
Recordld int Primary key of the table
RecordType nvarchar(255) 1 of 3 options available to set which data to delete: Yes
DP = delete person, DC = delete card, DF = delete fingerprint
PersonKey nvarchar(255) | The number of the “Person key” setting defined in Matrix. Yes /No™
DataCarrierNumber nvarchar(255) | The number of the data carrier to be deleted. Yes /No®
DataCarrierTypelmportld | int The import ID number of the data carrier type. Yes /No®
FingerprintHand int The hand number for fingerprint deletion. 1 = left, 2 = right, 3 = Yes/No®
unknown
FingerprintFinger int The fingerprint number for fingerprint deletion. 1 = thumb, 2 = Yes/No®
index, 3 = middle, 4 = ring, 5 = pinky, 6 = unknown

™ Only mandatory when deleting a person or a person’s fingerprints. Not mandatory for deleting a data carrier.
@ Only mandatory when DC (delete card) is defined for RecordType.
®  Only mandatory when DF (delete fingerprint) is defined for RecordType.

Table 5.6 — Fields of the "DeleteRecord" table
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Table "DeleteRecordError”
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Field SQL data type | Comment

Recordld int Primary key of the table

Severity nvarchar(255) The severity level for messages (“Warning” or “Error” are possible)
ErrorMessage nvarchar(255) The error that occurred

ErrorDate datetime The time when the error occurred

DeleteRecordld int Reference to the "PersonimportPerson" table where the error occurred

Table 5.7 — Fields of the "DeleteRecordError" table

Overview of the fields for the delete actions with source "CSV file"

The following table shows the fields in the CSV for the delete actions.

Delete fields in the CSV file

Field SQL data type | Comment Mandatory
field
RecordType string 1 of 3 options. Defines which data should be deleted: Yes
DP = person, DC = data carrier, DF = fingerprints
PersonKey string Personnel number of the person to be deleted. Yes /No™
DataCarrierNumber ulong Number of the data carrier to be deleted. Yes /No®
DataCarrierTypelmportld | int ID number of the data carrier type. Yes /No®
FingerprintHand int The hand from which fingerprints are to be deleted. Yes /No®
1 = left hand, 2 = right hand, 3 = unknown
FingerprintFinger int Finger whose fingerprint is to be deleted. Yes /No®
1 = thumb, 2 = index finger, 3 = middle finger, 4 = ring finger,
5 = little finger, 6 = unknown

™ Depending on the configuration under "Person key" / mandatory field if a person or a fingerprint is to be deleted. Not
necessary to delete a data carrier.

@ Mandatory field for RecordType "DC" (deletion of a data carrier).

@ Mandatory field for RecordType "DC" (deletion of a data carrier). If not specified, the value from "Default data carrier type" is

used

@ Mandatory field for RecordType "DF" (deletion of a fingerprint).

Table 5.8 - Delete fields in the CSV file

If errors occur during the import, a file with the designation "gatmatrix delete.error.<Date><Time>" is
created in the same directory. A line with the following format is entered in this file for each error:

Line:

<LineNumber> - <Type> - < Description>

The field <Type> can be "Error" or "Warning".
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5.8 Pool groups
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If you want to define access to an area where the number of persons who can access the area at one time is
limited, you can use pool groups. An application example is the control of access to a parking lot that is used by
several companies:

- Each company is assigned a certain number of parking spaces.

- For each company, a pool group is created.

- The employees of the companies are assigned to the relevant pool groups.

- When an employee enters the parking lot, they identify themselves using their data carrier. Before access is
granted, it is checked whether there are still places left in the person's pool group. This requires the GAT ACE
7000 APB software.

- If the maximum number of employees for the pool group has already been reached, access is denied.

To configure the pool groups, complete the following steps.

» In the "Tools" menu, select the "Pool Groups" menu item.

o The "Pool Groups" window opens where the existing pool groups are listed.

3 Pool Groups

dh Add (P Edit 3¢ Delete

GANTNER Bregenz

Default Pool Group :No default pool group

Name Description Import ID
Employees in SiZe Bregenz
Management Members of Management
OK Cancel

Figure 5.71 — Pool groups window

» To add a new pool group, click on "Add".

» To edit an existing pool group, select the group and click on "Edit".

o In both cases, the "Pool Group" window opens.

«

3 Pool Group

Name GANTNER Sydney|
Description | Employees of Sydney office

Import Id

OK

Figure 5.72 — Defining a new pool group
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» Enter a name and, if desired, a description for the pool group.

v

The Import ID is assigned automatically (next available) but can also be changed manually.
» Confirm with "OK".
o The pool group is displayed in the list of pool groups.

» You can now assign this pool group to the desired persons in Matrix, which occurs when defining the master
data of a person (see "5.6.1 Defining personnel master data”).

» In the “Default Pool Group” field, a pool group, which will be assigned to new persons by default, can be
selected from the drop-down menu.
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5.9 Multi-site policy

If the multi-site policy in Matrix is enabled and used, you can unlock individual person and door groups for each
Matrix user. Users will then be able to see and edit only those groups unlocked for them. In addition, the use of
several different corporate calendars for different locations (sites) is possible using the multi-site policy.

In conjunction with the multi-site function, which assigns a corporate calendar to each location imported from GAT

ACE 7000 or GAT ACE 3000 (see "6.2 Locations"), it is possible to split a large location into multiple locations. Each
location can only see the doors and persons of their location.

5.9.1 Enabling the multi-site policy

To use the multi-site policy, a special license is required that must be activated in the global settings (menu "Tools" -
> menu item "Options").

. M Configuration — O *
i na 2 = e g
| W | @ @ B 4
' General Global Metwork Person Optional Fields Licence
Capture thread fingers fes

Auto update door control fes

Extended selection [Jes
Enable Multi-site Palicy Yes
Enable blocklist Yes
Enable TBS Synchronization Yes

| |Person width 150 o
Door width 30 2
Auto logout time (min.) 13
Reporting default path - Y
Auto create reports |:| ‘Yes (using Matrix Import Service)
Auto create reports language | Invariant Language (Invariant Country) b

Enable Password Recovery Yes
Collect usage statistics Yes
! |Prevent upload to GAT ACE [ Yes (other dients are unable to upload changes to GAT ACE)

CK Cancel

Figure 5.73 — Global settings — Enabling the multi-site policy

NOTE! If you change the multi-site policy setting (enabled to disabled or vice-versa), you must log out of Matrix
and log in again for the change to take effect.
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» To edit the multi-site policy settings, click on the menu item “Multi-site policy” in the "File" menu.

o The following window is displayed. The window is divided into 3 tabs where you can assign the right
for each user to see/edit the person groups, door groups, and corporate calendars.

3 Multi-site Policy

Manage rights for | 3:UserGER

roup Door Group Corportate Calendar

Available groups

Import ID Description
v = ol
. I

2| Management

3| Maintenance Staff

@ Remove group(s)

Authorized groups
Import ID
? | =

Description Allow Edit
Al [m]

Figure 5.74 - Assigning user rights - Person Group

5.9.2 Assigning person groups

To assign person groups for a user, complete the following steps:

» Select the user in the "Manage rights for" field.

» Go to the "Person Group" tab.

o The "Available groups" list on the left shows all the person groups available in Matrix (i.e., all the

person groups that the currently logged-in user can see).

o The "Authorized groups" list on the right shows all the person groups that are authorized for the

selected user to see.

» Select one or more groups (with the UP or CTRL key) in the "Available groups" list then press "Add group(s)".

o The selected groups are assigned to the "Authorized groups" list thereby granting permission for the

user to see the groups.

» The “Allow Edit” option allows you to grant or deny permission for the user to edit (field is marked) or only see

(field is not marked) the person group.

NOTE! If the persons of a group are to be seen only, access authorizations can be assigned in this way without

the master data of the persons having to be changed.

» To remove the assignment of a group, click on the group in the “Authorized groups" list then press "Remove

group(s)".

o The group is re-assigned to the "Available groups" list and is no longer authorized for the user.
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5.9.3 Assigning door groups

To assign door groups for a user, complete the following steps:
» Select the user in the "Manage rights for" field.
» Go to the "Door Group" tab.

o The "Available groups" list on the left shows all the door groups available in Matrix (i.e., all the door
groups that the currently logged-in user can see).

o The "Allocated groups" list on the right shows all the door groups that are authorized for the selected
user to see.

J Multi-site Policy - O X

Manage rights for | 3:UserGER -
Person Group Door Group Corportate Calendar

Available groups Allocated groups

Door Group ID Description Door Group ID Description
¢ | = o ¥ = o
» »
2| Import 4| Service
ﬁ/ Add group(s) 5| Archive

@ Remove group(s)

Figure 5.75 - Assigning user rights - Door Group

» Select one or more groups (with the UP or CTRL key) in the "Available groups" list then press "Add group(s)".

o The selected groups are assigned to the "Allocated groups" list thereby granting permission for the
user to see/edit the groups.

» To remove the assignment of a group, click on the group in the “Allocated groups" list then press "Remove
group(s)".
o The group is re-assigned to the "Available groups" list and is no longer authorized for the user.

5.9.4 Assigning corporate calendars

To assign corporate calendars for a user to edit, complete the following steps:
» Select the user in the "Manage rights for" field.
» Go to the "Corporate Calendar" tab.

o The "Available Calendars" list on the left shows all the corporate calendars available in Matrix (i.e., all
the corporate calendars that the currently logged-in user can see).

o The "Allocated Calendars" list on the right shows all the corporate calendars that are authorized for
the selected user to see.
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3 Multi-site Policy

Manage rights for | 2:Roland

Available Calendars
Description
¢ |olc

»

Figure 5.76 - Assigning user rights — Corporate Calendar

Gantner

» Select one or more calendars (with the UP or CTRL key) in the "Available Calendars" list then press "Add

group(s)".

o The selected calendars are assigned to the "Allocated Calendars" list thereby granting permission for

the user to see/edit the calendars.

» To remove the assignment of a calendar, click on the calendar in the “Allocated Calendars" list then press

"Remove".

o The calendar is re-assigned to the "Available Calendars" list and is no longer authorized for the user.

» You can select another user to assign groups and calendars to them.

» When you are finished configuring all the settings, close the window by clicking on the "X".

5.9.5 Enabling locker groups

If Matrix uses the Relaxx software and the electronic lockers from GANTNER, locker groups can be used for the
control of lockers (see "5.19 Locker control"). To enable these locker groups for a system, complete the following

steps:

» Select the client (user) in the "Manage rights for" field.

» Go to the "Locker group" tab.

o In the list on the left, all locker groups available in Matrix are displayed, i.e., all the groups that the

currently logged-in user is permitted to see.

o Inthe list on the right under "Allocated groups", all the locker groups that are enabled for the selected

user are displayed.
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3 Multi-site Palicy - o x
Manage rights for | 2:Roland -

Person Group | Door Group | Corporate Calendar | Locker Group

Available groups Allocated groups
Type Description Type Description
T | Afc Afc T Afc Afc
® Add Group
@ Remove Group

Figure 5.77 - Define client rules - locker groups

» Select one or more groups (using the shift or CTRL key) in the "Available groups" list and click "Add Group".

o The highlighted groups are transferred to the "Assigned groups" list thereby authorizing the groups for
the user.

» To remove the assignment of a group, select the group in the right-hand list and click on "Remove Group".

o The group is transferred back to the "Available groups" list and is no longer authorized for the user.

5.9.6 Limitations of the multi-site policy

138

When using the multi-site policy, the following restrictions apply when editing persons and doors in Matrix.

Editing persons
The user can only edit a person (e.g., first name, last name, data carrier, etc.) when they have the right to see all
access authorizations of the person.

Moving persons

The user can only move a person when they have the right to see all access authorizations of the person prior to
being moved, and also only when the person does not receive access authorizations that the user is not allowed to
see (e.g., through inheritance) after being moved.

Adding persons

A person may only be added if, after being added through inheritance, the person does not receive access
authorizations that the user cannot see.
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Deleting persons
The user can only delete a person when they have the right to see all access authorizations of the person.

Editing personnel time plans
The user can only modify, add, or delete a personnel time plan when they have the right to see all relevant person
and door groups.

Editing door time plans
Door time plans may only be changed, added, or deleted if all relevant groups of person and door groups, for which

the time plan is used, are visible to the user.

Editing corporate calendars
The user can only edit a corporate calendar when they have the right to see all the doors assigned to the calendar.

Import doors
To import doors, the user must have the right to see all person groups.

Loading doors
When loading doors, persons who are not visible to the user are ignored.

Complete initialization
A complete initialization is only possible for users who have the right to see all person and door groups.

NOTE! The multi-site policy does not affect the personnel time plans and personnel day plans. These apply to all
users generally.
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5.10Data carrier blocklist

Using the blocklist, data carriers that are validated in the CardNET system can be temporarily invalidated. Data
carriers added to the blocklist are invalid from when the change is transferred to the offline doors using the
programming device.

®  The blocklist can only be used with offline doors where either the "CardNET" or "Hotel" operating mode is
l activated.
The blocklist can only be used for offline doors defined in GAT ACE 7000. For offline doors, defined in GAT
ACE 3000, the blocklist has no function.
GAT Mobile Access Management does not use the blocklist function.

For the blocklist to be used, it must be enabled first.

» To enable the blocklist, select the "Options" menu item from the "Tools" menu.

o The “Configuration” window opens.

. M Configuration - O X
[ -, e 3
B | | @ & B &
| General Global Metwork Person Optional Fields Licence
Capture thread fingers Yes
Auto update door control ‘fes
Extended selection [ Yes
Enable Multi-site Policy Yes
I Enable blocklist es I

Enable TBS Synchronization Yes

| |Person width 150 o
Door width 0 2
Auto logout time {min.) 13
Reporting default path - Y
Auto create reports |:| ‘fes (using Matrix Import Service)

Auto create reports language | Invariant Language (Invariant Country) -
Enable Password Recovery ‘fes
Collect usage statistics fes

! Prevent upload to GAT ACE [ Yes (other dients are unable to upload changes to GAT ACE)

oK Cancel

Figure 5.78 — Enabling the blocklist

» Go to the "Global" tab and select the "Enable blocklist" option.

o The "Blocklist" icon is now displayed in the Matrix toolbar.

3 GAT Matrix

File Tools Help

@ A+ O " P B ) <

Dashboard Access Rights Time Switches Door Control Bookings| Blocklist |Lockers Locker Control | Upload Doors

Figure 5.79 — Blocklist icon
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» Click on the "Blocklist" icon.
o The blocklist configuration page opens.
3 GAT Matrix - ox
File Tools Help 1
0 e ~ [ ] el L) {
@ & ® B | & @ B ¥ L & . 3
Dashbeard Access Rights Time Switches Door Controll Bookings | Blocklist Leckers Locker Control | Upload Doors Download Bookings  Import Persens Logout
2 Blocklist
Blocklist Entries Data Carriers in blocklist gl Add
Data Carrier Data Carrier Type Name Door Data Carrier Number | Name
= Al W[ _ e
7 x
3232323 | Angestellte (Typ 1) Office 2.33 b 232323 Angestelie (Typ 1) x
232323 | Angestelte (Typ 1) Office 2.33 b 111111 Angestellte (Typ 2) x
3232323 | Angestellte (Typ 1) Office 2.31 E
3232323 | Angestellte (Typ 1) Office 2.32 E
— s
3232323 | Angestellte (Typ 1) Office 2,27 e
232323 | Angestellte (Typ 1) Office 2.27 P o Add all doors 3¢ remove all doors
232323 | Angestelte (Typ 1) Office 2,32 b E\}\ Add doors x e
111111 | Angestellte (Typ Z) Office 2.33 E =
111111 | Angestellte (Typ 2) Office 2.32 o | Aveilable Doors
Address Door
= o[ -
2| Office WINET FI.1.2
12| Storeroom 2.1
8 | Material Fl. 12
600 | Hintereingang Ost
241 | Office 3.41
Data carrier types in the blocklist are not supported by all CardMET products. 230 | Office 2.30
In such a case, the number of the added data carrier is blocklisted for all data carrier types. 207 1.7 -
@ Database size: 0,039 GB @ Import locations required | Connected: 4, Disconnected: 43, Commands: 33653 GATACE: @ | Relax 2020: @ | Offline door changes (50 doors)

Figure 5.80 - Blocklist

The image shows an example with 7 data carriers in the blocklist. The window is divided into the following areas:

1 — Blocklist icon:
2 - Blocklist entries:

3 - Data carriers:

4 - Door assignment:

5 - Door list:

Displays the blocklist in Matrix.

Displayed here are all data carriers currently entered in the blocklist including the data
carrier type and the doors to which the data carrier is assigned. To filter the display, enter
the desired information in the header field of the table. For example, to display only a
specific data carrier or door, enter the data carrier number or the door name in the relevant
header field.

Shown here are all data carriers that are assigned to the blocklist.

Use these buttons to assign doors, where access is to be restricted, to the data carriers in
the blocklist. You do not have to assign all doors to which a data carrier has authorization.
Only assign those doors that are a security issue within the validity period of the data
carrier.

Listed here are all available offline doors, operating in CardNET or Hotel mode, which can
be assigned to the data carriers in the blocklist. Doors operating in one of these modes are
displayed with red ID numbers in the Matrix view.

5.10.1 Adding data carriers to the blocklist

When a person or data carrier is deleted in Matrix, a notification is displayed asking whether the data carrier should
be automatically assigned to the blocklist (see "5.6.15. Deleting a person"). You can also manually enter data

carriers into the blocklist.
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» Click on “Add” in the data carrier list (3).

o A window opens with all available data carriers in Matrix.

& Add Data Carriers to blocklist -0 x
Data Carrier Type Data Carrier Add to blocklist
e aflc [m] -
P T N
Angestellte (Typ 1) 3434545345 O
Angestellte (Typ 1) 2343242342 O
Angestellte (Typ 1) 43545454545 O
Angestelite (Typ 1) 345654332 O
Angestellte (Typ 1) 3244325345 O
Angestelite (Typ 1) 34343434 O
Angestelite (Typ 1) 45454545 O
Angestelite (Typ 1) 12125658 O
Angestellte (Typ 1) 4444 O
Angestelite (Typ 1) 777777 O
Angestelite (Typ 1) 16147 O
Angestelite (Typ 1) 1614715510 O
Angestelite (Typ 1) 2614613698 O
Angestelite (Typ 1) 1111 O
Angestelite (Typ 2) 333 O
Angestelite (Typ 1) 3532314267 O
Angestelite (Typ 1) 2614528722 O -
OK. Cancel

Figure 5.81 - Available data carriers in Matrix

» Select the data carrier(s) that you want to add to the blocklist.
» Click on "OK".

o When a data carrier is transferred to the blocklist, the data carrier is deleted from the person to whom
it was assigned. Matrix displays a corresponding message. Confirm with "Yes" or cancel with "No".

o If you confirm with "Yes", the data carrier is added to the data carrier blocklist.

5.10.2 Assigning data carriers to doors

After a data carrier is added to the blocklist, it is not blocked from accessing all offline doors. You must first assign
the relevant doors to it.

» Click on the desired data carrier in the list (3).
» To assign the data carrier to all available offline doors, click on "Add all doors".

» To assign the data carrier to specific offline doors, select the desired doors from the "Available Doors" (5) list.
Use the “Ctrl” or “Shift” key to mark several doors here. Note that only those doors that the Matrix user is
allowed to see according to the multi-site policy definition (if this function is used) are shown here.

» Click on "Add doors".

o The data carrier and the assigned doors are entered into the blocklist.

Note that offline controllers can only store a blocklist with a limited number of data carriers. A warning is
displayed in Matrix when too many data carriers are assigned to an offline door.
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5.10.3 Deleting data carriers and door assignments from the blocklist

Data carriers that are entered into the blocklist cannot be assigned to persons. If you want to reuse a data carrier or
remove it from the blocklist generally, proceed as follows.

» To delete the assignment of a data carrier from a single door, click on the "X" icon in the assignment line of the
blocklist (2).

» To delete a data carrier from the blocklist, click on the "X" icon next to the data carrier in the list (3). Note that
only users who see all the doors assigned to the data carrier (see "5.9 Multi-site policy”) can delete the entry.

o A notification is displayed asking whether the data carrier is to be deleted. Click "Yes" to remove it
from the blocklist or cancel with "No".

o A further notification is displayed asking whether the data carrier's door assignments should also be
deleted from the blocklist. Click "Yes" to delete the assignments from the blocklist. Clicking "No"
means that these assignments remain, and you do not have to redefine them should you need to re-
insert the data carrier into the blocklist.

» To assign the data carrier to specific offline doors, select the desired doors in the "Available Doors" list (5). You
can use the Ctrl or Shift key here to select multiple doors.
» Click on "Add doors".

o The data carrier with the assigned doors is added to the blocklist.

ATTENTION! Only delete a data carrier from the blocklist after it has been returned or after the data carrier
authorization period has expired, i.e., the time of the last booking or the time of the blocklist entry + the updated
authorization period, e.g., 7 days. This ensures that the data carrier no longer presents a security risk and can be
deleted from the blocklist to make room for new entries.

5.10.4 Importing personnel data with blocklist

When data carriers are deleted after the import of personnel data, they are not automatically entered into the
blocklist.

When a data carrier that has been entered into the blocklist is imported during the personnel data import, the entire
associated import line is ignored, and a corresponding entry is created in the import log file.
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To define a personnel time plan, click on the toolbar button "Personnel Time Plans" in the main window. The main
window changes to the personnel time plan view.

I GAT Matrix - O X
File Tools Plugins Help
@ % ) B & d B $ ®
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control  GAT Matrix Export | Personnel Timeplans
op Add Time Plan  [# Edit Time Plan 3§ Delete Time Plan
Personnel Time Plans
Plan Abbreviation | Description Display Caolor m Salto
¢ 1 1P Immer ohne PIN — Corporate Calendar: Kalender AUT
2/ MAal Angestellte Std. — 2 04 6 8 1012 14 16 18 20 22
3|MAZ Angestellte Spez. |- Monday [ |
4| REL Reinigung — Tuesday [ |
5| SER Service —a Wednesday [ |
5t test = Thursday [ |
Friday [ |
Saturday [ ]
sunday [ |
Sondertag Typ 1 [ ]
Sondertag Typ 2 [ |
Sondertag Typ 3 [ ]
Sondertag Typ 4 [ |
Sondertag Typ 5 [ ]
Sondertag Typ 6 [ |
Sondertag Typ 7 [ ]
Sondertag Typ 8 [ |
Sondertag Typ 9 [ ]
Sondertag Typ 10 | |
3 Database size: 0.044 GB [ Import doors required | @ Import locations required | Connected: 4, Disconnected: 13, Commands: 0 GAT ACE:

Figure 5.82 - Personnel Time Plan definition

The list on the left side shows the defined personnel time plans. By selecting a personnel time plan with the left
mouse button, the plan will be shown graphically on the right side of the window. The colored bars represent the
day plans assigned to the different days and the colors indicate the functions that are active during the
corresponding time intervals. When the mouse pointer is positioned over a time interval the defined functions will be

shown in clear text.

If ProAccess SPACE is being used, the display of day plans is divided into two tabs (for GANTNER and SALTO
doors). You can display the desired day plan by selecting the tab at the top.

» To add a new personnel time plan, press the “Add Time Plan” button on the top of the personnel time plan list.

» To change the settings of an existing personnel time plan, double-click with the left mouse button onto the time

plan.

o In both cases the following window is shown.
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4 Time Plan - ] X
Description Employee Std,|
Abbreviation Ma1
Display Color [ LimeGreen -
Corporate Calendar: Kalender AUT Corporate Calendar: Kalender AUT
2 4 6 8 10 12 14 16 1% 20 12 2 4 6 8 10 12 14 16 18 20 22
Monday I I l | | Monday [ | | |
Tuesday [ | [l [ ] Tuesday [ I [ ]
Wednesday [ I l [ | Wednesday [ | | |
Thursday [ | [l [ | Thursday [ | [ |
Fricay \ [ | [ | Friday | [ [ |
Saturday I I W [ | Saturday [ [ |
Sunday I | Sunday [ |
Sondertag Typ 1 | ] sondertag Typ 1 | ]
Sondertag Typ 2 I | Sondertag Typ 2 [ |
Sondertag Typ 3 | ] sondertag Typ 3 | |
Sondertag Typ 4 ‘ |
Sondertag Typ 5 [ ]
Sondertag Typ 6 ‘ |
Sondertag Typ 7 | ]
Sondertag Typ 8 ‘ |
Sondertag Typ9 | |
Sondertag Typ 10 ‘ |
Gantner Day Plans can get converted to Salto Time Zones. Click to perform the conversion, Convert
oK Cancel

Figure 5.83 - Settings of a Personnel Time Plan

NOTE! GAT ACE 7000 only supports the special days 6 to 10 marked in orange. The colored markers are only
displayed when GAT ACE 3000 is used.

For a new personnel time plan this window is empty. For an existing personnel time plan, the assigned day plans
are displayed for each day. For the GANTNER doors in a day plan, Matrix supports multiple time periods and
different functions such as PIN code entry or special authorizations. For the doors imported from SALTO ProAccess
SPACE, different functions are not possible for the time periods. Therefore, the display is separated into the time
plans for the GANTNER doors (left "Time Zones" area) and the doors imported from SALTO ProAccess SPACE
("Salto Time Zones").

The following fields are used to configure the personnel time plan.

- Description:
- Abbreviation:

- Display color:

- Day fields:

www.gantner.com

Enter a description for the personnel time plan.

Enter up to 3 alphanumerical letters or digits for the personnel time plan. These letters will be
used in the authorization matrix to indicate the assigned personnel time plans.

Select a color from the list box. This color will be used in the authorization matrix to indicate the
assigned personnel time plan.

The day fields in the lower part of the window (17 fields on the left for GANTNER doors, 10
fields on the right for SALTO doors) show the day plans assigned to the employee schedule on
individual days. It is possible to define a day plan for each individual day of the week and for up
to 10 special days (GANTNER) or 3 special days (SALTO) (see "6. CORPORATE CALENDAR
AND LOCATIONS"). The last 5 special days for GANTNER doors (marked orange) are only
supported by GAT ACE 7000.
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5.11.1 For GANTNER doors: assigning, changing, deleting day schedules

» To assign a day plan to a day, double-click on an empty day field in the left "Time Zones" area or right-click on
a day field and select "Use existing day plan" from the menu.

146

Time Zones

Carporate Calendar: Kalender AUT

Salto Time Zone

Corporate Calent

4 4 6 8§ W 12 14 16 18 20 22
Mand :
eraay | | H | =  Edit Day Plan
Tuesday [ [ | [
@  Delete Day Plan
Wednesday [ [ . [
Thursday | I W 1 = CopyDayPlanto 3
e —
Friday | | . = Use existing day plan
Saturday | | | | | Saturday

o  The following window opens.

M Select Existing Day Plan
3 g Day

ifd  AddNewDayPian i 3¢

Select the desired day plan.

Delete Day Plan

The selected day plan is also used in these time

plan{s):
Description Time Plan
[ Arbeitstag b | Angestelts Std.
Arbeitstag Sonderrelais Angestellte Spez.
Ganzer Tag ohne PIN test
Reinigung
Service
test
200 400 600 #00 1000 1200 1400 1600 1800 2000 22:00
oK Cancel

Figure 5.84 — Assigning a day plan to a day

The desired day plan can be selected in the left list. The right list displays the time plans that the selected
day plan is already assigned to, and in the lower field a graphical representation of the day plan is shown.
When you hover the mouse over this representation, the settings of the day plan are shown.

In this window you can add a new day plan by clicking on "Add New Day Plan". The settings window for
the day plan will be opened (see "Figure 5.86").
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» Changing the settings of a day plan

To change the settings of a day plan in a time plan window, double-click with the left mouse button on a day
with an assigned day plan.

3 Time Plan — O %

Description Employee Std.|
Abbreviation MA1

Display Color [ LimeGreen -

Corporate Calendar: Kalender AUT Corporate Calendar: Kalender AUT

24 68 10 12 14 16 I3 20 32 2 4 6 % W0 12 14 16 13 0 12
Monday I [ [ . [ | I Monday I | | |
Tuesday | | L I | Tuesday [ | [ |
Wednesday [ | . | | ‘Wednesday I | | |
Thursday [ I . [ | Thursday [ I [ |

o The day plan window opens (see “5.11.2 For GANTNER personnel time plans: settings for day
plans") where you can change the settings.

» Deleting a day plan from a day

To remove a day plan from a day, right click onto the day plan and select "Delete Day Plan" from the shown
context menu.

Corporate Calendar: Kalender AUT Corporate Caler
204 6 8 10 12 1+ 16 18 20 22
Monda [ ;
Y | l H ' & Edit Day Plan
Tuesday [ | .
@  Delete Day Plan
Wednesday [ [ ||
-
Thursday | | . | = Copy Day Plan to 3
Friday | | W | ™. Use existing day plan
Saturday [ [ || [ | Saturday

o Depending on the general deletion setting (see "4.7. General settings"), either a confirmation window
is displayed, or the day plan is deleted directly without additional confirmation. The day plan is only
removed from the selected day but is not deleted completely.

» Using a day plan with another day

To use a previously assigned day plan for other days, simply drag & drop the day plan from one day to the
other days.

Another option is to right click onto the day plan and select "Copy Day Plan to >" from the menu. Here you can
select the day(s) where the day plan shall be copied to. With "WeekDays", "Workdays" or "SpecialDays" the
day plan will be copied and assigned to all weekdays, workdays, or special days at once.
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5.11.2 For GANTNER personnel time plans: settings for day plans

Day plans can be defined for personnel time plans and for door time plans. This section describes the day plans

for personnel plans.

These settings apply to the day plans for the GANTNER doors and persons. For the SALTO doors and
persons, only one time interval can be set (see next section).

A day plan for a personnel time plan defines the authorization functions for a person during a day. Up to 10 time
intervals can be defined and during each of these time intervals different authorization functions can be set.

» Defining a new day plan

To define a new day plan, right-click onto an "empty" day plan field (on a day that has no day plan assigned) and
select "New Day Plan" from the menu.

Corporate Calendar: Kalender AUT

Monday
Tuesday
Wednesday
Thursday

Friday

Saturday
Sunday
Sondertag Typ 1
Sondertag Typ 2
Sondertag Typ 3

204

W 12 14 16 13 20 22

—

= MNew Day Plan

,7

Use existing day plan

Figure 5.85 — Adding a new day plan

o  The "Edit day plan" window opens (see Figure 5.86).

» Changing the settings of an existing day plan
To change the settings of an existing day plan, double-click onto the graphical representation of the day plan,
where it is assigned to a day.

S

NOTE! When a day plan is changed, the changes are also applied to all other weekly plans that use this day

plan.

3 TimePlan

Desaription

Display Color

Monday
Tuesday
Wednesday

Thursday
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Abbreviation MA1
[ LimeGreen

Employes Std,|

Corporate Calendar: Kalender AUT

2 4 6 & 10 12 14 16 18 3022

Corporate Calendar: Kalender AUT

Monday
Tuesday
Wednesday

Thursday

2

4

]

a

w12 14 16 13 0 23
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You can also double-click on an empty day to open the "Select existing day plan" window, where all existing
day plans are displayed.

i @

I Select Existing Day Plan e
g Uay

b4 Delete Day Plan

Select the desired day plan. The selected day plan is also used in these time
plan(s):
Description Time Plan
[ Arbeitstag ¥ | Angestellte Std.
Arbeitstag Sonderrelais Angestellte Spez.
Ganzer Tag ohne PIN test
Reinigung
Service
test

2:00 4:00 6:00 g:00 1000 12:00 1400  16:00 1800 20:00  22:00

oK Cancel

o  The "Edit day plan" window opens.

3 Edit Day Plan — O X

Description | Work day

07:00 - (®) Entrance and Exit
Interval 2 12:01 13:00 Exit Only
Interval 3 13:00 13:00 Identify with
Interval 4 00:00 00:00 Card
Interval 5 00:00 00:00 [ Biometrics

[] personal number

Interval & 00:00 00:00
Interval 7 00:00 00:00 Verify with
Interval 3 00:00 00:00 @) Not used
Interval 9 00:00 00:00 () Biometrics
Interval 10 00:00 00:00 () PIN Code

(_) Spedial relay plan

2:00 4:00 6:00 g:00 10:00 1200 1400 16:00 1300 20:00  22:00

oK Cancel

Figure 5.86 — Day plan settings of a personnel plan

NOTE! The functions marked in orange are only supported by GAT ACE 7000. GAT ACE 3000 only
distinguishes between identification and/or verification but does not evaluate the details.
These colored markings are only displayed if a GAT ACE 3000 is also used.
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In the window "Edit day plan", the following settings of a day plan can be defined:

- Description:  Enter a description for the day plan in this field.
- Interval list: In the list on the left, select an interval and define the start and end time of the time interval.

- Functions: On the right side, select the functions that will be active during the selected time interval. The
selected functions are indicated in color in the bar at the bottom of the window. The following
functions are available:

- "Entrance and Exit": Authorization for both entry and exit directions.

"Exit Only": The person is only allowed to exit at the door. The terminal at
the door must be set to detect entry and exit correctly.

"Identify with": Select how users are identified. Identification via data carrier
("Card"), fingerprint ("Biometrics"), and/or PIN code is possible.
Only applicable for GAT ACE 7000.

"Verify with": In addition to identification, you can activate an additional
verification via fingerprint ("Biometrics") or PIN code. "Not used"

means that identification alone is enough. Only applicable for
GAT ACE 7000.

"Normal-/Special Relay Plan". Depending on the selection, the time window uses the normal or
special relay plan (see "5.15 Relay time plans" for more
information).

5.11.3 For SALTO doors: creating, changing, deleting time zones

Several time zones per day can be set for the doors that are imported from ProAccess SPACE. After assigning the
time plan to a person and door, the authorization of the person is valid during the time zones, but invalid outside of
the defined time zones.

The additional settings that are available for the GANTNER doors are unavailable for the time zones.

» Adding a time zone
To add a time zone to a day, right-click on an empty area of the day field and select "New Time Zone" from the
menu.

Corporate Calendar: Kalender AUT
2 04 6 8 10 12 M4 16 1& 20 22

Mond
aneay I_ = New Time Zone g
Tuesday

Wednesday [ [ [ |

Figure 5.87 — Salto Time Zones

Note: For a day without a time zone, you can also double-click in the empty day field.

o  The following window opens for entering the time zone.
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2B Edit Salte Time Zone - O pad

[ 3

Time From | ANEA] *|TimeTo | 00:00 -

oK Cancel

Figure 5.88 - Time zone for a SALTO day plan

» Enter the start and end time here and confirm with "OK".
o A time zone with the defined times is added to the SALTO personnel plan.

o If a person at a terminal is assigned to this plan, access is only possible during the time zone.

» Editing or deleting a time zone
To delete or edit an existing time zone, right-click on the zone and select the desired action from the menu.

Corporate Calendar: Kalender AUT
204 6 B 10 12 14 16 13 20 22

Monday [ |

Edit Time Zone

Tuesday [ [
Wednesday
Thursday

Friday [ [ [

v
@M Delete Time Zone
-
-

Copy Time Toneto  »

» Copying a time zone to another day
If you want to use a defined time zone with another day, right click onto the time window and select the desired

day from the "Copy Time Zone to" menu option.

5.11.4 Converting a GANTNER personnel plan to a SALTO personnel plan

It is possible to convert a day plan created within Matrix for GANTNER devices to SALTO time zones. In this case,
the time zones defined for each day in the GANTNER plan are copied to the SALTO time plan page. The functions
that have been configured in the GANTNER plan (e.g., with or without PIN code, entry or exit, etc.) are not copied
because these are managed by the doors in the SALTO system rather than by the person. For this reason, it may
be necessary to create door plans for SALTO doors in addition to the personnel plans in order to define functions for
SALTO products that are comparable to GANTNER devices (see "5.12 Defining door time plans").
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3 Time Plan - o x| 3 Tine Plan - o x

corporate Galendar: Kakender AUT Corparate Calendar: Kalender AUT

Corporate Calandar: Kslendar AUT
‘6 s won o owo®owa 2

48 0 W ou B EW B E

->

Sondertag Typ 1
Sondertsg Typ2

Sondertsg Typ 3

Sorddertag Typ 1
Serdlertag Typ 2

Sondlertan Tvp 3

s Cick to perform the

» To convert the GANTNER plan, click the "Convert" button.
o The time zones of the GANTNER plan (left side) are transferred to the corresponding days of the
SALTO plan (right side) and displayed accordingly with colors for the different functions.
o The time zones in the special days 4 to 10 are ignored since the SALTO plans only support 3 special
days.

» Then confirm by clicking on "Save".

®  When pressing "OK", Matrix checks if a conversion is required and possible. A message is shown allowing you
l to decide whether to carry out the conversion.

3T

Description Service
Abbreviation SER
Display Color I DimGray

Time Zones Salto Time Zones
2 4 6 g 10 12 14 16 18 20 22 2 4 6 g 10 12 1
Monday L | Monday I
Tuesday Tuesday I
Wednesday ' Wednesday I
Thursday | Thursday [
Friday GAT Matrix X
Saturday
Sunday

0 Would you like to automatically convert the Gantner Day Plans to Salto Time Zones before saving?
Spedal Day Type 1

Spedal Day Type 2

No Cancel

Spedal Day Type 3

Ll

IR

Spedial Day Type 4

Figure 5.89 — Query whether to carry out the conversion of the door time plans for ProAccess SPACE
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5.12Defining door time plans
A door time plan can be assigned to a door to determine the door functions that will be active during certain time
intervals of a day. With a door time plan it is possible to unlock a door generally for a certain time period, to activate

the office function, to check only the company ID of data carriers or to suppress certain alarms.

Door plans can also be created and assigned in Matrix for doors imported from SALTO ProAccess SPACE.

» To define a door time plan, click on the toolbar button "Device Time Plans" in the main window.

o The main window changes to the door time plan view.

B GAT Matrix - O ®
File Tools Plugins Help
J i~ = = ) = N
L & & ] ¥ g @ 2 ] % @ &
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control GAT Matrix Export | Upload Doors Download Bookings | Personnel Timeplans Device Timeplans
ofn Add Time Plan (2 Edit Time Plan 3§ Delete Time Plan
Door Time Plans
Abbreviation | Description Display Color Gantner | Salto
GO General Open Std. = Corporate Calendar: Kalender AUT
ER Office Hours — 2 4 6 8 0 1 B 1 18 20 22
b WR1 Service R — Monday [ |
tt test = Tuesday [ ]
Wednesday [ [ [ |
Thursday [ | | ]
Friday [ T T ]
Saturday [ T T ]
Sunday [ I ] ]
Sondertag Typ 1 [ ]
Sondertag Typ2 [ ]
Sondertag Typ 3 [ ]
Sondertag Typ 4 [ ]
Sondertag Typ 5 [ |
Sondertag Typ 6 [ ]
Sondertag Typ7 [ |
Sondertag Typ8 [ ]
Sondertag Typ9 [ |
Sondertag Typ 10 [ |
3 Database size: 0.044 GB [@ Import doors required | @ Import locations required | Connected: 4, Disconnected: 13, Commands: 0 GATACE: @ | Offline door changes (52 doors) ‘.! Relaw 2020:

Figure 5.90 - Door Time Plan definition

Working with door time plans is similar to with personnel time plans. The only difference is how door time plans are
used and which functions can be set via day plans. For the day plan description of door time plans, see "5.12.2 For
GANTNER door plans: settings for day plans".

The list on the left side shows all defined door time plans. By selecting a door time plan with the left mouse button,
the plan will be shown graphically on the right side of the window. The colored bars are day plans assigned to the
days and the colors show the functions that are active during the corresponding time intervals. When the mouse
pointer is positioned over a time interval the functions of that time interval will be shown in clear text.

If ProAccess SPACE is used, the display of day plans is separated into 2 tabs (for GANTNER and SALTO doors).
You can view the desired day plans by selecting the tab at the top.

» To add a new door time plan, press the “Add Time Plan” button on the top of the door time plan list.
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» To change the settings of an existing door time plan, double-click with the left mouse button onto the time plan.

o In both cases, the following window opens.

¥ Time Plan — O x

Description eneral Open Std.
Abbreviation GO

Display Color I ForestGreen -

Corporate Calendar: Kalender AUT Corporate Calendar: Kalender AUT

204 6 8 10 12 14 1§ 15 20 22 2 4 6 8 W 12 14 16 18 220 22
Monday . T Monday
Tuesday . T Tuesday

| |

[ |
Wednesday I ) I s Wiednesday | |
Thursday l:-:-: Thursday | |
Friday . e Friday I I
| |

[ |

| |

[ |

[ |

Saturday Saturday
Sunday Sunday

Sondertag Typ 1 Sondertag Typ 1

Sondertag Typ 2 Sondertag Typ 2

Sondertag Typ 3 Sondertag Typ 3

Sondertag Typ 4

Sondertag Typ 6
Sondertag Typ 7

Sondertag Typ 8
Sondertag Typ 9

[
[
[
[
[
[
Sondertag Typ 5 [
[
[
|
[
|

Sondertag Typ 10

Gantner Day Plans can get converted to Salto Automatic Changes. Click to perform the conversion. Convert

CK. Cancel

Figure 5.91 - Settings of a door time plan

NOTE! The special days 6 to 10 marked orange are only supported by GAT ACE 7000. These colored markers are
only displayed when GAT ACE 3000 is used.

For a new door time plan, this window is empty. For an existing door time plan, the previously defined day plans are
shown. For the GANTNER doors in each day plan, Matrix supports multiple time zones and different functions such
as the general open function or office function. For doors imported from SALTO ProAccess SPACE, multiple time
zones are possible per day, but the functionality is different from the GANTNER doors. Therefore, the display is
divided into the plans for the GANTNER doors (left field "Time Zones"), and the doors imported from SALTO
ProAccess SPACE (right field "Salto Automatic Changes").

The following fields are used to configure the door time plan.

- Description: Enter a description for the door time plan.
- Abbreviation: Enter up to 3 alphanumerical letters or digits for the door time plan. These letters will be used in
the authorization matrix to indicate the assigned door time plans.
Display color: Select a color from the list box. This color will be used in the authorization matrix to indicate the
assigned door time plan.
- Day fields: The day fields in the lower part of the window (17 fields on the left for GANTNER doors, 10
fields on the right for SALTO doors) show the day plans assigned to the staff schedule on
individual days.
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It is possible to define a day plan for each individual day of the week and for up to 10 special
days (GANTNER) or 3 special days (SALTO) (see "6. CORPORATE CALENDAR AND
LOCATIONS"). The last 5 special days for GANTNER doors (marked orange) are only

supported by GAT ACE 7000.

» In order to assign a day plan to a day, double-click on the empty day plan field in the left "Time Zones" area or

right-click on a day field and select "Use existing day plan" from the menu.

Time Zones

Corporate Calendar: Kalender AUT
24 6 8 10 12 M4 16 18 0 2

Monday — e I 5
Tuescay ]
Wedvesday [ T
Thursday o

Friday
Sy [ 7 EDwy e
sy I~ 00 P

Sondertag Typ 1 2 CopyDayPlanto

[
Sondertag Typ 2 W Use existing day plan

Sondertag Typ 3

o  The following window opens.

2 Select Existing Day Plan
g Day

{‘E i N B Pl X T

Service WR
t

oK.

Select the desired day plan. The selected day plan is also used in these time
plan(s):
Description Time Flan
Generell Offen Arbeitstage test

2:00 4:00 6:00 8:00 1000 12:00 1300 1600 1500  20:00 2300

Figure 5.92 - Assigning a day plan to a day

The day plan can be selected in the left list. The right list will show in which door time plans the selected day plan is
also used and in the lower field you see a graphical representation of the day plan. When you hover the mouse over

this representation the settings of this day plan will be shown.

In this window you can add a new day plan by clicking on "Add New Day Plan". The settings window for the day

plan opens (see “5.12.2 For GANTNER door plans: settings for day plans”).
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» Changing the settings of a day plan

To change the settings of a day plan in the time plan window, double-click with the left mouse button in the
“Time plan” window onto a day with the assigned day plan.

2 Time Plan - m] x
Description eneral Open Std,

Abbreviation GO

Display Color I ForestGreen -
Time Zones Salto Automatic Changes
Corporate Calendar: Kalender AUT Corporate Calendar: Kalender AUT

2 4 689 10 12 14 16 18 20 22 2 4 6 8 0 12 1 16 18 W 22

Monday [ — e ] [ I |
Tuesday o DN || e | |
Wednesday . T Wednesday I |
Thursdzy C T Thursday I |

o  The day plan window opens (see "5.12.2 For GANTNER door plans: settings for day plans") where you
can change the settings.

» Deleting a day plan from a day
To remove a day plan from a day, right-click onto the day plan and select "Delete Day Plan" from the menu.
Time Zones

Corporate Calendar: Kalender AUT
2 4 L] 8 LU ] 4 16 1@ 20 22

Monday I 1 I
Tuesday C T
Wednesday ]
Thurscay C T
Friday | 1 B s E—
Saturday = Edit Day Plan

Sunday % @  Delete Day Plan I
SondertagTypl [ | B CopyDayPlanto »
Sondertag Typ 2 |: W Use existing day plan

Sondertag Typ 3 [ |

o Depending on the general deleting confirmation setting (see "4.7. General settings"), either a window will
open where the deletion must be confirmed, or the day plan will be deleted directly without additional
confirmation. The day plan will only be removed from the selected day but will not be deleted completely.

» Using a day plan with another day

To use a previously assigned day plan for other days, simply drag & drop the day plan from one day to the
other day(s).

Another option is to right click onto the day plan and select "Copy Day Plan to >" from the menu. Here you can
select the day(s) where the day plan shall be copied to. With "WeekDays", "Workdays" or "SpecialDays" the
day plan will be copied and assigned to all weekdays, workdays, or special days at once.
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5.12.2 For GANTNER door plans: settings for day plans

Day plans can be defined for personnel time plans and for door time plans. This section describes the day plans
for door time plans.

— These settings apply to the day plans for the GANTNER doors and persons. Different settings are possible for
1 the SALTO doors and persons (see next section).

A day plan for a door time plan defines the behavior of a terminal during a day. Up to 10 time intervals can be
defined and during each of these time intervals other functions can be set.

» Defining a new day plan

To define a new day plan, click with the right mouse button onto an "empty" day plan field (at a day that has not
yet a day plan assigned) and select "New Day Plan" from the menu.

Corporate Calendar: Kalender AUT C
2 04 6 % 10 13 14 16 18 20 22

Monday [ [ . [ | M
Tuesday [ [ . [ | T
Wednesday [ [ I [ | I
Thursday [ [ 1] [ | 1l
Friday [ [ . [ | Fi
Saturday [ [ . [ | 5
Sunday ] L
Sondertag Typ 1 = New Day Plan I
Sondertag Typ 2 ,7 ™. Use existing day plan
Sondertag Typ 3 | | 5

Figure 5.93 — Adding a new day plan

o The window "Edit Day Plan" opens (see Figure 5.94).

» Changing the settings of an existing day plan
To change the settings of an existing day plan, double-click onto the graphical representation of the day plan,
where it is assigned to a day.

3 TimePlan - [m| X

Description Employes Std,|
Abbreviation MA1

Display Color [ LimeGreen -

Corporate Calendar: Kalender AUT Corporate Calendar: Kalender AUT

2_4 6 8 10 13 14 16 18 30 32 T 04 6 % 10 12 14 16 18 0 22
Monday I [ [ l [ |I Monday [ I | |
Tuesday | | | I | Tuesday [ I [ |
Wednesday [ | l | | Wednesday [ I [ |
Thursday [ I l [ | Thursday [ | [ |
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®  You can also double-click onto an "empty" day plan field to open the "Select Existing Day Plan" window,
where all defined day plans are listed.
3 Select Existing Day Plan *
b4 Delete Day Plan
Select the desired day plan. The selected day plan is also used in these time
plan(s):
Description Time Plan
[ Arbeitstag ¥ | Angestellte Std.
Arbeitstag Sonderrelais Angestellte Spez.
Ganzer Tag ohne PIN test
Reinigung
Service
test
200 4:00 a:00 800 10:00 12:00  14:00 16:00 182:00  20:00  22:00
oK Cancel
o The "Edit Day Plan" window opens (see Figure 5.94).
2 Edit Day Plan — O X
Description | Generell Offen Arbeitstage
09:00 s () No General Open Functionality
Interval 2 13:00 17:00 ™) Generally Open
Interval 3 00:00 00:00
Interval 4 00:00 00:00
Interval 5 00:00 00:00 () check Only Company ID
Interval 6 00:00 00:00
Interval 7 00:00 00:00 @ Normal relay plan
() Special relay plan
Interval 8 00:00 00:00
Interval 9 00:00 00:00 [ spedil Authorization
Interval 10 00:00 00:00 Supress Alarm if
|:| Door Open Too Long
[] open without Authorization
2:00 4:00 G:00 g:00 12:00  14:00 16:00 15:00 20000 22:00
oK Cancel
Figure 5.94 - Day plan settings for a door time plan
Here, the following settings can be defined:
- Description:  Enter a description for the day plan in this field.
- Interval list: In the list on the left of the window select an interval and define the start and end time of that time
interval.
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On the right side select the functions which shall be active during the selected time interval. The
selected functions will be indicated in color in the bar at the bottom of the window. The following

functions are available:

- No General Open Functionality:

- Generally Open:

The door will not be generally unlocked during the time interval. This
setting is used to specify alarm suppression during certain time intervals.
When this function is active the door is permanently unlocked by the
terminal during the time interval and access is possible without
identification. This is used for example during office hours to allow
access for persons. After the time interval the door will be locked again
(depending on the possible function of the following time interval).

- Generally Open After Valid Access:

- Office Function:

For a time interval with this function set, the door is initially locked and
then permanently unlocked after the first valid identification at the
terminal until the end of the time interval and then locked again
(depending on the function of the next time interval).

When this option is enabled, the door will be unlocked after the first valid
identification in the time interval. The door will remain unlocked until the
end of the time interval or until another valid identification at the terminal.
In this case the door will be locked again. With repeated valid
identifications this unlocking and locking functionality can be repeated
during the entire time interval.

- Check Only Company ID:

With this function, only the company ID number on the data carriers is
checked by the terminal for access authorization. Access is possible with
any data carrier which company ID matches one of the company IDs
defined for the terminal (in GAT Manager or GAT ACE).

- Normal-/Special relay plan:

- Special Authorization:

Depending on the selection, the time window uses the normal or special
relay plan (for information about the relay plans see "5.15 Relay time
plans").

This function is used by terminals with the FLEX protocol (e.g., GAT
Terminal 3100 and older) to control special authorizations parallel to
standard unlocking functions. In addition to the standard access
functions, this allows doors, gates, etc., to be unlocked at the configured
time for valid authorizations or with the general open function.

This function is no longer provided with Generation 7 controllers (e.g.,
GAT DC 7200) as here these applications can be realized on 2 or more
doors.

- Suppress Alarm if "Door Open Too Long":

Mark this function to suppress the "Door open too long" alarm. Without
suppression this alarm will be activated if after a valid identification at a
terminal the corresponding door is opened longer than the "Maximum
Door Open Time" (defined in GAT Manager or GAT ACE).

- Suppress Alarm if "Open Without Authorization":

Mark this function to suppress the "Open without authorization" alarm.
Without suppression this alarm will be activated if a door is opened
without valid authorization at the terminal (for example maintenance
tasks at the door, manipulations or break-in).

Define all required intervals and functions and confirm your settings with "OK". The day plan will be updated or
added respectively to the door time plan list.

www.gantner.com
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5.12.3 For SALTO doors: creating, changing, deleting time zones

Several time zones per day can be defined for the doors imported from ProAccess SPACE. After assigning the plan
to a door, the time zones in the plan determine the function of the door (e.g., when the office function is active).

The configuration of time zones is similar to the GANTNER doors. However, day plans cannot be defined for
SALTO doors.

» Adding a time interval

To add a time interval to a day, right-click on an empty area of the day field and select "New Time Interval" from
the menu.

Salto Time Zones

Corporate Calendar: Kalender AUT
2 04 6 8 10 12 M4 16 1& 20 22

Mand,
aneay I_ ®m.  NMNew Time Zone g
Tuesday

Wednesday [ [ [ |

Figure 5.95 — Salto Time Intervals

Note: For a day without a defined time zone, you can also double-click in the empty day field.

o  The following window opens for configuring the time zones and functions.

3 Edit Automatic Changes - O *
O standard
Interval 2 03:00 12:00 )
Interval 3 13:00 18:00 ® Office
Interval 4 00:00 00:00 () Toggle
Interval 5 00:00 00:00 O Automatic Opening + Office
Interval & 00:00 00:00 .
() Automatic Opening + Toggl
Interval 7 00:00 00:00 —/ AUTOMATE Lpening + Toagie
Interval & 00:00 00:00 () Keypad Only
(D PIN +Key
(") Two-Person Rule
() Keypad + Office
2:00 4:00 &:00 i 10:00 12:00 14:00 16:00 1g:00 20:00 22:00
0K Cancel

Figure 5.96 - Time zone for a SALTO day plan for doors

» You can define 8 time zones here. To do this, enter the start and end time for an interval and while the line of
the interval is still highlighted, select the function for the interval on the right.

o Inthe time bar at the bottom of the window, each time zone with the defined function is displayed.
The color indicates the function.
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o The following functions are possible:

- Standard:
- Office function:

- Toggle:

- Automatic opening + Office:

- Automatic opening + Toggle:

- Keypad Only:

Authorization valid for both entry and exit at the door.

The lock can be set to continuously open/unlocked by any person whose
person profile has the "Office" option selected and has access
authorization for the door. For more information, see the data carrier
settings. To activate Office mode, hold the data carrier in front of the lock
while pressing the inside handle of the door. To deactivate Office mode,
repeat the procedure.

The lock can be set to continuously open/unlocked by any authorized
person who reads an access-authorized data carrier at the lock. The
inside handle on the door does not have to be held down. The next
authorized data carrier read by the lock locks the door again. This (data
carrier-controlled) toggling continues with each reading of an authorized
data carrier.

The lock is in office mode (office function). If the door is closed, the lock
opens automatically at specified times and remains open for a specified
period (e.g., from 08:00 to 18:00). At the end of each period, the lock
locks again (if the door is unlocked) and remains in office mode (Office).
The lock is in data carrier-controlled mode (see previous option). If the
door is closed, the lock opens automatically at specified times and
remains open for a specified period (e.g., from 08:00 to 18:00). At the
end of each period, the lock locks again (if the door is open) and remains
in data carrier-controlled mode.

The lock can be opened at any time by entering a valid door code into
the keypad. The door code must be one to eight digits long and is valid
for all persons. Select the “Keypad only” option in SALTO ProAccess
SPACE and enter a code into the “Keypad code” field. The lock can also
be opened with a valid data carrier.

[l R&D Biiro

Name Description BxtID
R&D Blro X54 Min 118!
PARTITION

General v

(Open mode Keypad code

Offiine v Keypad only 0000
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- PIN + Key: The lock can only be opened with a valid data carrier in combination with
the entry of a valid PIN code via the keypad. This measure increases the
security. If the PIN code is incorrect, access is denied. The PIN code is
defined in the user profile. For more information, see PIN codes.

- Two-Person Rule: In this mode, two persons must each read a valid data carrier at the lock
in order to open the door.
- Keypad + Office: The lock is in keypad mode. When the door is closed, the lock

automatically unlocks at specified times and the door remains open for a
specified period (e.g., from 08:00 to 18:00). At the end of each period,
the lock locks again (if the door was open) and remains in keypad mode.

» When all time zones have been defined for the day, confirm with "OK".

» Edit time interval or delete from a day
To delete or edit an existing time zone, right-click on the zone and select the desired action from the menu.

Corporate Calendar: Kalender AUT
204 6 85 10 12 14 16 18

Monday ] K
= Edit Time Zone
Tuesday
@  Delete Time Zone
Wednesday

Thursday i = CopyTimeToneto »

oo

» Copy a time interval to another day
If you want to use a defined time zone with another day, right click onto the time window and select the desired
day from the "Copy Time Zone to" menu option.

5.12.4 Converting a GANTNER door plan to SALTO time zones

It is possible to convert a day plan created within Matrix for GANTNER devices to SALTO time zones. In this case,
the time zones defined for each day in the GANTNER plan are copied to the SALTO time plan page. The functions
that have been configured in the GANTNER plan (e.g., office function, general open) are adopted and transferred to
the SALTO functions.
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Comurate Cakendar: Kalender AUT
34 6 F BB oW oW BN oA

Plars: can get comverted t Satn Automeste Changes. Clek to perfor the corersion Comert

->

Gantner

@ Time Pian - o x

Desarpton
freaston (B
Daplay Cokr | [0 Tedom

Comorate Calendar: Kalender AUT

Comporate Cakendar: Kaleniger AUT
o4 6 8 WM oB oM W OE W@

(Gantner Day Plans can get eorwerted 0 Sato Autamaiic Changes, Clck fo perfem the corwversion —

» To convert the GANTNER time plan, click the "Convert" button.

o The time zones of the GANTNER plan (left side) are transferred to the corresponding days of the
SALTO plan (right side) and displayed accordingly with colors for the different functions.

o The time zones in the special days 4 to 10 are ignored since the SALTO plans only support 3 special

days.

» Confirm by clicking on "Save".

i When pressing "OK", Matrix checks if a conversion is required and possible. A message is shown allowing you

to decide whether to carry out the conversion.

~3 Time Plan

Description Office Hours
Abbreviation BR

Display Color [ Yellow

Time Zones

Salto Automatic Changes

2 4 6 g 0 12 14

- O | o |
ety [ B | | ey |

vty [ N | e |

Ty ]| | ey |

Friday GAT Matrix x I
Saturday |: —
i |: o Would you like to automatically convert the Gantner Day Plans to Salto Automatic Changes before saving? E
Spedal Day Type 1 |: [
Spedial Day Type 2 |: [
Spedial Day Type 3 |: No Cancel [
Special Day Type 4 ,_ T T

Figure 5.97 — Query whether to carry out the conversion of the door time plans for ProAccess SPACE
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5.13 Assigning door time plans to the doors

164

A certain door time plan can be assigned to a terminal via drag and drop or manually. Perform the following steps:

1. Select the door in the matrix left clicking on the door name.
2. On the right side of the main window the defined door time plans will be shown.
3. Click on the arrow on the left of the door time plan column (see red mark in the figure below) to assign the door

time plan.
Door Time Plans 7 x
—
Abbreviation Description
unz
\ 4 LAG Warehouse
‘ MEn Main Entrance I:l

| 2 4 6 8 101218161 00
| Monday I 1 I
| |
Toesday [ = |
wedresday [ [N |

Figure 5.98 - Assigning a door time plan

4. At the selected terminal, a colored field is displayed to indicate the assigned door time plan.

@ & LD
3 S
= T
Gantner- . | alE
g S E Sl | F| S| g
SRR - e e e
o = o g5 v u | & | & e
= < BBl F|E| S| S| ¢
o S| S| S 9
1 Z 1-13 3 122 123 131 134 171
Office Staff @ loP  loP  loP
Smith D loP | 1oP | 1oP
Barnes K MAT | MAT | MAT loP | 1oP | IoP | loP
IRiceR MAT | AT | MAT IoP | 1P | 1oP | IaP | 1oP

Figure 5.99 - Indication of an assigned door time plan

For SALTO doors, the procedure for assigning a door plan is identical to that of GANTNER doors.

It is also possible to assign a door time plan to several doors at once. In this case, first select all the doors by left
clicking and dragging then proceed with step 2 from the instructions above.

Another option is to assign a door time plan via drag & drop. You can directly drag a time plan from the list on the
right onto a terminal in the matrix.

If door time plans are deleted, it may take several minutes for the changes to take effect on SALTO online doors.
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5.14Defining authorizations of persons in the authorization matrix

In the authorization matrix personnel time plans are assigned to the matrix fields and this will then define the type of
authorization for the person at the corresponding terminal.

,ﬂL; If the authorization matrix is not displayed, e.g., after editing a personnel or door time plan, you

A can click on the "Access Rights" toolbar button to display the matrix again.
Access Rights

To assign a personnel time plan to a person at a door select the corresponding field in the matrix. The available
personnel time plans will be shown on the right. Click on the black arrow of a personnel time plan to assign that time
plan to the selected matrix field. It is also possible to assign a personnel time plan via drag & drop by dragging a
personnel time plan from the list directly onto the corresponding field in the matrix.

rel Tirme Plans

Flan Abbreviation Descripkion
1 1 MF& Ma-Fr ‘Waorkdays 1
1 Z M1 Mo-Do wwarkdays |

i 3 DPD Alkernative Plan —/

Figure 5.100 - Assign a personnel time plan

5.14.1 Symbols and color indications used in the authorization matrix

The following figure shows an example of an authorization matrix.

& | at B B 5| B
] {1

o o -

Gantner ¢ 3 S
fd = €| T
= 1= S =
5| = o o] gz X b B S
c| SIS | S| < ECEEESE
S| 3 PEAESN 5 & | § [FUNEE
= I (=] n n = - < = (=]
1 11117 2 3 181211838 1-113 4 S 6

R
Office Staff R ) EMI EMI  EM2
I Barnes K EM1 ER1 EM1 | EM1 EMZ

Brown Z A FEEMIEMT| &\ EM1 | EM1 EMZ

Brown Z A FEMTIEMT| A EM1 | EM1 EM2

Burgess T A [EM1IEMT| A EM1 | EMT 2

G Rice gl lw

" Burgess T
Inglis G 2614528722 [1-Employee card (old system) - G1/40] out of limit
Jennings M 1111111111 [1-Employee card (old system) - G1/40] out of limit
1 5432453453 [1-Employee card (old system) - G1/40] out of limit

Reynolds A EWTTETTT RTRT AR TEE

Rogers M EM1 EM1 EM1 | EM1 EMZ

Smith D EM1 EniT EM1 EM1 |[EM2 IEME

Sutton J EM1 ENT EM1 | EM1 Em2 EM2

Williams S EM1 ER1 EM1 | EMT En2

Figure 5.101 - Example of an authorization matrix
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To indicate certain information in the authorization matrix, the following symbols and colors are used:

5TS

DPD

If no time plan is assigned or inherited, .. the cells have a white background.
.. the cells of groups are light grey.
.. the cells where groups cross are dark gray.
In this case, the corresponding person(s) have no access authorization at the corresponding door(s).

. The color of the field and the abbreviation in the field match the description and the color of the assigned

time plan. In this example the personnel time plan called "Storage Special" is assigned.

Personnel Timeplans B

=

Plan Nr, Abbreviation Description
O SO 2
] 2 MD1 Mo-Do Workd... [

4 2004 It tive Plan [
( 4 5TS Storage Special [

Figure 5.102 - Time plan list

. If the abbreviation in a matrix field is black, the personnel time plan was assigned directly to that field.

. If the abbreviation in a matrix field is orange, the personnel time plan is inherited from a group. Inherited

-
334

“|
W[t
LAY

plans can be overridden by explicitly assigning a time plan.

If a black dot is shown in a matrix field, special rights are assigned to the person at the door (see "5.14.2
Assigning special rights").

A matrix field with this icon is displayed in SALTO doors if more than one plan is assigned to the respective
person for this matrix field. The plans are displayed on the right side on the "Salto" tab.

. This symbol is shown for offline doors and persons for which/whom the intended access rights cannot be

assigned anymore (i.e., those persons do not have access rights at those doors). The symbol is also
displayed for person groups that contain such conflicts. Conflicts in collapsed groups are also easily
recognized and the group can be expanded by double-clicking on the exclamation mark symbol.

If the warning symbol is displayed for a person who has more than one card assigned or the max. number
of offline permissions for the person has been exceeded, a card symbol is also displayed ( £:!.%). Move
your mouse over the symbol to see which data carrier is affected.

Info: For offline doors, the authorization data is written onto the data carriers of the persons. A data carrier
has space for 10 doors and 30 door groups. If these amounts are exceeded, the authorization data cannot
be written anymore, which means the person does not have access rights for those doors. In this case
please try to group offline doors to door groups (see "5.18.2 Uploading offline doors").

For offline doors with the Read Only function (or in GAT ACE 3000 also with CardNET), only the “Valid to”
time of the validity period is written onto the data carrier. Therefore, the "Valid from" time must be in the
past and not in the future. Offline conflicts for these doors are indicated by a yellow triangle with
exclamation mark and a clock icon when the valid from date is set in the future (see "5.2 Main window").

A footstep symbol for an offline door indicates whether there are changes that need to be loaded to the

offline door using the transport device. If the symbol is displayed in orange, loading is in progress. The
remaining colors indicate which data is not up to date in the terminal in order of priority. If there are several
colors, the one with the highest priority is displayed. Red has the highest priority, followed by violet, green,
and blue. The exact meaning of each color is provided in the legend tab. Persons  Doat
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"I ... The colored displays in front of the persons indicate their status. Further information can be found by
double-clicking on the personal data (see "5.6.1 Defining personnel master data").

X ... Ifablack X is indicated in a matrix field, the corresponding person does not have any access authorization
at this door. Access can be denied for a person at a door by pressing the right mouse button onto the
matrix field and selecting "Deny access" from the context menu that appears.

. Similar to the inheritance of time plans, the denial of an access right can also be inherited. This is marked
by an orange X.
¢ ... This symbol on doors indicates that GAT ACE 7000 is still processing authorization data, which is then sent
to the appropriate controller (indicated by a blue bar).

. A battery symbol next to a door indicates that the main power supply to the controller for this door has
failed and the controller is currently being supplied by an emergency power supply (UPS).

5.14.2 Assigning special rights

Special rights can be assigned to any person for single or multiple doors provided the controllers that control these
doors are also configured for the special rights option. Certain special functions are then activated for these
persons. For persons with special rights, the "special rights output" of the controller is activated in addition to the
normal unlocking operation.

(€]

l Special rights have no function for SALTO doors. They only affect GANTNER doors.

To assign special door rights for a person, right-click in the corresponding matrix field. The following menu opens.

E‘IV._._

4% Deny Access

MA @  Set special right :
4 +/ Show Special Rights F7

1 Show Personnel Time Plans F8

1 Show Offline Conflicts F9

Figure 5.103 — Setting special rights

Special rights for persons are indicated in the matrix with a black dot in the field of the respective terminal.

Q laP | P
haz A2 MAZ MAZ

e Similar to time plans, you can also assign special rights to person groups and door groups. In this case, the

l special right is inherited by all persons in the person group or by all terminals in the door group. Inherited
special rights are indicated with grey dots instead of black dots in the corresponding matrix fields. Figure 5.104
shows an example of how special rights can be inherited.

.

Gantner

= Aufien
L Haupteingang
& Hintereingang

Produktionsteam @

Béhler Yvonne

Figure 5.104 — Inheritance of special rights
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In addition to setting special rights for persons, special rights can also be configured for doors in the door
plans (see “5.12.2 For GANTNER door plans: settings for day plans®). The differences are:
- When assigning a special right to a person, the selected special function or special relay is active only for this
person at the controller. Other persons do not have the same special function.
- When assigning a special right in the daily schedule to a door time plan, the special relay is activated for each

valid identification of a person regardless of whether the individual has been assigned the special relay
function.

i @

In order to set the special rights, the following window opens in which the desired special rights can be specifically
configured or deleted.

i | — O *

Office function spedal right
(®) Inactive
() Active

Alarm system

@l Mo permission

Verification

(®) Default as defined in time plan
(_) PIN-Code instead of fingerprint

Anti-Pass-Back barrier

(®) Anti-Pass-Back active
() Anti-Pass-Back notification

(_) Anti-Pass-Back inactive

Pool management barrier

(®) Pool management barrier active
(") Pool management barrier notification

(_) Pool management inactive

Double booking barrier

(®) Double booking barrier active
() Double booking barrier notification

(_) Double booking barrier inactive

Spedial Relay

(®) Nothing
() Active

||:| Special right for GAT ACE 3000 system

OK Cancel

Figure 5.105 — Defining special rights

® GAT ACE 7000 is required to enable or disable (orange markings) the various special rights individually. GAT
l ACE 3000 uses only one special right and does not differentiate between the different types of special rights.
Therefore, the "special rights for GAT ACE 3000 system" field is automatically selected in this window when at
least one special right for GAT ACE 7000 is defined.
The orange markings, which identify the GAT ACE 7000 options, and the “Special right for GAT ACE 3000
Systems” option are only displayed when GAT ACE 3000 is used.

168 HB_Matrix--EN_71 www.gantner.com



Matrix
Operation

Gantner

The following special rights are listed in the window:

- Office function special right: If the office function is activated, the door is permanently unlocked after an

- Alarm system:

- Verification:

- Anti-pass-back barrier:

- Pool management barrier:

- Double booking barrier:

- Special relay:

identification with valid authorization until a new identification cancels this and sets
the door to the mode defined according to the schedule (e.g. "Open by means of valid
identification"). This function must also be configured at the corresponding GAT DC
7200 controller.

For certain controllers and readers, persons can control an alarm via their data carrier
and by pressing a button. You can specify whether the selected person can only
activate the alarm, only deactivate the alarm, or both activate and deactivate.

This setting overrides the verification settings of a personnel time plan. If you select
"Default time plan" the verification settings according to the personnel time plan are
used (see “5.11.2 For GANTNER personnel time plans: settings for day plans").
However, if the “Verification with biometrics” option is selected in a personnel time
plan, and the “PIN code instead of fingerprint” special right is activated, then a PIN
code is used to verify the person instead of a fingerprint (e.g., helpful if the person
has trouble scanning their fingerprint).

For certain person groups, for whom the anti-pass-back function presents problems,
the anti-pass-back lock can be disabled. This can be used e.g., for service
technicians who are inhibited by the anti-pass-back function and find themselves
locked out of a room they wish to re-enter after exiting through a service door. With
the "notification" setting, access is still granted when an anti-pass-back lock is
activated, however, a corresponding message is displayed to the user.

The pool management barrier allows only a certain number of people to access a
specific area/room at the same time. For certain people, this function can be
deactivated so that they can also gain access according to pool management when
the max. number of people is reached. With the "notification" setting, access is still
granted when a pool management barrier is activated, however, a corresponding
message is displayed to the user.

The double-booking barrier prevents a data carrier from being used twice within a
definable period, e.g., 10 minutes. This function can be disabled for certain people
with special functions. With the "notification" setting, access is still granted when a
double-booking barrier is activated, however, a corresponding message is displayed
to the user.

For GAT controllers, a relay output can be configured as a "special relay". When a
person, who is set to "use" for the special relay, accesses the respective door, the
special relay is also activated. This is useful, e.g., if an entrance gate in addition to
the door needs to be opened for certain individuals.

_ To remove a special right from a person, open the menu in the corresponding matrix field and deactivate the
8 special right in the special rights window.
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5.14.3 Assignment possibilities

There are different ways to assign personnel time plans to persons. A personnel time plan can be assigned directly
to a certain person at a certain door or indirectly by assigning the personnel time plan to a person or door group
which means that all persons/doors inside the assigned group(s) will inherit the personnel time plan.

Example for inheritance of personnel time plans:

By assigning a personnel time plan to a door or person group the personnel time plan will get inherited to all
doors/persons in the door/person group.

If a person has multiple personnel time plans assigned at a door (via direct assignment and/or inheritance), a
directly assigned time plan will override the inherited time plans. The following figures show how inherited time
plans can be overridden by setting a more specific personnel time plan.

@

The personnel time plan "DPD" is assigned to the person group
"Management" for the door group "Exterior Shell".

=]
(=]
g
— c o
Gantner z : 3
8 ué 08 b H n " HIEH : :
B 5|2 |® -> All persons in the "Management" group will inherit the personnel time
‘ﬁ = E n Al H n . n
= 5| 5 plan "DPD" at all doors in the door group "Exterior Shell".
Management f F PC
Harter Martin =0 DPD DPD
Kopf Markus
Gastner Heinrich
Mann Roland
ROA Cafbiimun Fey
&
2 . . . . .
B At the door "Main Entrance Bio" the personnel time plan "ANY" is assigned
Gantner : . |8 to the person group "Management".
=N 2 8|5
B o e ] . . . .
8= & -> All persons in the person group "Management" inherit the time plan
: : = 0;2,7 i "ANY" at the door "Main Entrance Bio". This time plan will override the
Managemen| ¥ L . . . " "
S B previously assigned personnel time plan "DPD".
Kopf Markus

Gastner Heinrich

Mann Roland

RO Crfhiimen Ee
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Gantner ; §
|
B c |8
N 2
& — &
! 11 27
Management 4 DPD ANY [F
Harter Martin ~ NY
Kopf Markus Q NY ‘DPL
Gastner Heinrich A MD& M }
Mann Roland [ MY
AON Cafbuimen e
én
2
@
Gant :
= (=
antner s s
R
= c | 3
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= =
! 11 27
Management 4 DPD &NY [
Harter Martin F I
Kopf Markus

Mann Roland

O Cnfhiimen Fes

@

Gantner

-~ Exterior Shell
Main Entrance Bio
Back Door

0 R Dispatch Gate

Gastner Heinrich MD" MD

% Dispatch Gate

Management 4+ DPD AN@ PC
Harter Martin F NY "R TBFE

Kopf Markus 8ROl any X (DPE
Gastner Heinrich MDA MFA MDA M
Mann Roland DR Y. MY

N\

O Cnfhiimen EeS

o R Dispatch Gate

Gantner

The personnel time plan "MDA" is assigned to the person "Gastner
Heinrich" for the door group "Exterior Shell".

= The person "Gastner Heinrich" inherits the personnel time plan "MDA"

at all doors in the door group "Exterior Shell". Because the assignment
of a personnel time plan to a person at a door group is higher priority
than the assignment of a personnel time plan to a door at a person
group, the personnel time plan "MDA" will be active for "Gastner
Heinrich" at the door "Main Entrance Bio". It does not matter if "MDA"
or "ANY" is assigned first.

The personnel time plan "MFA" is assigned to the person "Gastner
Heinrich" for the door "Main Entrance Bio".

>

>

"Gastner Heinrich" will have the personnel time plan "MFA" active at
the door "Main Entrance Bio" because the direct assignment of a
personnel time plan to a single person at a certain door has highest
priority over the other assignments and inheritances.

Note: If the door is a SALTO door, a blue "S" is

displayed in this case instead of MFA. This indicates @IoP
that the person has more than one time plan for this

door (e.g., by inheritance).

At the "Back Door" the access is denied for the person group
"Management" by selecting "Deny Access" from the context menu.

Denying an access follows the same rules as assigning a personnel
time plan. In the example all persons in the group "Management" will
inherit "Deny Access" for the door "Back Door" except for the person
"Gastner Heinrich", for whom the personnel time plan "MDA" is still
active because this time plan was assigned to the person and this
assignment has higher priority.

5.14.4 Deleting an assigned personnel time plan from a person

In order to delete the assignment of a personnel time plan, right-click into the matrix and select "Delete Time Plan".
Only the assignment of the time plan will be deleted. The time plan itself is not deleted.

&

A time plan can only be deleted from where it was assigned. The "Delete Time Plan" menu item is only

available when right-clicking on a black abbreviation in the matrix where the personnel time plan has been

assigned.
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5.15Relay time plans

For certain controller types, so-called relay expanders can be connected. These are peripherals with up to 32 relays
that can be additionally activated during a normal relay unlocking provided the terminal has a valid identification.
This makes it possible to realize applications such as e.g., lift controls, where additional specific levels are released
after valid authorization at the controller.

A relay plan clearly determines which relay of the relay expander should be activated. By assignment of the relay
plans to doors and persons, the behavior of the doors can be controlled for each person. In this case, for each
person at every door with the appropriate type of controller, a relay plan can be assigned in one step to individuals
or to a whole group of persons.

Furthermore, you have to differentiate between "Normal Relay Plans" and "Special Relay Plans". A Normal- as well
as a Special Relay plan can be assigned for a person at a controller. Which of the two relay plans is then used at
what times is defined in the Personnel Time Plan and Door Time Plan.

EI The relay plans are defined in a separate matrix and assigned to the doors and persons. For
processing and assignment of relay plans, select the icon "Relay Plans". The relay plan overview
Relayplans  opens in the main area of Matrix.

® GAT Matrix L a8l (ol x|
Help
"' v (o s ¥
S T & ) Qe K
Access Rights Bookings | Upload Door Download Bookings Import Persons | Personnel Time Plans Door Time Plans Relayplans Organization Time Plan
@ g @ B
5
£ 2 T3100-11
1= el o =
S| ] | O e I m— 7
Gantner = g 'g g X _,_% - g g g g Plan Number Description
2 ? ﬁ ﬁ g i 8’ 8. ‘T' T 8. T ‘}‘ -_ Stockwerke Allgemein
- (| 53 (T EEN - S| 2|2z le
= a [y ic = @ = 1% }%4 N 94 13 &
4 I O N e |
2 === E==s] R ] o]
i 2 g 4| 5B 1| 2] 32| 4|5 [N A
Management % | - T
BOEHLER YVONNE 1 !
Mustermann Roland ' !
GREIFENEDER KLAUS 1 :
)
GRUBER ROSELINE 1 ! -
.
HEFEL EVA . |
.
KAPANADZE HEIDI A !
Miiller Heidi 1 ;
Kopf Markus 1 g v v X x x X
Mann Roland 1 !
)
MATHIS ROLAND ; ! | AddRelayplan [|[?  Edit Relayplan
" h ma———————————
NITZ SILVIA 1 ‘ 28  Delete Relayplan ‘
. -,
STRASSER WERNER 1 !
.
WINDER MANFRED 1 |
.
ZECH HELMUT ; !
R&D Software @ ; [=le==l==l==l==]
Freund Markus f
Lerch Dieter f
R&D Hardware 4
|
Anders Simon
.
[¥] Show Loading Indicator LECPEEEIES Search Item

Figure 5.106 — Relay plan overview

®  The controller relays that are used with relay expanders are defined in GAT ACE 3000 or GAT ACE 7000 in
the GAT DC 7xxx door controller settings and imported from there. In these definitions, you can specify the
names of the doors/controllers and relays.
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This window is similarly arranged to the access authorization window (see section "5.2 Main window"). Persons are
listed in the left column of the matrix as usual. The doors that have relay expanders are shown in the top row of the matrix.
Doors without relay expanders, i.e., where no relay plan can be assigned, are not shown. Unlike the access
authorization matrix, doors in groups are not compiled here. Each door is displayed like a group with the relays, which
are controlled by the terminal, listed alongside.
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Figure 5.107 — Doors and relays
If a person is assigned to a relay plan, the used relays in the relay plan will be shown in color in the matrix. A

Normal Relay plan will be shown green in the upper half of the person line and a Special Relay Plan will be shown
yellow in the lower half of the person line. The number of the relay plan is in the terminal column.
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Figure 5.108 — Presentation of relay plans

In the Relay Plan Matrix, only relay plans can be managed and assigned. It is not possible to change persons,
move groups, etc.
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5.15.1 Creating, editing, & deleting relay plans

On the right beside the relay plan overview, the relay plans of the doors are administrated. In order to create and
edit the relay plan of a door, click on a matrix field of the door or one of its relays. Thereby, the previously defined
relay plans for this door are shown.

o _ioix]
File Tools Help
T . % & ® o e (3
Access Rights  Bookings | Upload Door Download Bookings Import Persons | Personnel Time Plans Door Time Plans Relayplans Organization Time Plan
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g i
H % I 13100-1
g £ 9 g | Plan Number Description ;
antner _ : z £ 2 - ‘ :
o E | S| [hEl s e i || e \._ MA Hollensteim
5|5 | = =
= BN el o R [ « 2 Algsmein
s x| = 5 T | S 5 b
'2' CHIRCHETEN = ) R | « 3 Ma Fleisch Partner
i 1 z ¥ 4 5 i 2 7 Al 4 Alle Stockwerke Reinigung
Management @ T
| s .
BOEHLER YVONNE - Display of relay plans
) .
Mustermann Roland ) ! - from terminal "T3100-1"
.
GREIFEMEDER KLAUS 2 —
g -
GRUBER ROSELINE o ) 1
T— Tat mm Marked matrix field at

terminal "T3100-1"
Figure 5.109 — Edit Relay Plans

If a relay plan will be selected in the list, you can see below the list an overview of the relays, which will be used in
this relay plan. In the following example, the relay plan "MA Hollensteim" only used 1 relay (indicated by a tick). The
remaining 4 relays are not used.

‘ Relay Plans B X
T3100-1
I T . Rl
Plan Number Description [
- MA Hollensteim
4 2 Allgemein
4 3 MA Fleisch Partner
4 4 Alle Stockwerke Reinigung

v x x x x

l(@ Add Relayplan |‘

l;x Delete Relayplan

7  EditRelayplan

Figure 5.110 — Relay Plan List
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In order to edit the relay plan of a door, select the door from the list and then click on the appropriate button below

the relay plan list.

|d AddRelayplan ‘ F‘-/’ Edit Relayplan

!x Delete Relayplan J

Figure 5.111 — Relay Plan List

With "Add Relay Plan", a new relay plan will be inserted and with "Edit Relay Plan", an existing relay plan can be
changed. In both cases, the following window opens:

&l _loix]

Edit Relayplan

Description [AIIgemein

=

Dr. Hollenstein
Fleisch und Partner
Fitness Fit&Co

Muster Treuhand Gmb

Bella Italia

Relays

Active

| oK

' l Cancel

Figure 5.112 — Add / Edit Relay Plan

All relays, which are activated for the selected door in GAT ACE 3000 and the GAT DC 7xxx controllers, are shown
in this window. Enter in "Description" a name for the relay plan and mark the relays which you want to use.

With the button "Cancel" below the relay plan list, a marked relay plan can be deleted. This will then be deleted in
the relay plan matrix. The persons, who were assigned to this relay plan, can no longer use the relay of the

connected relay expander.
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5.15.2 Assigning a relay plan to a person

176

To assign the relay plan of a door to a person, select the row of the person for the applicable door in the matrix. For
this purpose, you can click on the door column or on a relay column within the door group. In the following example,
the person "Mustermann Roland" will be assigned to the relay schedule of the door "T3100-11".
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)
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Figure 5.113 — Selection for Relay Plan Assignments

Now click on the relay plan, to which the person should be assigned, via the arrow icon in the first column. A pop-up
menu is displayed where you can define the relay plan as a normal relay plan or special relay plan.

Relay Plans 7 x
T3100-11

Plan Mumber Description

| Normal Relayplan
Special Relayplan

Figure 5.114 — Assigning a relay plan as a normal or special relay plan

After selecting the desired option, the relay plan is assigned to the matrix and the relay field, which is used in the
relay plan, displayed with the appropriate color.
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Management ﬁ‘

BOEHLER YYONNE
Mustermann Roland
GREIFEMEDER KLAUS
GRUBER ROSELINE
HEFEL EV&

= T3100-1

~  Dr. Hollenstein

s Fleisch und Partner

mD Fitness Fit&Co

«  Muster Treuhand GmbH

u.D Bella Italia

T3100-11
- K1 -DG
n K1 -2,06

w K1-1,06

Figure 5.115 — Display of the Relay of the Relay Plan

« K1 -EG

K1 - 1.UG

= K1 -2.UG

Gantner

n Relay Plans 8 x
T3100-11
s 5
Plan Mumber Description
< m Stackwerke Allgemein

il

In the shown example, the Person "GREIFENEDER KLAUS" has been assigned at the Terminal "T3100-11" of the

relay plan "Stockwerke Allgemein" as normal relay plan (green).

5.15.3 Assigning a relay plan to multiple persons or a group of persons (inheritance)

In order to assign a relay plan to several persons, you can mark the fields of the desired persons simultaneously via
SHIFT- or CTRL-key at the desired controller.

A relay plan also can be assigned to a group of persons. For this, mark an appropriate terminal field in the line of
the persons group in the matrix and then assign the relay plan. The relay plan will be inherited on all persons in the
group "inherited". An inherited relay plan will be shown with a brighter color (light green or light orange).

Gantner

Management &

BOEHLER YYONNE
Mustermann Roland
GREIFEMEDER KLAUS
GRUBER ROSELINE
HEFEL EV&

Figure 5.116 — Inherited Relay Plan for groups of persons "Management"
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u Relay Plans 8 x
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7 3
Plan Number Description
= 1| MA Hollensteim
4 2 Allgemein
Ll 3 MA Fleisch Partner
4 4 Alle Stockwerke Reinigung
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If a person will be specifically assigned to another relay plan, this relay plan will be used, instead of the inherited
relay plans, if they are the same relay plan types (normal or special relay plan).
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Figure 5.117 —Directly assigned relay plan overwrites an inherited relay plan

5.15.4 Denying the relay plan of a person

T3100-1
F 5
Plan Number Description
-_ Ma Hollensteim
4 2 Allgemein

3 MA Fleisch Partner
4 Alle Stockwerke Reinigung

In order to not use explicitly the relay plan of a person, the relay plan can be denied. This is useful, for example,
when a relay plan of all persons in a group, with the exception of a special person, should be applied. The relay plan
then can be assigned to a group, thereby all persons of a group deny a relay plan. The relay plan will be denied to
the desired person. In order to deny the relay plan at a person, click on a matrix field for the person at the
appropriate door or door relay. Select from the pop-menu either "Deny Normal Relay Plan" or "Deny Special Relay
Plan". A denied normal relay plan will be shown with a black "X" in the upper part of the appropriate matrix field and
with a denied special relay plan, these "X" will be shown in the lower half of the line.
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Delete Special Relayplan
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Figure 5.118 —Deny relay plan
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5.15.5 Deleting a relay plan assignment

Gantner

In order to delete a relay plan assignment, click on the relay plan, which should be deleted, of the desired person
with the right mouse button. In the pop-up menu item, select either "Delete Normal Relay Plan" or "Delete Special

Relay Plan".

GREIFEMEDER KLAUS
GRUBER ROSELINE
HEFEL EVA&
K&PANADZE HEIDI
Miiller Heidi

Kopf Markus

Mann Roland

E% Delete Normal Relayplan

%  Delete Special Relayplan

Deny Normal Relayplan

Deny Special Relayplan

v/ | Show Loading Indicator

Fé&

Figure 5.119 —Delete the assigned Relay Plan

The selected relay plan (Normal- or Special relay plan) will be deleted for the person at the door. The relays are no
longer used for the identification process of a person.

5.15.6 Assigning a relay plan to a door (for general open plans)

A relay plan also can be assigned directly at the door. The defined relays of the relay plan are tightened every time
whenever, according to the General Open Plan of the door, the normal unlocking relays are activated

The assignment of a relay plan to a door is similar to the assignment of a person. First, mark the door directly in the
headline of the matrix and then assign the relay plan as "Normal Relay Plan" or "Special Relay Plan" by clicking on
the arrow icon in the first column in the relay plan list.
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Figure 5.120 — Assign a relay plan to a door
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If a relay plan is assigned to a door, the recommended relays with the defined color (green = Normal Relay plan,
yellow = Special Relay plan) are assigned and the relay plan number is shown in a black number at the door.

. - . § — . _ i
. 3 & u Relay Plans nox
=
5 Iy
= & ‘ .
£ z | T3100-11
c E Lol :
Gantner _  t § ¢ Fonnbor | oerper
£ = i L R
o é : u;. 5 % z = 3 3 [C] 3 = A ] llSto-:kwerk.a Allgemein
= R 2 & (=1 = N e @S .
il - | © | 5|3 |7 Eal - | | LS
-
2 == ) 1 .
1 i 7 4 5. i1 H Z I 4 5 3

Management

T, Special Relay Plan No. 2~ Normal Relay Plan No. 1
Mustermann Roland Y
GREIFEMEDER KLAUS 1 1 i

Figure 5.121 —Door with assigned Normal- or Special Relay plan
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Figure 5.122 — Door with assigned normal or special relay plan

In order to delete the relay plan again, right-click on the door and select "Delete Normal Relay plan" or "Delete
Special Relay Plan".
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Figure 5.123 — Delete relay plan from a door
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5.16 Time switches

For doors, the "Time Switches" function can be activated. This function does not use the door to identify persons,
rather it will automatically control access based on an assigned door schedule. This allows, e.g., entrance gates to
open autonomously, without having to carry out an identification, on working days at working times and the rest of

the time to be closed.

® A door with the time switch function activated does not require a license. This means that any number of doors
l in addition to the maximum number of doors determined by the license can use the time switch function. The
time switches are not displayed in the matrix view of the access authorizations, but in the "Time Switches"

overview.

©
l The time switch function is not possible for doors imported from SALTO ProAccess SPACE.

NOTE! Note that before importing a door, the maximum number of doors (determined by the license) must not yet
be reached, otherwise a new door cannot be imported. Even if the new door is to be used as a time switch, a door
license must still be available for the import. Only after the time switch function has been activated does the position

used for this door become available again.

All doors that are defined as time switches are displayed in the "Time Switches" overview.

» Click on the "Time Switches" icon.
o The overview of all doors used as time switches is displayed.
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File Tools Help
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ey % & B Y ] % & 8 L
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X X
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<4 |WR1 Service R =]
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1 Import

=
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= |:| Office 2.3

@ Database size: 0,013 GB | Connected: 11, Disconnected: 35, Commands: 2240 GATACE: @ | Offline door changes (9 doors) %8| User: SYSTEM User

Figure 5.124 — Time Switches overview

» To define a door as a time switch, double-click on the name of the door in the access authorization matrix.

o The window "Edit door - [door name]"' opens.
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Figure 5.125 — Activating the time switch function for a door
» Select the "Use as time switch" option and confirm with "OK".

o The door is hidden in the access authorization matrix and displayed in the time switches overview.
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Figure 5.126 — Door added as a time switch
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» Select the new door in the overview and then click on the arrow symbol of a door schedule to assign this door

www.gantner.com

schedule to the selected door.
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Figure 5.127 — Assigning a door schedule to a door

o The door schedule is displayed with a colored box near the door.

o The assigned door schedule now determines which functions the door automatically performs at
which times.
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5.17Door control

Door control is an additional function in Matrix that must be activated via a separate license (see “10. LICENSE
MANAGEMENT”). Door control provides a separate overview in Matrix of the current status messages and alarm
messages of the doors with activated alarms displayed. In addition, you can remotely control the doors (i.e., unlock
or lock) directly in Matrix.

®  The door control function is also possible for doors imported from SALTO ProAccess SPACE. This is
l completed in the same way as for the GANTNER doors.

» Check whether a license code has been entered for the door control function in Matrix (menu "Help" -> "License
Information" -> "License details") and that the "Valid until" date has not yet expired.

&9 GAT License Manager x

Overview | License details | Add license

License details

The following list contains all the functions available on your current software license.
Also displayed are functions available on an upgraded license. Move the mouse cursor
over the license code for detailed information.

Functionality Valid untl | License Code
Base Licence Unlimited = ____—— —

Control Doors Unlimited | e
VISItors managemen: Dnimited | = ———— —— —
Export Plugin Unlimited . —— —  — -3

Figure 5.128 — License detail — Control Doors

» Click on the "Door Control" icon in the Matrix toolbar.

o The "Door Control" overview is displayed.

3 GAT Matrix - X
File Tools Help 1
2 I (o G = = &
@ & ® & B B ¥ & . 9
Dashboard Access Rights Time Switches| Door Control |Bookings  Blocklist Lockers Locker Contrel | Upload Doors  Import Persons Legout
o *® X o X 4 o
@
2 © 5
Gantner _ = : N
- 5. = o =
§ 3 T S 0B § DT a
== = | ERE| £ v,
5 & g 8 & & 2 = % =
- @
3 Door alarms it
Alarms

General alarm - - -
o

Door states @& H! J j m J
4 Door state gU | - Do
Alarm system state

General state
General monitoring

UPS state - uc | uc - - uc

Status Doars Legend

@ Database size: 0,039 GB d Import locations required | Connected: 4, Disconnected: 43, Commands: 33653 @ | GATACE: @ Relaoc2020: @

Figure 5.129 — Door Control user interface
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1 - "Door Control" icon: Click on this icon to open the door control overview.

2 — Door list: Displayed here are all the doors that are enabled for door control.

3 - "Door alarms" group: If activated, the alarms that have occurred are displayed here (see below). For each
door, it is possible to select which specific information should be displayed. The yellow
fields are activated data points and are displayed. Fields with a light gray background
are not used.

4 - "Door states" group: If activated, the state information for each door is displayed here. The yellow fields are
activated data points (see next section) that are displayed. White fields are inactive.
In the group heading row, the door state is indicated via a symbol with a code written in
the following line. A "?" symbol means that the state cannot be determined (door offline
or no status input defined).

- E ... Door has been unlocked via Matrix control or on site for single access. After
unlocking, the door is locked again.

- DF ...The door is permanently open via a permanent release in the door control or
via an active general open plan.

- TO ...Door is open.

-BL ... The door is locked and cannot be unlocked (e.g., via an input used to lock the
door or by blocking it via the door control).

5 — Status field: Displayed here is detailed information about the selected state field, e.g., the type of
alarms or door states that have occurred.

5.17.1 Activating door control for a door

» To activate door control for a door, return to the authorization matrix by clicking on the "Access Rights" icon in
the toolbar.

» Double-click on the desired door in the header of the authorization matrix.

o The "Edit door - [door name]" window opens.

3 Edit Door - [Office 1.3] x

Data poirits Data point texts Additional information

Show alarms Enable opening

Show general alarm Enable generally opening and locking

Show door state Enable opening and locking with spedal rights
Show relay state Enable suppressing generally open

Show general state Enable quitting alarms

Show general monitoring state Enable turning alarm system onjfoff

[ use as time switch

OK Cancel

Figure 5.130 — Data points for door control of a door
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» On the left side, select the data points that should be displayed in the door control.

- Show alarms: If an alarm occurs, it will be shown in the door control display with a symbol
and a shortcut.

- Show general alarm: If a general alarm occurs, it will be displayed in the overview.

- Show door state: An icon indicates whether the door is open, closed, or blocked.

- Show relay state: Shows the state of the switching relays, which are used to switch alarm
systems.

- Show general state: Shows the state of the input that is defined to acquire a General Status.

- Show general monitoring state:  Shows the state of the input defined for the General Monitoring function.
Note: Not all of these control commands and status information can be used with SALTO doors.
» On the right side, select the control functions that you want to enable for the door.

NOTE: The options marked here also determine which control commands are available in the "GAT Mobile
Access Management" mobile app.

» Confirm with "OK".
» Click on the "Door Control" icon in the toolbar.

o The "Door Control" overview opens, and the newly activated door is displayed.

J GAT Matrix x
File Tools Help
Fre J ) = 1 A Y
Wk A ) @ 7 g @ ] & . 3
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control | Upload Doors  Import Persons Legout
X * [&* [@
7]
L]
Gantner | :
2 8] «| 2 o
Ele| 22| 5 PR ¢ g
== =| E £| 2 W
S5 88 5 8 & E 2 —
3 12e3iee2)12e41-104 4 B2 8 Salkto @
Door alarms #*
Alarms
General alarm - - -
Door states i m] (} L]
Door state GU - oo

Alarm system state
General state
General monitoring

PS state - uc | uc | - - uc

Status Doors Legend

3 Databasesize: 0,039 GE | @ Import locations required | Connected: 4, Disconnected: 43, Commands: 33653 GATACE: @ | Relaxx2020: @
Figure 5.131 — Door Control overview

NOTE! If command control for a door connected to GAT ACE 3000 is not possible, please check whether the
control is enabled in the terminal. Only then is control possible. For controllers in GAT ACE 7000, this does not have
to be enabled first.

NOTE! Doors from SALTO ProAccess SPACE ("R&D" in the figure) have restricted functions. The restrictions are
displayed in detail on the "Door control" window.

NOTE! The door control of SALTO doors is not currently supported in the GAT MobileAcces app.
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5.17.2 Displaying and acknowledging alarms

If an alarm has occurred, this is indicated in the upper lines of the "Door alarm" group by means of symbols and, if
the data points "Show alarms" or "Show general alarm" are activated, also with abbreviations in the door control
overview. The following figure shows a door open timeout alarm (DOT) and a manipulation alarm (MAN).

® 7o acknowledge door alarms, the data point "Enable quitting alarms" must be selected for the door (see

Figure 5.130)

» If an alarm has occurred, always check the reason for the alarm first.
» Resolve the problem that triggered the alarm.

» Acknowledge the alarm by right-clicking and selecting the corresponding option in the pop-up menu.

Gantner

= Main Entrance
Printing Room

-
]
e — Main Entrance
."'° Service

.'3 Office 2.1

™ Offices

1-11.

F'S

Door alarms

q; Server Room 1
~n

Accept all alarms
Alarms L AN BN DC

e p Accept access without permission alarm
General alarm
Accept door open timeout alarm

oS
F"_\}'
-
=

o 8
o X

Door states
Accept threat alarm
Door state
Accept general alarm
Alarm system state

General state 4 Delete Door
General monitoring & =
Figure 5.132 — Alarm acknowledgement
- Accept all alarms: With this option, you acknowledge (cancel) all alarms that affect the selected

field. For example, a manipulation alarm and a too-long-open alarm can be
generated simultaneously at a door. In this case, both alarms will be cancelled.

- Accept specific alarm: With this option, you can select a specific alarm to be acknowledged. Only the
selected alarm will be cancelled, and the rest will remain.

5.17.3 Controlling the doors

®  The control functions can be activated individually for each door by enabling the respective data points (right

l column in Figure 5.130).

Different options can be selected for the door control. Generally, a distinction can be made between the control of
the door state and the control of the alarm system.

Door state
» Right-click on a controllable field in the "Door states" column (yellow background).

o A pop-up menu opens in which you can select the following options:
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X e X X (X @
]
L o Ea
Gantner ¢ ; I :
TR AR A B 3 ‘.
* 2 8 | sato (]
Alarms
General alarm - = o
Door states % a 9.9 9
Door state -
Alarm system state . DeleteiDoor ‘ []
General state Unlock door Delete Door
General monitoring Unlock door with special rights
Deny access Unlock door
Unlock door generally Start emergency open
Unlock door with special rights generally Start emeraency close
Lock door generally - K ! i
End emergency mode
Suppress generally open
Automatic operation Status
Figure 5.133 — Door control options for GANTNER (ACE) doors and... ... for SALTO doors
» Select one of the following options:
- Unlock door: The door is unlocked for the configured unlocking time. The abbreviation “E” is
displayed.
- Unlock door w. special rights: The door is unlocked for the configured unlocking time and the special rights
activated.
- Deny access: Access is blocked.
- Unlock door generally: The door is permanently unlocked. The abbreviation "DF" is displayed.

Unlock door w. special rights generally:

The door is permanently unlocked using the special relay plan. The abbreviation
"DF" is displayed.

Lock door generally: The door is locked and cannot be opened even with valid identification. If a
general open plan or a permanent release is active, these will be overridden,
and the door will remain locked. The abbreviation "BL" is displayed.

Suppress generally open: An active generally open time plan at the door gets deactivated. The door
operates autonomously according to the stored authorization data, i.e., the door
is locked and can be unlocked with an authorized data carrier. The abbreviation
“GOS” is displayed.

- Automatic operation: The door control is transferred again to the door controller and checked

according to the stored authorization data and schedules. For example, if a

general open plan is active at the door, but the door has been blocked in the

door control, the blocking is lifted again, and the door unlocked according to the
general open plan.

- Start emergency open: If emergency opening is started via this option (e.g., in the event of an
emergency), access to the door is possible for all persons generally, regardless
of their authorization.

- Start emergency close: With an emergency closing, the door is locked for all persons generally, e.g. in
the event of an emergency. The restricted access also applies to persons who
are otherwise authorized to use the door.

- End emergency mode: Returns the door from emergency mode to the normal operating state.
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Alarm system state

In this row you can turn the alarm system on and off. It functions by switching the relay on and off, which activates
or deactivates the alarm system provided that the wiring is correct.

To be able to use the function, the alarm system function ("EMA control and block lock function ...") must first be
activated in the controller (see manual of the controller).

» Right-click onto a controllable field in the "Alarm system state" line (yellow background).

o A pop-up menu opens in which you can select the following options:

Gantner

Main Entrance

!

!_ Main Entrance
.'“ Service

!

: Server Room 1
_' Printing Room

,l Office 2.1

=
S

~ Offices

5]

Door alarms
Alarms A tAN BB DOT
e e

General alarm

Door states & [‘J [j [.] ?
Door state DO bo DOl
Al
arm system state Delete Door
General state
Turn alarm system on

General monitoring
Turn alarm system off

Figure 5.134 — Turning the alarm system on/off

» Select one of the following options (only possible for GANTNER doors, not available for SALTO doors):

- Turn alarm system on: When the alarm system is turned on:
- the abbreviation "ON" is displayed in the "Alarm system state" line, and,
- the door is blocked (abbreviation "BL" and lock symbol in "Door state" line)

®  The activation of the alarm system is only possible with the door closed. If
you select the menu item with the door open, corresponding information is
displayed.
- Turn alarm system off: The alarm system is deactivated. The abbreviation "ON" and the lock symbol
with "BL" abbreviation are deleted.

5.17.4 Deleting doors and general control

A "Delete Door" option is available in every popup window. With this option, the door is deleted from Matrix (also
from the authorization matrix).

If you right-click on a door in the header, you will see all the control options (alarms and states) and can select them
here. You do not have to click on a field in the matrix.
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5.18 Upload doors

After the creation of persons, assigning of time plans, etc., all changes must be uploaded to the door controllers so
that these changes take effect. For this process, there is a distinction between online and offline doors.

5.18.1 Uploading online doors

In order to upload these changes in the Online Terminals (doors), press the “Upload Door” toolbar button in Matrix
and wait for the operation to complete.

When this task is successful, GAT ACE will now start to process the commands and send the required data to the
devices.

The status bar shows the number of commands that still need to be processed (19 commands in the following
example). The LED symbol next to "Commands:" is displayed in red or orange so long as there are commands that
have not been sent to GAT ACE.

Show Spedal Rights Show Personnel Time Plans Show OFfilne Confiicts
Personnel Tme Plans | Door TmePlans | Persons [

@ Database size: 0.044 GB [@ Import doors required | @ Import locations I'EqLH[Ed[ Connected: 4, Disconnected: 13, Commands: 0 IGAT ACE: @ | Offline door changes (52 doors) '_! Relac 2020: @ | Salto ProAccess Space: @

Figure 5.135 — Status bar information
When all commands have been successfully sent to all GAT ACE clients, "Disconnected: 0" is displayed and the

LED icon is green. The value after "Commands:" shows how many commands have been sent. In addition, the
following message indicates that the transfer of authorizations to GAT ACE was successful.

c Successfully loaded permissions to GAT ACE.

Figure 5.136 — All commands with permissions have been transferred to GAT ACE

Please note that this message does not mean that the data was also sent to the terminals since there can be
inactive communication channels or terminals in GAT ACE. Before uploading data, Matrix will show a warning if
there are inactive terminals or communication channels. It is your responsibility to activate the terminals or
communication channels again in GAT ACE. Matrix does not automatically complete this process.

NOTE! The connection to GAT ACE and the controllers is shown by an LED symbol next to “GAT ACE” with
various colors displayed according to the current status. For more information see "5.22 GAT ACE status".
GAT Matrix

I Some information could not be sent to GAT ACE.
- Do you want to view the error log?

No

Figure 5.137 — Warning message about inactive controllers or communication channels
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If errors have occurred during loading, these are indicated by a message. If you press the "Yes" button in this
message window, the corresponding log file opens with a record of the errors.

i Error Formatting Terminal Memory of Door [3:001 / 3] -
z Error Formatting Terminal Memory of Door [5:Terminal 4]

%  Error Formatting Terminal Memory of Door [13:Back Door]

4 Error Formatting Terminal Memory of Door [21:Main Entrance]

5 Error Formatting Terminal Memory of Door [23:Terminal 2]

& Error Formatting Terminal Memory of Door [25:Uarehouse Door 1)

7 Error Formatting Terminal Memory of Door [34:Dispatch Outside Left]

5  Error Formatting Terminal Memory of Door [10:T3100 Plus]

S  Error Loading Configuration of Door [2:001 / 2] with TimePlan [0:]

10  Error Loading Configuration of Door [3:001 / 3] with TimePlan [0:]

i1 Error Loading Configuration of Door [4:001 / 4] with TimePlan [599:TVarehouse]

1z Error Loading TimePlan [99:Varehouse] at Door [4:001 / 4]

13  Error Loading Configuration of Door [S:Terminal 4] with TimePlan [0:]

14 Error Loading Configuration of Door [12:Terminal 1] with TimePlan [0:]

15 Error Loading Configuration of Door [13:Back Door] with TimeFlan [0:]

16 Error Loading Configuration of Door [14:Terminal 3] with TiwmeFlan [0:]

17 Error Loading Configuration of Door [21:Hain Entrance] with TimePlan [99:Main Entrance]
15 Error Loading TimePlan [99:Main Entrance] at Door [21:Main Entrance]

19 Error Loading Configuration of Door [22:Dispatch Office] with TimePlan [99:Main Entrance]
z0  Error Loading TimePlan [39:Main Entrance] at Door [22:Dispacch Office)

z1 Error Loading Configuration of Door [23:Terminal 2] with TiweFlan [0:]

2z Error Loading Configuration of Door [24:Terminal 3] with TimePlan [99:Warshouse]

Figure 5.138 — The log-data file records any errors when loading doors

NOTE! If Matrix is closed before uploading changes to the controllers, you will be asked if the changes shall now
be uploaded.

5.18.2 Uploading offline doors

For offline doors, the controllers are not directly connected via network to Matrix and GAT ACE respectively. For the

configuration of these offline locks, the difference between the CardNET and WINET functions must be clarified.

- For offline doors with CardNET function, configuration, data transmission, and the uploading of booking data are
performed on-site using either the GAT MT 010 handheld programmer, via RF with GAT Config Manager and the
GAT DL 090/ 092, or via GAT ACE 7000 and the GAT DL 092. The authorization of data carriers occurs at certain
online controllers that support the read / write mode (CardNET mode). By reading a data carrier at one of those
devices, the data carrier is coded accordingly.

- For offline doors with WINET function, communication via a wireless transmitter is possible:
GAT DL 090 for GAT DL 32x, 34x, 350, and 360
GAT DL 092 for GAT DL 32x, 34x, 350, 360, and GAT DL 370

When changes have been made to the settings of offline doors (except for offline doors with WIiNET), a green
footsteps symbol 'l! is displayed in the status bar of Matrix. This indicates that the offline doors must updated with
the changed settings, e.g., using the GAT MT 010 on site. You can also see how many offline doors need to be
loaded in the dashboard area of Matrix.

With the “Upload Door” button in the symbol bar of Matrix all changes to the authorization data are sent to GAT ACE
and, if used, Relaxx. To activate those changes in the access control system, all offline locks with CardNET function
(not WINET) must be uploaded onsite using the GAT MT 010 or via RF with the GAT DL 090 / 092. For CardNET
systems, the data carriers of the persons must also be read ONCE at a controller with CardNET functionality in
order to be coded accordingly.

If not all data can be updated when loading the offline locks, this is shown with the corresponding colors of the
footsteps symbols. The colors are arranged by priority (from red to violet, green, and blue). If there are several
colors at the same time, the color with the highest priority is displayed. The meaning of each color is described in
the "Legend" s oo D tab to the right of the matrix.
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Requirements for using offline doors:
Matrix from version 3.1.0 supports devices with read-only mode as well as read/write mode.

Notes about offline door groups:

All doors within a door group also automatically form an offline door group. The addresses of the offline doors and
the ID numbers of the offline door groups are indicated as red numbers in front of the door names or group names
respectively. For online doors, this number is displayed in black color. The ID numbers of the groups are calculated
automatically on creation of a group.

Example of usage

As GANTNER data carriers can only store 10 offline locks and 30 offline door groups, the offline locks, which have
the same access rights (time plans), should be grouped together in one door group. Therefore, only one
authorization for the entire group is written onto the data carrier rather than a single authorization for each door.
Figure 5.139 shows an example where the doors "Engineering FI.1" and "Material FI.1" both have the same time
plan "MA2" assigned. Because both doors are members of the same group (ID number "4"), only one access right
for group ID 4 will be written onto the data carriers of the corresponding persons and not the rights for each door

separately.
@ » W e
3 Bl
o w L= o
& €| €
Gantner ¢ ;
SEIRY ¢ ERIE s
o8 B | o oBlESE < ( £ | £ i
= 3 o = b [l o o =
e x| & i
1 1-1.2 113 3 153 151 15.1 5
Office Staff &3 D loP 42
Management @&
Burgess S MA2 1A | MA2 MA2 A0 | MAZ Mt Ll MA2
IHowardJ MAZ Ma2 hia2 (MAZIMAZ MA2 a2 62 MA2 [MAD

Figure 5.139 — Indication of the offline doors and offline door group IDs

However, should a different schedule be assigned to one of the offline doors in the example shown, then individual
authorizations are written for ALL offline doors in group 7.

By clicking on the "Show offline file conflicts" button, Matrix automatically calculates whether the offline data can be
written to the required data carriers. This calculation is done as a background process. The progress of this
calculation is shown as a green bar below the matrix (see "5.2 Main window"). If, for example, it is not possible
anymore to write all offline rights of a person onto its data carrier, as much access rights will be written onto the data
carrier as possible and for the remaining fields in the matrix a yellow exclamation symbol is shown . . This means
that this person does not have any access right at those doors. The offline doors must then be collected to one new
offline door group.

NOTE! The exclamation symbol is not only displayed for doors and people but also for persons groups that have
one or more similar conflicts. You can quickly identify conflicts even when the groups are collapsed. In this case,
click on the symbol to automatically expand all door groups that contain an exclamation symbol.

Note that each person marked with an exclamation symbol must be manually selected and loaded via the
"Reload person to doors"” menu item.

NOTE! After pressing "Upload Door" you must wait until GAT ACE has processed all commands from Matrix

before the data can be transferred to the offline terminals. All commands are processed when "GAT ACE (0)" is
displayed in the status line of Matrix.
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5.18.3 Loading online doors from SALTO

The changes made to the ProAccess SPACE doors are loaded to the controllers and locks separately from the
GANTNER doors. This is not done via the GAT ACE software but via the Salto ProAccess SPACE Synchronizer
and the ProAccess SPACE software.

Displayed in the status bar is information about the connections of Matrix to the external applications such as GAT
ACE and SALTO ProAccess SPACE (green = connection OK). The number of data packets yet to be loaded is also
displayed there. The number of changes yet to be applied to the SALTO doors is shown next to "Pending Salto

changes".

IoP | loP | 1oP  1oP  1oP | 0P  1oP | loP | 0P Ma&2 Ma2 MAZ MA2 Ma2 MAZ MAZ Ma2 Al =
|

: 4, Disconnected: 13, Commands: 0 GATACE: @ | Offline door changes (32 doors) '! Relaw 20204 @ | Salto ProAccess Spacer @ | Pending Salto changes: 329

Figure 5.140 — Information in the status bar

» Select "ProAccess Space Synchronization" from the “Tools” menu or double-click on the text "Pending Salto
changes" in the status bar.

o  The following window is displayed.

3 Salto ProAccess Space Synchronizer - [m] %
Source Type State Entity Error
o ole ole e e ==
Use Synchronizer
- Person [1] InsertOrUpdate | Pending User
Transport protocol HTTP [
& Person [7] InsertOrUpdate | Pending User
Host V-WEar-win10
Person [3] InsertOrUpdate | Pending User
Fort 8100 Person [4] InsertorUpdate | Pending User
Authentication Custom - Person [5] Delete Pending User
Ship Key Person [6] InsertOrUpdate | Pending User
Sync. interval (sec) 60 > Person [7] InsertOrlpdate | Pending User
Person [8] InsertOrlpdate | Pending User
Save
Person [3] InsertOrUpdate | Pending User
Person [10] InsertOrUpdate | Pending User
Person [11] InsertOrUpdate | Pending User
Transfer al Person [12] InsertOrUpdate | Pending User
Delete ship actions Person [13] InsertOrUpdate | Pending User
Get audit trail Person [14] InsertOrUpdate | Pending User
Import doors and locations Person [15] InsertOrUpdate | Pending User
Person [19] InsertOrUpdate | Pending User
Person [20] Delete Pendng User
You can use this function to prepare the existing persans for use Persan [21] InsertOrlpdate | Pending User
with Salto Space. Person [22] InsertOrUpdate | Pending User
Update data carriers Yes 1] Person [23] InsertOrUpdate | Pending User
Update space key options [] Yes 1] Person [24] InsertOrUpdate | Pending User
T Person [25] InsertOrUpdate | Pending User
Person [1040] | InsertOrUpdate | Pending User
Person [1041] | InsertOrUpdate | Pending User
Pending: 24/ Processing: 0 / Locked: 0 f Errors: 0 [} Refresh

Figure 5.141 — Configuration and communication of SALTO ProAccess SPACE Synchronizer

On the left side, the connection settings for ProAccess SPACE Synchronizer are configured. The list on the right
displays the commands that are to be sent from Matrix to ProAccess SPACE.

The following connection settings are available:

- Use Synchronizer: Enable this option to send the commands to ProAccess SPACE.
Note: When the Synchronizer is enabled, Matrix is checked for unique records
(personnel names, etc.). Unique records are required for ProAccess SPACE
and can cause problems if not used, so the feature cannot be enabled for non-
unique records.
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- Transport protocol: Select the desired transfer protocol here (default = http).

- Host / Port: The computer name or IP address of the computer and the port used for
communication to ProAccess SPACE (default = 8100).

- Authentication: Here you select how Matrix should identify itself to the ProAccess SPACE
software. Default is "Custom”. Depending on the selected setting, enter the data
for the identification below.

- Sync Interval (sec): Defines the time in seconds that ProAccess SPACE Synchronizer waits for

before checking whether changes are available for processing. If there are no
changes, the synchronizer remains inactive during the interval.

» To load the authorization data (persons, plans, etc.) to ProAccess SPACE, click on "Transfer all" and confirm
with "OK".
o The data is written as ship actions to the transfer table on the right and automatically sent to the GAT
ProAccess Space Synchronizer, which then transfers them to the ProAccess SPACE software.
o If a problem occurred during a ship action, the row is highlighted in red.

o By double-clicking on a line, you can display more detailed information about the ship action. This
helps, for example, when searching for errors ("Exception" response).
i |

Source Type State Entity Error
Use Synchronizer 0 e " "B *0e == |
Transport protocol HTTP -
Host I Synchronization Action — O x
Port
Authen| Source table Person Reguest (GAT Matrix > Salto ProAccess Space)

<SaltoDBUser > -
Ship Kg Sourcerecord |1 <ExtUserID>853b%af1b52e419aac6f9e8c3583630d < /ExtUserID>

<Firstiame =L. </Firstiame >
Sync. i Entity User JF

<LastMame >Zwerger < /LastName >
. <0Office>0</Office> |
Action e <AuditOpenings > 1< fAuditOpenings > I
Currentstate | Pending <UseADA >1< UseADA> .
<UseAntipassback >0 < /UseAntipassback >
onf  Resultmessage <LockdownEnabled >0 < /LockdownEnabled >
TvadData <OverrideLockdown >0 < /OverrideLackdown >
(salto. Services.Ship.Model.Params. Saltos <OverridePrivacy >0 < /OverridePrivacy >
erver. SaltoDBUserParams. Relations. Acce <UselockCalendar > 1< /Usel ockCalendar >

ssPermissionUserDoor)
Response (Salto ProAccess Space » GAT Matrix)
<RequestResponse >

<Exception>
<Code>12</Code >
<Message >Invalid Data
(Salto.Services. Ship.Model.Params. SaltoServer. SaltoDBlUserParams. Relations. AccessPermissionUs
erDoor)</Message >
< [Exception>
) "y

o

You cal
with Sa

Figure 5.142 — Information about a ship action for SALTO ProAccess SPACE Synchronizer

» To update the table, click on "Refresh”" below the table. Alternatively, you can enable the option next to the
"Refresh" button so that the table is updated automatically on an ongoing basis.

» With "Delete ship actions", you can delete the actions listed in the table. In this case, no more actions will be

sent to ProAccess SPACE. You must then restart loading to send the configurations from Matrix to ProAccess
SPACE.

» Bookings (audit trails) are usually transferred automatically from ProAccess SPACE to Matrix. If this is not the
case, the transfer can be started via the "Get audit trail" button.

» The "Import doors and locations" button can be used to import the doors and locations from ProAccess SPACE
to Matrix.

o The following window opens.
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._3 Door Groups x

The imported doors must be assigned to a group.
Flease select a group from the list:

oK Cancel

» Select the door group to which the doors are to be imported here. All door groups defined in Matrix are
displayed. Then click "OK".

o  The following window opens.

3 Salto ProAccess Space Import

Door Imnort

Please select a GAT Matrix door group for each door you want to import. Doors without a GAT
Matrix door group assignment will not be imported.

Location Import

The partitions from Salto Space will be imported as locations into GAT Matrix. Existing locations
imported from Space that no longer exist, wil be automatically deleted.

Space Name Space Desaription Space Zone Matrix Group Space Name Space Description
Haupteingang Zutritt Geb&ude Nord  Import Imnnrt mm— v Gebude

R&D Biro XS4 Mini Service Service Tiefgarage EG-1Bereich inkl. Zuginge
Zutritt West Schranke W Import Import AuBenbereich Parkplatze und Fahrradraum
R&D Zutritt Import Import General

Allgemeine Partition

Import Close

Figure 5.143 — Importing doors and locations from SALTO ProAccess SPACE

o The doors to be imported are displayed on the left. On the right, the locations (called "partitions" in
ProAccess SPACE) are displayed. For more information about the import function, see "5.5 Importing
doors and locations from SALTO ProAccess SPACE".

5.18.4 Loading offline doors from SALTO via programming device (PPD)

The authorization data for the offline doors defined in the SALTO ProAccess SPACE software can be transferred
via a handheld programming device. Communication takes place using a SALTO coding station connected to the

computer or network. The programmer is placed on the station and the data is transmitted wirelessly. Proceed as
follows:

» Select "Space PPD Management" from the “Tools” menu.

o The following window is displayed. All SALTO doors are listed here.

3 Space PPD Management O *
PPD Options
Available encoders ~ | Allow emergency opening [ Yes
Initialize Doors [ es
Mame Update Required Load to PPD
e =
R&D Biro ®
R&D Zutritt ®
Retrieve Door Data Load PPD

Figure 5.144 — Transfer of data via PPD programming device
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» Select the SALTO encoding station to be used from the "Available encoders" field. The encoder must be
connected to the computer.

» Select "Initialize Doors" if you also want to initialize the doors in addition to transferring the authorization data.
Initialization is required when commissioning a SALTO door for the first time.

» In the "Load to PPD" column, select the doors that you want to transfer data from. By default, all doors that
require an update are selected.

» Click on "Retrieve Door Data" to import the door data stored on the programming device (e.g., battery charge
states) into Matrix.

5.18.5 Reloading a single door
Matrix provides the possibility to reload a single door.
NOTE! This function is only applicable for doors in GAT ACE 3000.

This function is accessed using the context menu of a door and is useful, for example, when a controller is being
replaced and the access rights must be loaded to the new controller afterwards.

[»  Edit Door
[  Delete Door
Delete Time Plan

[d | Search door

[;'. Reload door

& Collapse all Groups
¥  Expand all Groups
2 show Bookings

Legend

Figure 5.145 — Reload a single door

NOTE! If the "Multi-site policy" is activated (see "5.9 Multi-site policy"), only the persons at this door who are visible
to the currently logged-in user will be reloaded.
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5.18.6 Locker authorizations

For GANTNER'’s range of electronic locker locks, e.g., the GAT NET.Lock 7020, GANTNER provides Relaxx
software for managing the electronic locker system. From Matrix V4.3.0, it is possible to integrate Relaxx with Matrix
thereby allowing you to assign persons the authorization to use a locker or group of lockers directly in Matrix.

The main tasks of configuring the locker system hardware as well as the creation of locker areas and groups is
completed in Relaxx. For detailed information on the installation and operation of Relaxx and the GAT NET.Lock
system, see the documentation of the respective product. The following instructions describe how to use the
“Lockers” function in Matrix.

The following requirements must be met in order to use the “Lockers” function in Matrix:

1. Relaxx Enterprise Edition, min. V 5.1.2, must be installed on the same computer or accessible via the network
interface. For information on configuring the settings for the GAT Relaxx interface, see “4.4.4 Relaxx interface”.
A green dot next to “Relaxx 2020” in the status bar indicates that the connection to Relaxx 2020 is operating. A
red dot indicates that the connection is not operating.

Connections Door notifications Lockers Logins Dashboard Configur...

ommands: 31727 @ | GAT ACE: @ | Relax 2020: @ | Offline door changes (50 doors) "! User: SYSTEM User

Figure 5.146 — Connection to Relaxx shown in the status bar

2. In the user management settings (menu "File" > "User Management"), the "Manage lockers" permission must
be set for every user who is going to use the locker control system.

® Edit User - O X
Role Locker Manager -
Username Roland
Display name Roland
Password = = |¥sEsssEsssss Generate

xxxxxxxxxxxx

Password confirmation

Device ID

Use Auto Logout D Yes

User ID 2
Permissions 1d Name C R U D

Active directory settings
Multi-client policy person group management

Multi-client policy door group management
I Manage lockers

GAT € Access Manag

E
O
Multi-site management O
O
[1

Kl
Ry
K

Doors Management
Person Management

oo

JRIE

oo
O

The colored background for certain permissions indicates that this permission was explicitly set on userevel.
Changes to this permission at roleJevel will have no effect on the rights of the user. To dlear the permission for
this user, use the right mouse button and dlick on a cell.

OK Cancel

Figure 5.147 — The “Manage locker” permissions

@
l See chapter “9 AUTHORIZATION MANAGEMENT” for information on creating roles and users.

3. If the multi-site policy is activated in the Global settings (“Tools” > “Options” > “Global” > “Enable
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Multi-site policy"), the locker groups that the user is allowed to view must be assigned to them in the “Allocated
groups” area (available via “File” > “Multi-site Policy” > “Locker Group” tab):

3 Multi-site Policy =

a
X

Manage rights for | 2:Roland v

Person Group Door Group Corporate Calendar Locker Group

Available groups Allocated groups
Type Description Type Description
¥ | 8fc Aflc ¥ | afc Aflc
AG Female Locker Room $ Add Group AG Male Locker Room
PLG Virtual all PLG Personal Lockers M2
PLG Virtual é Remove Group PLG Personal Lockers F
PLG test

Figure 5.148 — Allocating locker groups for the user

This defines which locker groups the user is allowed to view in the locker matrix. In the example above, 4
groups are set for the user “Roland”. When “Roland” logs in, only those 4 groups are displayed.

4. Inthe “Data Carrier Type” window (“Tools” > “Data Carrier Types” > “Data Carrier Type”), the “Use with lockers*
option must be selected for each data carrier type to allow that data carrier type to be assigned to lockers in the
locker matrix.

3 Data Carrier Type — O >
Card Type 1]
Mame Employee (Type 1)

Description LEGIC prime

CardMET generation |Mone bl
Import Id 32

IUse with lockers Yes
Use with Salto Space [ | Yes

NOTE! The lockers cannot use multiple different data carrier

SVN Info Amount 0 technologies or encodings simultaneously!

Use type for following GAT ACE types
GATACETO00

1

oK

Figure 5.149 — “Use with lockers” option for the data carrier type
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5.18.7 Locker matrix

Lockers

You can view the locker matrix by clicking on "Lockers" i

Gantner

n the toolbar.

3 GAT Matrix

File Tools Plugins Help

i@ * () ) 4 d

Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers

N

. S

L

Gantner

Personal Lockers M2

Virtual all
Virtual

B Male Lacker Room

B Offices

O N
61010 10410 | 2/10

L]
=
o
]
2
o
o]
2

Office Staff
[ o

Brown Z

2

Brown Z

L 44 4 & B Management

Burgess T
GRice

LK 4 S 4 & B remaleLockerRoom

Inglis G

4

Jennings M

S

Reynolds A
Rogers M
Smith D

A R B IR

Sutton J
Williams S

I 456 456

Management
Burgess S
Howard J
Abbot T
@

@ Database size: 0,022 GB

[@ Import doors required | Connected: 0, Disconnected: 47, Commands: 16385

Upload Doors  GAT Matrix Export Download Bookings Import Persons

& @ Y

Personnel Timeplans Device Timeplans Relay Plans

&

Id |Displayname |Group |Data...|Data Carrier Pool Group
v = e = alle

Office s.

o/smithD Office St 1 888232323

0|Bamnesk Office St 1 444

0/Barnesk Office St 1 555

0|GRice Office St 1 112233

0/ Ingis 6 Office St

0|Reynolds A | Office St 1 235432657

0|Reynolds A | Office St 5 33334444

0|sutton ) Office st 1 34

0/8rownz Office St

0|wilamsS | Office St

0/ JenningsM | Office St

0|RogersM | Office St 1 789789

0|BurgessT | Office St 1 2614528722

0|BurgessT | Office St 1 1111111111

0|BurgessT | Office St 1 5432453453

0|Brownz Office 5t

456 | 456 456 Office St 1 ass| canmer sc... i

Manag...

0|Burgesss  |Manage 1 7777

0|Howard]  |Manage 1 2323 I

0| Abbot T Manage
Mainte.

0|Luke Maintena 1 3434 (iU

Extended search [[] Extended search
Lockers  Log entries

@ | GATACE @ | GATRelan: @ | Offline door changes (50 doors) %8| User: SYSTEM User

Figure 5.150 — Locker matrix

The locker matrix is used to assign or remove the authorization of persons to use the lockers. The layout of the

locker matrix is similar to the authorization matrix.

Each locker belongs to a locker group, which is
defined in Relaxx. Click on the arrow to
show/hide the lockers within the group.

The lockers are shown here next to the group.

The numbers under each locker number
indicate the number of data carriers already
assigned to the locker followed by the maximum
number of data carriers that can be assigned. If
you want to change the maximum number, this
is done in Relaxx via the controller settings.

These letters indicate the type of group:
PLG = personal locker group (personal lockers)
AG = authorization group (free lockers)

This number is the amount of data carriers from
the person assigned to use the locker.

=T /
= o
£ 8 =
o (=4 e
o5 2|5 2
Gantner : § 2 :
z 2 | 3
o =3 == 2
o (S5 (S (il e |
g gl 2| 2|8 2| ¢
SIS P2 EE R | o /
AG AG AG AG PLG PLG PLG 10/10 10/10 2/10
Office Staff @ v
I Barnes K BV g 2
Brown Z v v
Brown Z v v
Burgess T v v 3 2
G Rice & N v 1 1
Inglis G v v
Jennings M v v
Reynolds A B |V v T O—
Rogers M v v 1 1
Smith D v \1\]\
The persons are listed in groups in
the left column of the matrix.

A black tick indicates that the authorization
was directly assigned to the group. An orange
tick indicates that the authorization was
inherited from a group.
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The area to the right of the locker matrix displays information depending on whether the “Persons”, “Lockers”, or
« R} H
Log entries” tab is selected.
s Lockers o
16 |Displayname |Group | Data... Data Carrier Pool Group RS Cokar aerbar
¥ = sl alic = e = 7 |abc o |=
OES... O Vit ol | 179
0| smithD Office St. 1 888232323 Virtual all | 18
0|Barnesk Office St 1 444 Virtual 18
0| BarnesK Office St... 1 555 Virtual all 180
0| GRice Office St... 1 112233 Virtual all 181
0| Inglis G Office St... Virtual all 182
0|Reynolds A | Office St 1 235432657 Vetial (5
0| Reynolds A Office St... 5 33334444 Virtwalal 184
0/ Sutton 1 Office St... 1 34 Vetualal s
i
0|Brown Z Office St... Virtualal 5
irtual al
0 | Willams S Office 5t i P
0/ Jennings M Office St... V!rmal 5
0|RogersM Office St... 1 789789 P" o ischarstts >
0| Burgess T Office St... 1 2614528722 e e
0|Burgess T Office 5t 1 1111111111 et 2
0|BurgessT | Office St... 1 5432453453 Nt x
0|BrownZ Office St... Vet 2
456 456 456 Office st... i ass | canmner sc... [l Vel 2
N— Virtual 21
0|BurgessS | Manage... 1 m VihiolA =
0| Howard J Manage... 1 2323 Virtual 2
0| AbbotT Manage... Virtual all 23
Mainte... Virtual 23
0| Lukel Maintena 1 3434 | B Virtual 2 2
Extended search [ Extended search Vehial 2t D
Mictial all 25
Persons Lockers Log entries Persons Lockers Log entries
Figure 5.151 — “Persons” and “Lockers” tabs
To search for a specific person or locker, enter the search term into the respective column of the top row. An
. . . " " . .
extended search function is available at the bottom of the tab "Persons" to fine-tune a search. Alternatively, you can
: P “ » : : . :
sort the list by clicking onto the “ABC” symbol at the top of the respective column and selecting a sorting option from
the menu.
Timestamp Action type Optional data
27.06.2019 09:01:21 e Xec ) 0 -
26.06.2019 16:26:07 035 - SchedulerActionExec... | Maintenance opening executed
26.06.2019 16:26:06 035 - SchedulerActionExec... | Locker excluded from maintenar
26.06.2019 16:26:05 035 - SchedulerActionExec... | Locker excluded from maintenar
26.06.2019 16:26:04 035 - SchedulerActionExec... | Locker exduded from maintenar
26.06.2019 16: 2 035 - SchedulerActionExec... | Locker exduded from maintenar
26.06.2019 16: 035 - SchedulerActionExec... | Locker excluded from maintenar
26.06.2019 16: 035 - SchedulerActionExec... | Locker excluded from maintenar
26.06.2019 16:25:59 035 - SchedulerActionExec... | Locker exduded from maintenar
26.06.2019 16:25:58 035 - SchedulerActionExec... | Locker exduded from maintenar
26.06.2019 16:25:57 035 - SchedulerActionExec... |Locker excluded from maintenar
26.06.2019 16:25:56 035 - SchedulerActionExec... | Locker excluded from maintenar
26.06.2019 16:25:55 035 - SchedulerActionExec... | Locker excluded from maintenar
26.06.2019 16:25:54 035 - SchedulerActionExec... | Locker exduded from maintenar
26.06.2019 16:25:53 035 - SchedulerActionExec... | Locker exduded from maintenar Th I . f . . . | . h h . .
26.06.2019 16:25:52 035 - SchedulerActionExec... | Locker excluded from maintenar € 09 ent”es UnCthn In a similar Way as in t e aUt orlzatlon
26.06.2019 14:27:46 035 - SchedulerActionExec... | Maintenance opening executed matrix CIle OntO the “Get |atest |Og entries" button at the bottom
26.06.2019 09:01:39 035 - SchedulerActionExec... | Delete authorizations scheduler i . . ’
26.06.2019 09:00:39 035 - SchedulerActionExec... | Delete authorizations scheduler Wthh W||| |Oad and dISp|ay the |atest |Og data fl’0m Re|aXX
25.06.2019 17:06:46 046 - StartService
25.06.2019 16:26:02 035 - SchedulerActionExec... | Maintenance opening executed ™
‘ ’
Max. entries 00 3
From date | 27.05.2019 ~ | From time 00:00:00 2
Until date 27.06.2019 ~ | Until time 23:59:59 i
Getlatest log entries
Persons Lockers Log entries
Figure 5.152 — “Log entries” tab
200 HB_Matrix--EN_71 www.gantner.com




Gantner

Matrix
Operation

5.18.8 Assigning locker authorizations

The two types of groups - personal locker groups (PLG) and authorization groups (AG) — as well as the
authorization list must first be defined in Relaxx. The instructions for assigning persons to these locker groups are

explained in the following chapters.

Each time an authorization is assigned/unassigned in Matrix, a new authorization group is automatically created, or
an existing group updated, in Relaxx. Changes made to the settings in one software occur instantly in the locker
system without having to click an additional button; however, the changes may take a few moments to be seen in

Matrix or Relaxx.

@
] Press F5 in Matrix to refresh the data when changes are not immediately displayed.

5.18.9 Locker authorizations for free locker selection

When a person is assigned to an authorization group in the locker system, they may use any unoccupied locker
(“free locker”) in that group. Other persons assigned to the group may also use any unoccupied locker in the group.

@
] Authorization groups are indicated via the acronym “AG” underneath the locker group name.

In the following example, three persons in the “Management” group are assigned to use the lockers in the
“Management” authorization group.

Gantner

g Management

g Offices

& Male Locker Room

2 Female Lacker Room

NFRre CiafF

&

Management
Burgess S
Howard ]

Abbot T

< & [&]

Figure 5.153 — Assignments to authorization groups indicated via a tick symbol in the matrix

» To assign a person to an authorization group, right-click onto the desired person and authorization group
square in the matrix and select “Edit group assignment”.
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3
3
3
3

= o
£ 8 = &
w w
gl ¢ i i
Gantner ; 5 : 2 |3
o () (=] o
_Q o - £ )
sl o (PR T
|| = &L=l = & 8|&
AG AG AG AG PLG PLG PLG PLG PLG
Management ﬁ‘
Burgess S \/l
A Collapse all groups
Howard J v <
& Expand all groups
Abbot T v 2
> 2 2
Maintenance Staff 3 as Edit group assignment
Importaruppe 3
Figure 5.154 — “Edit group assignment” option
o The “Authorization Group” window opens.
3 Authorization Group B

Authorization group Burgess S

System group D ng r ups:
Max, allowed lockers [ Henagemen

valid from 00:00:00 =

valid until 23:59:59 >

Disabled O

Locker areas and locker groups of area Offices

Selected Name Max allowed lockers valid from Valid until Disabled
] 0 00:00:00 23:59:59
oK Cancel
Figure 5.155 — Authorization Group window
» Edit the following settings:
- System group: When this option is selected, the authorization group type “System” from Relaxx

will be used.

Notice: A third group type “Maintenance” also exists in Relaxx; however, this
type cannot be used in Matrix.

- Max. allowed lockers: Enter the maximum number of lockers that the person is allowed to use in the
group at the same time.

- Valid from / Valid until: Define a validity period for the day during which the person is allowed to use the
lockers in the authorization group. The default validity period (as shown in
Figure 5.155) indicates that the person can use the lockers for the whole day.
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- Disabled: This setting can be used to temporarily prevent the person from using lockers in
the authorization group.

- Locker areas and locker groups of area:
This area shows all the locker groups and sub-groups (as configured in Relaxx)
of the selected authorization group. Select the groups and sub-groups to which
the person will be assigned. In Figure 5.155, “Burgess S” is being assigned to
the “Offices” area, which includes authorization to use all the lockers included in
the 4 sub-groups (OG1, OG2, etc.).

» Click on “OK” to save the settings.
o The assignment is indicated via a black tick.

=
Gantner ¢
8| vl 8
24 2 o
=5 2
AG AG AG
: 3
Tt = You can double-click onto the tick symbol to
e I .
IBurgess 2 v @ open the “Authorization Group” window again.
Howard ] v

Figure 5.156 — Indication of direct authorization group assignment

» To remove the assignment, open the “Authorization Group” window again and deselect the groups to which the
person is assigned. Click on “OK” to save the settings.

» The previous instructions can also be used to assign/remove all persons in a person group to/from an
authorization group. Select the desired person group and authorization group square in the matrix and mark or
unmark the groups as required.

o A black tick at the person group and orange ticks at each person in the group is shown in the matrix to
indicate the inherited assignment of the persons to the authorization group. An inherited authorization
can be overridden by explicitly assigning or removing authorization.

Gantner
o v
&l
| 6
AG AG
v v
I Barnes K v |V
Brown Z il
Brown Z V|

Figure 5.157 — Indication of inherited authorization group assignment
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5.18.10

204

Gantner

Locker authorizations for personal lockers and shared lockers

Personal locker groups are used to assign persons to individual lockers that only they may use. Other persons can
also be assigned to use the same locker, e.g., a department locker where all employees of a department share a
single locker. It is possible for two persons who are assigned to the same personal locker to lock and unlock the

locker using their data carriers simultaneously.

l A personal locker group is indicated via the acronym “PLG” under the group name.

NOTE! The validity date set in the “Edit Person” window in Matrix is used for the locker system and overrides any

validity date set in Relaxx.

Assigning a specific locker to a person

» Right-click onto the desired person and locker square in the matrix and select “Add personal locker: xxx”. If
more than 1 data carrier is shown, select the desired data carrier to use for assignment. In the following
example, data carrier number “444” from “Barnes K.” is being assigned to locker 1 in the “Personal Lockers M2”

group.
5| =

@

Gantner

Personal Lockers M2

- o

g Management
B Offices
B Male Locker Room
2 Female Locker Room
E Virtual all

Virtual

I Barnes K

Brown Z

«»l

da

g
ale

PLG PLG 2/10 0/10  0/10 PLG

]
0N

Expand all groups

&

o
0/ Pl

Collapse all groups

Personal Lockers F

~
o

0
]

0410

Brown Z

SIS S
YA
S
SR ES

Burgess T

I [@ Add personal locker: 444 (1 - Employee card - type 1 - G1/40) I

G Rice

[@ Add personal locker: 555 (1 - Employee card - type 1 - G1/40)

Inglis G

Jennings M

Figure 5.158 — Assigning a person to a personal locker

o ltis possible to assign multiple data carriers to use the locker. The number in the matrix square
indicates the number of data carriers from the person that have been assigned to the locker.

B @

Gantner

2 Male Lacker Room
5 Virtual all

Virtual

Personal Lockers M2

‘ 2 Female Locker Raom
-

-

4 ‘ g Management
& & B Offices

{
N\

I Barnes K

o

PLG PLG 2/10 0/10

e

g
©
- 2

1710 PLG

e

2 Personal Lockers F

Figure 5.159 — Indication of how many data carriers the person has assigned to the personal locker
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Automatically assign the first available locker of a locker group to a person

» Right-click on the desired person and locker group square in the matrix and select “Find personal locker: xxx”.
In the following example, data carrier “1” from “Barnes K” is being assigned to the next available locker in the
“Personal Lockers M2” group. If more than 1 data carrier is shown, select the desired data carrier to use for
assignment.

&
3
@
@
@

£ o
= ] = w
Gantner : s i : :
g a o _ = 2]
8 =l o o o
B e Bl [ c c
b ke © wl 3 ) 2 T 2
5| E| = | 5| E|E|EB o & 5 o
= o ENEN SN < [ = PR | o E &
AG AG AG AG PLG PLG PLG 2/10  0/10 0/10 PLG 041 0/  PLG 0/10
Office Sta @
l Barnes K v v I 1
A Collapse all groups
Brown Z ey P Jroup
¥
BrownZ 73 2 7 ¥ Expand all groups
Burgess T v v I [@ Find personal locker: 444 (1 - Employee card - type 1- G1/40) I
G Rice [@ Find personal locker: 555 (1 - Employee card - type 1- G1/40)

Figure 5.160 — Automatically assigning a person to a personal locker

Assigning a specific locker to all persons in a person group

» Right-click on the desired person group and locker group square in the matrix and select "Add personal lockers"
from the menu. In the following example, locker 13 is being assigned to all persons in the “Office Staff’ group. If
a person has multiple data carriers, the locker is assigned to each data carrier.

> b B e 2
=
c c o
(5 [t
PR £
I o S _EE
Gantner ; 3§ : :
[ =] =] o w
£ o m = e =
5 z 2z ® —| = =
= w G G m m g 5 2
el 2l |l =l 2| 2| =2 £
n B = =
=E @ 6@ w = £ 5 & - 5 o &
A AG AR AG PLG PLG PLG PLG 0710 040 040 @ PLG
Office staff
Office Sta i £ Collapse all groups
I Barnes K ¥ Expandall groups
Brown Z
& Add personal lockers
Brown Z
I Burgess T

Figure 5.161 — Automatic assignment of all persons in a person group to an available personal locker

o If there are not enough personal lockers in the locker group to assign all data carriers to the persons,
a message is displayed showing which data carriers could not be assigned.
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When assigning authorizations automatically, note the following requirements:

- For each locker, only the max. number of data carriers, which have been defined for the locker in Relaxx as the
max. value (an assignment is already reserved for group assignment), can be assigned to a locker. The assigned
data carriers and the max. possible numbers are displayed for each locker (in the previous example, locker "13"
currently has 0 data carriers assigned from a possible maximum of 10 -> 0/10).

- Only the data carrier types that have the setting "Use with lockers" enabled can be assigned (see "5.6.4 Defining
data carrier types").

Deactivated person data carriers are also assigned. The display ' indicates that 2 active and 1 inactive data
carriers have been assigned.

Assign the next available locker in a locker group to all persons in a person group

» To automatically assign all persons in a group to the next available lockers in personal locker group, right-click
onto the desired person group and locker group square in the matrix and select “Find personal lockers for all
persons”. In the following example, the persons in the “Office Staff” group are being assigned to the next
available lockers in the “Personal Lockers M2” group.

| 4 @ @
g g w
1= o i e
g & 0 0
Gantner ¢ : i 5 :
5 o u) (=} =1
g 3 o — —~ Sy
8 =1 o ) o
g o s £ = 5 c c
el el B el e e - @
GRS S S DA S 7 2l .
= O = w = = o — o — B o [¥e] o o~
AG AG AG AG PLG PLG PLG &/0 7/0 1410 PLG 041 0/1 | PLG | 0/10
Office Staff &+ v v =
. Collapse all groups
I Barnes K R R4 v
Collapse group
Brown Z v |V v
Expand all groups
Brown Z vi |V v P e
Expand grou
Burgess T v Vv v PAnEGIonp
G Rice A | | P & Find personal lockers for all persons

Figure 5.162 — Automatically assigning all persons of a person group to personal lockers

o If there are not enough personal lockers in the group for assignment, a message is shown displaying
the persons who were not assigned to a locker.

When assigning authorizations automatically, note the following requirements:

- For each locker, only the max. number of data carriers, which have been defined for the locker in Relaxx as the
max. value (an assignment is already reserved for group assignment), can be assigned to a locker. The assigned
data carriers and the max. possible numbers are displayed for each locker (in the previous example, locker "13"
currently has 1 data carrier assigned from a possible maximum of 10 -> 1/10).

- Only the data carrier types that have the setting "Use with lockers" enabled can be assigned (see "5.6.4 Defining
data carrier types").
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- Deactivated person data carriers are also assigned. The display ' indicates that 2 active and 1 inactive data
carriers have been assigned.

- For the assignment of authorizations, only the lockers to which no other data carrier has yet been assigned are
used, even if the max. number of assignments has not yet been reached. For example, a locker with 4/10 (4

current authorizations from possible maximum of 10) will not be used. This prevents unintentionally authorizing
data carriers for a locker that is already in use.

Assign several available lockers to several persons

» By marking an area of several persons and lockers and right-clicking on the area, all data carriers of the
selected persons can be assigned (authorized) to the lockers contained in the area in one step. To do this,
select "Add personal lockers for selection" from the menu.

B B

&

Gantner

Perstnliche Schranke M4

Wirkual
Central

M

—_ —_ [t ]

PLG PLG PLG 0/0 040 | 040

g Schrankyaum Herren
2 Schrankraum Damen
- . .

= Service M achranke

g Managerment
g Biiros

=

= Wirkual all

o

Office Staff

feorece OO

N7

=

m

&  Collapse all groups

Brown Z ¥ Bpandall groups

Burgess T Ia. Add personal lockers for selection

6 fice I;k Remove personal lockers from selection
Inglis G ‘-—

Jennings M

Figure 5.163 — Automatic assignment of certain people to available personal lockers

o If there are not enough personal lockers available in the selection to assign to all of the persons’ data
carriers, a message is displayed to inform which data carriers could not be assigned.
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Deleting data carrier authorizations

» To remove the assignment of a data carrier, right-click onto the desired person and locker square in the matrix
and select “Remove personal locker: xxx”

B ) @
= o
g & ® %
- 2|z 5 8
antner ¢ : & : ;
2 po 8 & S
& T - 5 5
ol ol S| 8| 5| 5| &5 c
g £ » g 3 2 @ g 2
SANGHN= D =R - | o | S G o | 2 8
AG AG AG AG PL6 PLG PLG 370 0/0 040 PLG 04 | 04 | PLG 0/10
@
I Barnes K v v | 1
~n
Brown Z A Collapse all groups
Brown Z |z [ ¥ Expand all groups
Burgess T v Vv v [d. Add personal locker: 555 (1 - Employee card - type 1 - G1/40)
GRice [% Remove personal locker: 444

Figure 5.164 — Removing a personal locker assignment
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5.19Locker control

The control of the GANTNER electronic locker locks, e.g., the GAT NET.Lock 7020, can be done directly in Matrix.
A connection to the Relaxx software is required.
In addition, similar to the way the locker authorizations are assigned, the following conditions must be met.

®  For a more detailed description of the requirements listed below, please read the detailed description in

l chapter "5.18.6 Locker authorizations".

1. GAT Relaxx Enterprise Edition, min. V 5.1.2, must either be installed on the same computer or an installation
on another computer must be accessible via the network.

Connections Door notifications Lockers Logins Dashboard Configur...

ommands: 31727 @ | GATACE @ | Relaxx 20200 @ | Offline door changes (30 doors) "l User: SYSTEM User

Figure 5.165 — Connection to Relaxx shown in the status bar

2. In the user management settings (menu "File" > "User Management"), the "Manage lockers" permission must
be set for every user who is going to use the locker control system.

® Edit User - ax
Role Locker Manager -
Username Roland
Display name Roland
Password = = = |€ErEaEEeE Generate

xxxxxxxxxxxx

Password confirmation

Device ID

Use Auto Logout [ ves

User ID i
Permissions d Name C R U D

Active directory settings
Multi-site management
Multi-client policy person group management

Multi-dient policy door group management
I Manage lockers %] % % %] I

GAT Mobuie Access Mar

oOof)m

Doors Management

oo
Kl

oo
oo

Person Management

Figure 5.166 — The “Manage locker” permissions

See chapter “9 AUTHORIZATION MANAGEMENT” for information on creating roles and users.

© @

The client rules must be set accordingly.
4. The "Door management" license must be activated.

5. Min. Relaxx Enterprise license required.

6. In order to display changes to the locker status in the matrix, the option "Notify third-party software of locker
events" must also be activated in the general software settings (see Figure 5.167).
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In these settings, the option "Use ASCIlI command coding” must also be enabled.

Note: After an update to Relaxx 7.x or later, this option is disabled and must be manually enabled.

Advanced

General options in Relaxx

General Advanced

Show message in Cenfigurator, if connection to a device has been lost.

Show message in Configurator, if a master card has been used on a locker.

Interface

General

| Notify third-party software of locker events

For locker opening and closing requests, let third-party software decide and deactivate the Relaxx authonization system.
Request data carrier validity from third-party for every locker request.
Let third-party software answer requests from online terminals (GAT Info, Access) instead of Relaxx.

JSON

Set password for JSON interface: Set password

+| Use access tokens

v| Use ASCIl command encoding

| Use ASCIl password encoding

Figure 5.167 - General settings in Relaxx

5.19.1 Matrix display for locker control

@
4

Click on this icon to open the locker matrix display.
Locker Control

3 GAT Matrix
File Tools Help
@ 4 ® B § 5 B | %
i 4 ® L & ® ) (] & .
Dashboard Access Rights Time Switches Door Control Bookings B plgcllist ockers Locker Control | Upload Doors Import Persons
e @ alala @ ala
= £ v
3 3
Gantner N
5 &
= - -
L . = e} # A
2 3 3 o 2§ 2 y & =
= = W =
Bl S o Ci P EE - (2282 e
Alarms it
Alarmed
States it
Unknown 186 81 2 WV AR A b dh A A Ak s
Disabled
Free
Inuse
Blocked
In use and expired
Not found
Maintenance 3 1
Reserved 1
Status | Search Item
[@ Database size: 0.018 GB | Connected: 0, Disconnected: 51, Commands: 31727 @ | GAT ACE: @ | Relawx 20200 @ | TBS RemoteSync:

@ | Offline door changes (30 doors)

@ OH

Personnel Timeplans Relay Plans

Legend

3| User SYSTEI

Figure 5.168 — Locker matrix
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Shown in the top row of the locker matrix are all the lockers that have been imported by the Relaxx software. The
various alarms and statuses are listed in the left column. The ticks indicate the current status of each locker. The
following status information is displayed:

- Unknown:

- Disabled:

- Free:

In use:
Blocked:
In use and expired:

- Not found:
Maintenance:

Reserved:

The status of the locker is unknown. The connection to the locker may be interrupted or
the controller that controls the locker cannot be reached.

The locker has been deactivated in Relaxx. It is out of order and cannot be used
currently.

A tick means that the locker is unoccupied and can be locked by an authorized user (see
authorization assignment).

If a locker is locked by a user, a tick is displayed here.

The locker has been blocked in Relaxx, i.e., it cannot be used currently.

The locker has been locked by a user, but the defined usage period has expired, and the
locker has not yet been opened again.

The locker has not been created in Relaxx.

The locker is in maintenance mode and cannot be used currently. For example, this
mode can be automatically activated after an alarm or reservation to check the locker
before further use.

The locker is a personal locker and has been reserved for one person.

The numbers shown in a locker group column indicate how many lockers have the respective status.

@

Gantner
=
m

Alarms i

Alarmed

States '

Unknown 136

Disabled

Free

Inuse

Blodked

In use and expired

Mot found

Maintenance 3

Reserved

» @

irkual
051

81

Figure 5.169 — Total number of statuses in a locker group

The area to the right of the locker matrix contains three tabs that are used to display further information about the
locker currently selected in the matrix. The "Status" tab displays the information, the “Search ltem” tab is used to
search for a locker, and a description of the status messages is provided in the "Legend" tab.

Status Search Item
L

Legend

oteSync: @ | Offline door changes (30 doors) '.l. User: SYSTEI

Figure 5.170 — Information display

www.gantner.com

HB_Matrix—-EN_71 211



Matrix
Operation

5.19.2 Controlling the lockers
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The lockers can be controlled directly in the matrix view by selecting the desired functions as follows.

@ & Q B & &

Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers

@ | | dn 4| dn
=
=
m

Gantner
o
s - ;:

R I | - [l

= g 3 — ) o = o R

W £ £ w2 o o [+ in T

- = = (o} (=] o] (] —_ ] (o} [

Alarms T

Alarmed

States it

Unknown 186 81 2 W W
Disabled

Free

In use

Blocked

In use and expired

Mot found

Maintenance 3 1
Reserved 1

Figure 5.171 — Locker control options

&

Locker Control

@

Freie Schrankwahl M2

v

10

v

Upload Deors Import |

CK«>»

Collapse all groups
Collapse group
Expand all groups
Expand group
Open locker

Close locker

Disable locker

Set maintenance state

» Right-click onto a locker; it does not matter where you click in the column.

o A pop-up menu with the available functions is displayed.

» Select "Open locker" to unlock the locker.

v

Select "Close locker" to lock the locker.

Status

» With "Disable locker", the locker can be deactivated, which means that operation is not possible. The menu
option "Enable locker" is then displayed via which the locker can be put into operation again.

» With "Set maintenance state", the locker can be put into maintenance mode. It can then no longer be used by a

user until it is reactivated via the "Cancel maintenance state" command.

Note: Maintenance mode can also be activated automatically (e.g., after a reservation has expired).
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5.20Search function
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www.gantner.com

& GAT Matrix - o x
File Tools Help
e & O} 8 & % % & ® & O (2 3
Dashboard Access Rights Time Switches Door Control Bookings Blocklist | Upload Doors Download Bookings Import Persons | Personnel Timeplans Device Timeplans Relay Plans Corporate Calendars  Logout
B il L Ok
PNr. | Display name | Group Da...| Datacarrier | Pool Group
| =
A EME el .| 2|3 L i — - —l
Gantner &1 (I | <l |5 3| |E|E| |8
=i = 3 s o~ " 0 w w &
E ‘\S‘ @ i 2 o o o o @ g § - = 5 0/ Smith D Office Staff 1 232323
= £ e i (R = 22 =
=l : E £ 085 ol ol alz kel 3 0|BamesK | Office Staff 1 444
8| S| 5| 2| 5| 8|/8|5/3(3[/3|/5|8|2|£/8| &
e = e < w2 | | e | @ | U)o R 0/|BarnesK Office Staff 1 555
1 1111 3 18.12 188 1-11.3. 2 11-10.1 19.1 192 1983 172 1-7.21 .4 1-11. 5 5624 5626 5627 5628 5
Office Staff EM1 EM1 WoP woP woP g|cRie DRSS | A s
0/Ingls G Office Staff
Smith D EM1 EM1 |[EM2 woP | woP | woP | woP | woP Inglis ice Staf
0|Reynolds A | Office Staff 1 235432657
M1 | EM1 P
Fameaks : 0/Sutton] | OfficeStaff | 1 3
Rogers M M1 EM1 F woP' | woP Em2 0/ BrownZ Office Staff
Burgess T M1 | EM1 F X 0|WiliamsS | Office Staff
Brown Z EM1 Ehi1 EM1 | EM1 EM2 EM2 EM2 EM2 EM2 EM2 EM2 EM2 0/JenningsM | Office Staff
Wiliams S EM1 ERil EM1 EM1 woP | woP’ | woP woP woP L 0/RogersM | Office Staff 1 789789
Jennings M EM1 EM1 EM1 | EM1 woP EMA 0|BurgessT | Office Staff 1| 2614528722
= = 0|BurgessT Office Staff 1 1111111111
GRice woP | wol EM1 oP | wol woP | woP EM2
Manage.
EM EM1 woP | we 1
Inglis G EM1 EM1 EM1 EM1 |[EM2 o woP | woP EM2 0/ BurgessS | Management i S
Reynolds A EM1 EMT| X X XX of | wo woP | woP? EM2 0/Howard] |Management| 1 2323
Sutton J EM1 EM1 EMT |EM1 woP | woP | woP woP | woP Em2 0| Abbot T Management
Management 4+ Maintena...
Burgess S EM2| EM2 EM2) EM2 EM2 EM2 EM2 EM2 EN 2 EM2 EM2 EM2 EM2 [EM2 Of L'l Malienan;:s | | ok 33 I
Howard J EMZ EM2 EM2: EM2 EM2 EM2 [EM2: EM2 E EM2 EM2 EM EM2 T Mo | il B2
) - . i - 3 0|wakerC | Maintenan...
Abbad T FM2. Chd7 (FEAD: E0A2 FM2 FAT (EE2 CMM2 EM2 Fhs M2 EM2 EM2 FR2 BT EKY
! Extended search
[ show Special Rights [ Show Personnel Time Plans Show Offline Confiicts =
Personnel Time Plans Door Time Plar
3 Database size: 0,013 GB | Connected: 11, Disconnected: 35, Commands: 2240 GATACE: @ | Offline door changes (9 doors) 99| User: SYSTEM User

Figure 5.172 - Search function for persons and doors (controller)

To search for a person, door (controller), or a particular group, click on the "Persons" or "Doors" tab on the right side
of the main window or press the keyboard button "F3" or "F4". A list of all defined persons or doors is shown,
depending on the selected tab.
@
Persons and doors are displayed in black color in this list and person or door groups respectively are
displayed in yellow-brown color and bold font.

You can search for persons by entering either the ID number, part of the display name (can be any part of the
name), group name, data carrier type, data carrier number, or pool group at the top of the person list. To search for
a door, enter the address of the relevant controller, a door description, or the door group at the top of the door list.

It is sufficient to enter only part of the search term. The list is filtered and only the results that match the search term
are displayed.

The displayed items can be sorted alphabetically up or downwards by pressing repeatedly on the top of the
corresponding column header.

When a person or door is found, double click with the left mouse button onto the person or door in the list. The
person or door will be highlighted in the authorization matrix. If only one exact match is found for the entered search
term the result will automatically be highlighted in the authorization matrix.
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By clicking on the "Extended search" option, you can search for a person using information in the optional fields.

The following window opens.

¥
3 Extended search > X Emplo...
verger L. | Employ.. 2/1 GAMTMER. ..
Person ID | verger L. | Employ 3| 111222 GANTNER
E Display name verger L. | Employ.. 1| BZ1AB 0| GAMTMER. ..
Group Budum K. | Employ. 21111111
Data carrier type pudum K. |Employ.. 3 11111112
pudum K. |Employ.. 2 7397997
i Do Budum K. | Employ 1 BZ9ABC ]
Badge number rchschls... | Emplay.. 1| 2614528722
Optional fields ickert B. Employ 2| 1234556
M{ | Telefon @ adlener F. | Employ.. 1| 3434545345
tmann F. | Emplo: 1] 2343242342
License plate 1 ‘3 Py
tmann F.  |Employ.. 5| 5555555555
| License plate 2 & | |mannF. |Employ.. 2 55
tmann F. | Employ.. 3 686
! 28 Cancel Enlacher K. | Employ.. 1| 43545454545
I T— TRTECreT Fo | EmDIOY. ES
1oP | 1P MAT | MAT Ma2 Ml 1 Extended search Extended searD
loP | loP MAT | MaT bt b1 hdAT Telefon 1] ]
7 | (af? KR XXX MAT [MAT| | cense plate 1

License plate 2

Show Offline Conflicts

Personnel Time Plans Door Time Plans

Figure 5.173 - Advanced search function for persons

Persons

Doors Legend

Note: When using several license plate fields, make sure that you enter the license plate that you are looking for
into the correct field. For example, if a license plate is entered in the optional field "License plate 2" for a person but
you are searching for it in the "License plate 1" field, it will not be found. The spelling must also be correct ("BZ 999

ED" will not be found if you search for "BZ-999 ED").

5.21Creating access authorization reports

214

Matrix allows the creation of reports resp. the interpretation via the assigned access authorizations. These reports
contain information about which persons have which access authorizations on which doors.

In order to create a report, follow these steps:

» Mark the appropriate cells in the access matrix for which a report should be created. You can either mark the
desired area with the left mouse button or select the desired field with the STRG-key and the left mouse button.

» Within the marked area, right-click and select the "Generate Report" menu item.

loP loP
Delete Time Plan
Deny &ccess

Set special right
- v Show Loading Indicator F6
i /  Show Special Rights F7
v Show Personnel Time Plans F8
| /" Show Offline Conflicts F9

2 MA2 MA2 MA2 MAZ ME W Generait Repart

2 MA2 MA2 MAZ2 MA2 ME

2 MAZ MA2 MA2 MAZ ME
Legend

o The "Reports" window opens as shown in Figure 5.174 - Generate reports window (Blocklist).
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@ If you select the crossing point of the groups (Persons- and Door groups), the report will be completed for all
persons and doors within the groups. You can create a report for all access authorizations by collapsing all
groups, selecting all cells, and then selecting the "Generate Report" menu option.

3 GAT Matrix x
File Tools Help

bre » (~ N v I, =A i

W & ) ” & B 7 v L) & . 9
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control | Upload Doors Download Bookings  Import Persons Logout
Reports

Report

Excel Export [[] show deleted blocklist entries

PDF Export

When was a data carrier used for the last time? Report date begin | 16.11.2020 T

Where does somebody have access to? Reportdate end | 16,12,2020 -

Who has a spedfic time plan?

Who has access in a spedfic period? Report Layout Standardreport (nicht editierbar, nic... -

Who has access? Edit Layouts

0%
Generate Report
3 Database size: 0,039 GB @ |mport locations required | Connected: 4, Disconnected: 43, Commands: 33653 GATACE: @ Relaxc2020: @

Figure 5.174 - Generate reports window (Blocklist)

» Select the type of report from the list to the left then define the applicable settings in the area to the right. Next,
click on the button "Generate Report."

There are different types of reports available, which are described on the following pages.

5.21.1 Blocklist

This report type generates an overview of the blocklist entries (see "5.10 Data carrier blocklist"). Different data can
be included in the report with the following settings available for this purpose.

- Show deleted blocklist entries: If this field is marked, the blocklist entries that have been deleted are
also displayed with a corresponding note. If the field is not selected, the
report only shows the entries currently in the blocklist.

- Report date begin / end: Here you can define the period during which the blocklist entries are
considered.
- Report Layout: Select the type of layout for the report.

After entering the desired settings, click on "Generate Report". A window opens that displays the report and here
you can print the report or save it to a file.
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5.21.2 Excel export

& GAT Matrix

File Tools Help

Gantner

3 (v . £l @ i
et % V) ] & 2] ? ] % & . 9
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Contrel | Upload Doors Downlead Bookings  Impert Persons Logout
Reports
Report
Blocklist
FOF Expart Export Person Details
When was a data carrier used for the last time?
Where does somebody have access to? Export Data carriers
Wha has a specific time plan? Datacarriers in individual cells
Whao has access in a spedfic period? Export optional fields

Who has access?

Export Corporate Calendar  []
Export CardMET Encoding O

Export Badge Number O

Data to export

() Groups only

) Single access rights only

"E" Groups and single access rights

Save to 0
Open After Import
0%
@ |mport locations required | Connected: 4, Disconnected: 43, Commands: 33653 GATACE @ | Relaxx2020: @

@ Database size: 0,039 GB

Figure 5.175 - Generate reports window (Excel)

This report type generates an overview of access authorizations (time plans) of the persons and the terminals in the
matrix form. The result will be stored in a data file in Microsoft Excel-format (.csv) and can be opened up to Microsoft

Excel 2003.

Different data can be defined for the report. The following settings are possible:

- Export access rights:

- Export person details:

- Export data carriers:

- Data carriers in individual cells:

Export optional fields:

Export Corporate Calendar:

Export CardNET encoding:

HB_Matrix—EN_71

If this field is marked, the access rights of the selected person are
specified for the marked doors in the export. The specification is similar
to Matrix with symbols and colors.

If this option is not marked, only persons are listed in the report and not
doors.

With this field, in addition to the display name, the Personal-IDs and
Personal numbers of the persons and further details (title, first / last
name, PIN-code) of the persons will be exported.

If this field is marked, the number of the data carrier (two data carriers
are possible per person) will be exported for each person.

If this field is marked, a separate column is used for each person's data
carrier. Otherwise several data carriers from one person are entered in
the same column.

If this option is marked, the optional fields of persons will be exported
(see "4.11. Optional fields for personnel data").

If this option is marked, the name of the corporate calendar assigned to
each terminal will be exported in the Excel export.

If this option is marked, the type of CardNET encoding is included in the
Excel export.
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- Export Badge Number:

- Data to export:
- Groups Only:

- Single access rights only:

- Groups and single access rights:

- Save to:

- Open after import:

Gantner

If this option is marked, the ID numbers of the data carriers are also
exported in the Excel export.

Only persons and door groups are exported and not the individual
persons and doors.

All marked persons and doors with assigned time plans will be exported,
but without group classifications.

With this setting, all marked persons and doors with time plans and
inclusive the group classification will be exported. This view corresponds
to the display in the Matrix.

You can specify the storage location and the name of the export data file.
By clicking on the field "...", you can select the folder via Windows-
window.

If this field is marked, the exported file will open automatically after the
report is generated.

» After marking all settings, click on the button "Generate Report".

o  All marked information will be exported and written in the .csv data file.

5.21.3 PDF export of persons

In this report type, all previously marked persons with their personal data (title, first / last name, personnel number,
and card numbers) will be exported in a PDF-data file. To each person, all assigned time plans (for the marked
doors) will be listed. If you select the type PDF Export, the following window is displayed.

3 GAT Matrix x
File Tools Help

£ L < - . - & .

ey Ak & ﬂ & 5] @ L] O & . 9
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control | Upload Doors Downlead Bookings Import Persons Legout

Reports

Report
Blocklist
Excel Expart |:| Mew page per person

] Show groups with i doors

When was a data carrier used for the last time?
[ print CardNET Encading

[] Print Badge Number

Where does somebody have access to?
Whao has a specific time plan?

Who has access in a spedific period?
Who has access?

Report Layout |Standardreport (nicht editierbar, nicht lasch -

Edit Layouts

0%

Generate Report

3 Databasesize 0,039 GE | @ Import locations required | Connected: 4, Disconnected: 43, Commands: 33633 GATACE @ | Relaxx2020: @

Figure 5.176 - Generate reports window (PDF)
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The following settings are available:

- New page per person: If this option is marked, a new PDF page is generated for each person.

- Show groups with all doors: If this option is marked, the doors in each group are displayed in the report next
to the groups. Without this option marked, only the groups but no doors are
shown.

- Print CardNET encoding: If this field is marked, the type of CardNET encoding (if used) is included in the
export.

- Print badge number: If this field is marked, the badge number (if used) is included in the export.

- Report layout: Selection of the layout for the report. Matrix includes a standard layout for this
report. If your license includes the Report Designer (see "10. LICENSE
MANAGEMENT"), you can create a new layout via the "Edit Layouts" button.

» Finally, click on "Generate Report".

o The report opens in a new preview window.
File View Background
BN el &l O )owe || Ml L=
o x

AccessRightReportTitle | Access Ric
Datacarrier2Text Data carrit
DoorgroupText Door Grou Gan tner
Time]laIaT\Text Tlme‘PIan Brown 7
Specialright Text Special Au
PersonalldText Personallc m Brown
PersonalNumberText  Personnel i
LastnameText Last name
TitleText Titel
Datacarrier1 Text Data carrit ] Personnel number 0
ReportGuid £4532beS s 475467
DateText Date: Williams
LoggedInUser User: SYS' i

<New iteme

|
Stbik 318:0ffi ce WINET STINRS 1:Always without FiN (]
3 319:0ffice WiNET STINR4 1:Always without FIN (]
Page 1of1 100% - e— +:
Figure 5.177 - Preview of a PDF report
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Using the icons in the title bar, some layout settings can be adjusted, e.g., page margins inserted or the background
color and also the watermarks changed.

Shown in the standard report for each person are their personal information and respective time plans. The display
is structured as follows:

- Orange (Door Groups): Only time plans that are assigned for the person to a door group (directly at the person or
inherited from the person group) are shown. In the first column is the door group with
appropriate offline-group number and in the second column is the number and the
designation of the time plan. If the person has a special authorization for a door group,
this is shown in the last column.

If the person is assigned to a single door, i.e., within the door group, another time plan as
the door group is assigned. This time plan overwrites the group time plan for the single
door and is marked with a gray line. In the shown example, the person is assigned to
another time plan within the door group "2: Production" at the door "35: Production Main
Door" as the group.

- Green (Single doors):  The doors will be listed where the person is directly assigned to a time plan, also not via
a group of doors. In the first column, the door will be shown with the terminal address
and door designation. In the second column is the number and the designation of the
time plan and in the last column is marked whether the person has assigned a special
authorization at the door.

In the "File" menu, you can export the report in several formats (e.g., as a PDF, HTML, or CSV) via the "Export
Document" menu item.

| View Background

[ Page Setup.. LB | W] |]
5?7 Print §

& Print F
B coocvocumere 1)
~1 Sendwvia E-Mail... » HTML File

& Exit MHT File
TimeplanText Time Plat RTF File
Specialright Text Special £ Excel File
Doortext Door XLSX File
FirstnameText First nan CSVFile
PersonalldText Personal TeFile
PersonalNumberText  Personnd. KngeFile
LastnameText Last name I

Figure 5.178 - Export report
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5.21.4 When was a data carrier used for the last time?

With this report it is possible to find out when the data carriers were used the last time. If a group was selected in
the authorization matrix all entries (persons and groups) in this group will be shown.

@
l This report does not consider access movements for SALTO doors.

The following window opens after this type of report is selected.

J GAT Matrix - o
File Tools Help
: I ’ ) o - (
@ & ) B & 3 ? ¥ % & . 48
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control | Upload Doors Download Bookings  Import Persons Logout
Reports
Report Report Settings
Blocklist
Excel Bxport This report checks the bookings to detect which data carrier is used the last time,
PDF Export * If you do not get the latest bookings or remove bookings from the database this report may not be complete.
‘When was a data carrier used for the last time: )
Where does somebody have access to? [ tndude blockisted data carriers
Who has a specific time plan? Report Layout | Standardreport (nicht editierbar, nicht laschbar) v
Who has access in a spedfic period? Edit Lavouts

Who has access?

0%

Generate Report

@ Databasesize: 0,039 GB |~ @F Import locations required | Connected: 4, Disconnected: 43, Commands: 33653 GATACE: @ | Relawc2020: @&

Figure 5.179 - Generate reports window (When was a data carrier used for the last time?)

NOTE! Only current bookings are searched for this report. The report may be incomplete if all bookings are not
loaded from the controllers.

Here you have the following possibilities:

- Include blocklisted data carriers: If this option is marked, the data carriers that are in the blocklist (see "5.10 Data
carrier blocklist") are also displayed. Otherwise, these data carriers will not be
listed in the report.

- Report Layout: Selection of the layout for the report. Matrix includes a standard layout for this

report. If you have licensed the Report Designer (see "10 LICENSE
MANAGEMENT"), you can create a new layout via the “Edit Layouts” button.

» Click on "Generate Report".

o The report opens in a new preview window.
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Figure 5.180 - Preview of report "When was a data carrier used for the last time?”

All data carriers assigned to the selected persons and the data carrier type are listed here. Displayed in the right
column is information on whether the data carrier has been used and, if so, the last time of use.

In the "File" menu, you can export the report in several formats (e.g., as a PDF, HTML, or CSV) via the "Export
Document" menu item.
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View Background
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Doortext [Door ‘ HLSX File
FirstnameText First nanﬁ CSVFile
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Figure 5.181 - Export report
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5.21.5 Who has a specific time plan?
This report type allows you to evaluate the time plans assigned to the marked persons a certain time plan is
assigned. If a group was selected in the authorization matrix all entries (persons and groups) in this group will be

shown.

The following window opens after this type of report is selected.

3 GAT Matrix - o x

File Toocls Help

@ % Q@ B & B @ ¥ & & . A4
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control | Upload Doers Download Bookings  Import Persens Logout
Reports
Report Report Settings

Blocklist

Excel Export Time plan Immer ohne PIN -

PDF Export

Show optional fields
When was a data carrier used for the last time?

Where does somebody have access to?

Who has a specific time plan?

Whao haz access in a spedific period?

Report Layout | Standardrepert (nicht editierbar, nicht lasch... -
Edit Layouts

Who has access?

0%

Generate Report

3 Database size: 0,039 GB | @ Import locations required | Connected: 4, Disconnected: 43, Cornmands: 33633 GATACE @ | Relaxx 2020: @

Figure 5.182 - Generate reports window (Who has a specific time plan?)

Here the following settings can be made:

- Time plan: Here you can select the time plan you want to search for.

- Show optional fields: If this option is marked the optional fields, which can be defined for persons, will
also be exported (see "4.10 Settings for person display").

- Report Layout: Selection of the layout for the report. Matrix includes a standard layout for this

report. If you have licensed the Report Designer (see "10 LICENSE
MANAGEMENT"), you can create a new layout via the button "Edit Layouts".

» Click on "Generate Report".

o The report opens in a new preview window.
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Figure 5.183 - Preview of report "Who has a specific time plan?"

Each door is shown in a separate block with general door information displayed first (blue boxes). This includes the
door group to which the door belongs, the address of the door’s controller, etc. The start and end dates of the
entered period are also displayed.

Listed below in green are all persons who had access authorization for the corresponding door during the selected
period. For each person, the personnel and data carrier number are shown and additionally, the optional fields if

these have been defined (see “4.11 Optional fields for personnel data”).

In the "File" menu, you can export the report in several formats (e.g., as a PDF, HTML, or CSV) via the "Export
Document" menu item.

View Background

[ Page Setup... F@ B e ||
&7 Print ’

| & Print l J
B cooisoamar s |  porvie ]

x

= Sendwia E-Mail.. » HTML File !
@ Exit MHT File ‘
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Figure 5.184 - Export report
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5.21.6 Who has access in a specific period?

This report type allows you to evaluate which persons had access during a specific period (i.e., persons who have a
time plan assigned). For each authorized person, the assigned time plan(s) and authorization information are

shown. It also applies: if a group was selected in an access matrix, all entries (persons and doors) of this group will
be used.

The following window opens after this type of report is selected.

3 GAT Matrix
File Tools Help

@ % o B 8 & % L & . 8

Dashbeard Access Rights Time Switches Door Control Bookings Blecklist Lockers Locker Control | Upload Doors Download Bookings  Import Persens

Logout
Reports

Report Report Settings

Blocklist

Excel Export |:| Mew Page per Door

POF Export Report date begin | 16.12.2020 -

When was a data carrier used for the last time?

Where does somebody have access to? Reportdateend |16.01.2021 T

Who has a spedific time plan? Report time begin | 03:00:00 -

Who has access in a spedfic period? -

Report time end | 17:00:00
Who has access?

Report Layout Standardreport (nicht editierbar, nichtlg... =

Edit Layouts

0%

Generate Report

@ Databasesize: 0,038 GE | @ Import locations required | Connected: 4, Disconnected: 43, Commands: 33653 GATACE: @ | Relaxc2020: @

Figure 5.185 - Generate report window (Who has access in a specific period?)

The following settings are possible:

- New Page per door: If this option is marked, a new PDF-data file is created for each door.

- Report date/time: Enter the start and end date and time for the time period in which you want to
display the access resp. time plans.

- Report Layout: Selection of the layout for the report. Matrix includes a standard layout for this

report. If you have licensed the Report Designer (see "10 LICENSE
MANAGEMENT"), you can create a new layout via the button "Edit Layouts".

» Now click on "Generate Report".

o The report opens in a new preview window.

224 HB_Matrix--EN_71 www.gantner.com



Gantner

Operation

(B Preview - o X
File View Background
Bi0an mRp(86d0B [0 a|qlwe ~[&[4 > B R -=-]0Q

3 x

The title text for ther... |AccessR
The text for the door ... |Door Gro

The text for the timepl... | Time Plar Gantner
The text for the spedi... |Spedal A Off 25 i
ice 2.
The header text for th... Date bec
The text for the spedi... |Spedial r¢ Main Entrance GAT Manager Id 1
The text for the colum... Identificz Terminal Address 31 Offline Group ID 3
The text for the termi... |Terminal i -
Date begin 107 12000
The text for the gatm... | GAT Man
The text for the offii... |Offiine G
m Schruns Corporate Calendar Corporate calendarl

The text for the perso... |Person !

The column header for... | Data can

5

The text for the perso... | Personne 'g E g é é 3 = %

IdentificationText Identifica 2 E E % g: 2 % E-,'E Time Plan
DateText Date: & E ﬁ é 2 § E

IsGroupRightText Multi-site = ]

1:Always without FIN

ReportdateendText Date enc

Submit

Page1of1 100% — s—

Figure 5.186 - Preview report — “Who has access in a specific period”

Each door will be shown in a separate block with certain information. First, general information about the door will be
shown (blue fields). This contains the door group, to which the door belongs, the address of the controllers at the
door, etc. The start and end times of the set time period are also shown here.

Below, the list of persons follows in green. These persons have access authorization within the selected time period
at the door. The access authorization must not be valid during the whole time period, which means that all persons
will be shown which have assigned access authorization at least once during the time period. For each person,
beside the personal number and data carrier number, detailed information about the access authorization will be
shown. The field "Identification “means, that the person must identify yourself with the personal data carrier at the
terminal. The field "ldentification/Verification" means, that in addition to identification, verification is needed via
fingerprint. The type of identification / verification is indicated here by the following abbreviations (B = biometric, C =
data carrier, PN = personnel number, P = PIN code). The special authorization (s) is (are) displayed in text form.

In the "File" menu, you can export the report in several formats (e.g., as a PDF, HTML, or CSV) via the "Export
Document" menu item.
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Figure 5.187 - Report export
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5.21.7 Who has access?

This report type allows you to evaluate which persons had access to selected doors at a specific time. For each
authorized person, the assigned time plan(s) and authorization information are shown. It also applies: if a group was
selected in an access matrix, all entries (persons and doors) of this group will be used.

The following window opens after this type of report is selected.

& GAT Matrix - o x

File Tools Help

e s ) 7] & & B LY " &g . 9

Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control | Upload Doors Downlead Bookings  Import Persons Legout

Reports

Report
Blocklist
Excel Export |:| MNew page per person
PDF Export
When was a data carrier used for the last time?
‘Where does somebody have access to?

Who has a spedfic time plan?

Report Settings

Report Date 15,12,2020 12:43 A

Report Layout | Standardreport (nicht editierbar, nicht lésch... ~

Who has access in a spedfic period? EUIETLE
Who has access?
0 %
Generate Report
3 Database size: 0,030 GB q‘ Import locations required | Connected: 4, Disconnected: 43, Commands: 33653 GATACE @ | Relaoc 20200 @

Figure 5.188 - Generate reports window (Who has access?)
The following settings are possible:
- New page per person: If this option is marked, for each person a new PDF-data file will begin.
- Report date: Enter the date on which you want to display the access resp. time plans.
- Report layout: Selection of the layout for the report. Matrix includes a standard layout for this

report. If you have licensed the Report Designer (see "10. LICENSE
MANAGEMENT"), you can create a new layout via the button "Edit Layouts".

» Click on "Generate Report".

o The report opens in a new preview window.
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Figure 5.189 - Preview of report “Who has access?”

Each door is shown in a separate block with certain information. General information about the person is displayed first
(blue fields). This contains the door group, to which the door belongs, the address of terminals at the door, etc. In addition,
an assigned door group and the status of the General Open Function will be shown. If the selected time is a special day
(see “6 CORPORATE CALENDAR AND LOCATIONS”), then the type of special day is also shown.

Below, the list of persons follows in green. These persons have an access authorization to the selected time at the
door. For each person, beside the personal number and card number, detailed information about the access
authorization will be shown. The field "Identification “means, that the person must identify yourself with the personal
data carrier at the terminal. The field "ldentification/Verification" means, that in addition to identification, verification
is needed via fingerprint. The type of identification / verification is indicated here by the following abbreviations (B =
biometric, C = data carrier, PN = personnel number, P = PIN code). The special authorization (s) is (are) displayed
in text form.

In the "File" menu, you can export the report in several formats (e.g., as a PDF, HTML, or CSV) via the "Export
Document" menu item.
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Figure 5.190 - Report export
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5.21.8 Where does somebody have access to?

The report type allows you to evaluate which door a person had access to at a specific time. It also applies: if one
group was selected in an access matrix, all entries of this group (persons or doors) will be used.

The following window opens after this type of report is selected.

3 GAT Matrix x
File Tools Help
e e ® B & d @ ] & & . 4
Dashboard Access Rights Time Switches Door Control Boekings Blocklist Lockers Locker Control | Upload Doors  Download Beokings  Import Persons Legout
Reports
Report
Blocklist
Excel Export |:| Mew page per person
PDF Expart [] Print CardMNET encoding
When was a data carrier used for the last tme?
Pt eadee tumoe
Who has a spedific ime plan? ReportDate | 16.12,2020 12:43 -
Who has access in 3 spedific period?
\Who has access? Report Layout | Standardreport (nicht editierbar, nicht lésch... =
Edit Layouts
0%
Generate Report
3 Database size: 0,029 GB @ Import locations required | Connected: 4, Disconnected: 43, Commands: 33653 GATACE @ | Relawc2020: @
Figure 5.191 - Generate report window (Where does somebody have access to?)
The following settings are available:
- New page per person: If this option is marked, a new PDF page is generated for each person.
- Print CardNET encoding: If this option is marked, the CardNET encoding used for the exported data
carriers is included in the export.
- Print Badge Number: If this option is marked, the badge numbers of the data carriers is also exported.
- Report Date: Enter the date on which you want to display the access resp. time plans.
- Report Layout: Selection of the layout for the report. Matrix includes a standard layout for this

report. If you have licensed the Report Designer (see "10. LICENSE
MANAGEMENT"), you can create a new layout via the button "Edit Layouts".

» Click on "Generate Report".

o The report opens in a new preview window.
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Figure 5.192 — Preview of report "Where does somebody have access to?"

Each door is presented in a separate block with specific information. First, general information about the person is
displayed (blue boxes). If the selected time for the access information is a special day (see "6. CORPORATE
CALENDAR AND LOCATIONS"), the type of special day is also displayed here.

Listed underneath in green are the doors to which the person is assigned an access authorization at the selected
time. For each door, in addition to Generally Open State, detailed information about the access authorization is
displayed. The "Identification” field indicates whether the person must identify themselves at the controller with their
personal data carrier in order to gain access. The "ldentification / Verification" field indicates whether the person
must provide verification via a fingerprint / PIN code in addition to the identification. The type of identification /
verification is abbreviated by letters (B = biometrics, C = data carrier, PN = personnel number, P = PIN code). The
special authorization(s) are described in text form.

In the "File" menu, you can export the report in several formats (e.g., as a PDF, HTML, or CSV) via the "Export
Document" menu item.
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Figure 5.193 - Report export
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5.22GAT ACE status
The status bar provides basic information about the communication with GAT ACE and the controllers. The
information is constantly updated.

Connected: 16, Disconnected: 67, Commands:0 © GATACE @

The following icons are used:

H ... GAT ACE is running, and communication is operating. The number next to “Commands” indicates the
number of commands still to be processed by GAT ACE 3000.

u ... GAT ACE has started and communication between GAT ACE and Matrix is established. However,
communication between GAT ACE and one or several controllers is interrupted. The numbers next to
"Connected" and "Disconnected" indicated how many controllers are connected and disconnected.

H ... GAT ACE is not running or communication with GAT ACE has been interrupted. Verify that GAT ACE is
running.

ﬂ ... The status of GAT ACE cannot be determined. This status should only appear immediately after startup of
the application.

To see a detailed status about GAT ACE, click on the “GAT ACE” text in the status bar.
This opens the Dashboard that shows in the top right under “Connections” information
regarding all the configured GAT ACE installations.

GATACE ®

% & @ & [l i 3

wnload Bookings Import Persons | Personnel Time Plans Door Time Plans Relay Plans Corporate Calendar Logout
iz wn
E2] 35 |3
el c o = w
| o 582 £ | & 2%
2 o F=RR S 2 Sun S
5 £ EB=w| & 25 2E
: 5 2 2558 § | &8 | &8
active alarms . ‘ | |
@ 5| GAT ACE 3000 Client | [ | [ 0 1 0
e 1| GAT ACE 7000 Client | [] | [ 0 2 0

Figure 5.194 — Detailed status information about the connected GAT ACE installations

A separate line with different information (e.g., number of doors, unsent commands, etc.) is displayed for each GAT
ACE installation.
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5.23Configuring the SALTO JustIN app for access control

The JustIN app can be installed on mobile devices such as smartphones to perform identification at access doors
controlled by SALTO locks. The device in this case assumes the role of a data carrier. The authorizations can be set
to "live" and also withdrawn again, e.g., if the smartphone is lost. The identification at the door lock is completed via

NFC or Bluetooth.

The authorization data is transferred to the JustIN app via the SALTO ProAccess SPACE software. A person who is
defined in Matrix can also be linked to the JustIN App and thus access authorizations using plans in Matrix can be

defined for the SALTO locks.

To use the JustIN app with Matrix, complete the following steps:

1. Install the JustIN app onto the smartphone. The app is available for Android and iOS systems.

Android

2. Open the personnel window in

Link to Google Play:

iOS

Link to App Store:

Matrix by double-clicking on the person in Matrix.

[ | [ |
& 2 @ I [ [@&
I = E
E‘ w < —
5 £ £ T
Gantner ¢ : e
5 2 | £ | £
2 Sy 2| 2| 2| 8| 5 Mo
=] bl o [} = c c = =
2 o el £ £ | £ | £ o E
I < &=l 5| 5 g| 8| 2 8|8
EmEE oS | =S| 2| &5 | = [
1-1.2 1-13 3 4 153 151 /152 185 188 §
- o
Office Staff I loP Ma2 |
Management ﬁ‘
M&2 MAZ2 MAZ |
Howard J o Ma2 |
Abbott T LLOMAZ
Maintenance Staff @ CLE
-
3 Edit Person - [Howard 1] x
Master data Fingerprint Picture Optional fields Permissions report Salto ProAccess Space
Person active Person status - Mormal permission
Personnel number 1111
Import reference
Title
First name 3.
Display name Howard J.
Last name Howard
International Phone Number | +4366611111111 3 Salto mobile app 4 JustIN_Mobile -
PIM Code [] Use PIN code instead of FIU {only GAT ACE 3000)

3. Enter the phone number of the smartphone into the "International Phone Number" field.
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4. Select the "JustIN_Mobile" option from the "Salto mobile app" menu.

5. Assign the personal data carrier to the person. To do so, place the data carrier onto the Salto reader that is
connected to the PC. Now open the "Salto ProAccess Space" tab and click on the "Assign key" button. The
state of the key field changes from "No key" to "Assignment pending".

NOTE: This step can also be completed via "ASSIGN KEY" in the Salto ProAccess SPACE software.

0 Edit Person - [L. Zwerger] =

Master data Fingerprint PFicture Optional fields Permissions report

Key Options

Use extended opening time | Yes Use office function [es
Override privacy [ es Use antipassback [es
Override lockdown [ ves Enable auditor in the key [ ves
Set lockdown [ Yes

Key Revalidation Options

Revalidation of key expiration ‘Yes Update period 7

6. Unit of update (®) Days () Hours

Space Key

Salto key valid until

Salto key state 5.

Assign key Key lost

6. Also on the "Salto ProAccess Space" tab, select the "Yes" option in the "Key Revalidation" area. In the “Update
period” field, enter the value "7" (days).
NOTE: The ProAccess SPACE supports a max. validity of 7 days and therefore no more than 7 days can be
selected for the JustIN app. Please note: If a larger value is entered here, it will be automatically changed to 7
days by Matrix.

7. Save the personnel data with "OK".

8. Open the window for communication with Salto ProAccess SPACE by selecting the "ProAccess Space
Synchronization" option from the "Tools" menu.

3 Salto ProAccess Space Synchronizer - m] PY
Synchronizer Settings Source Type State Entity Error
wflc ofle afle o afle = = |-
Use Synchronizer
Person 9] | reriOnLpdote Dot 5| | & |
Transport protocol HTTR -
Person [10] InsertOrlpdate | Pending User
Host v-wegr-win10
Pereon [11] InsertOrUpdate | Pending User
Port. 8100 -
or s Person [12] InsertOrlpdate | Pending User
Authentication Custam T Person [13] InsertOrlpdate | Pending User
Ship Key GAT Person [14] InsertOrUpdate | Pending User
Sync. interval (sec) 60 o Person [15] InsertOrlpdate | Pending User
Person [19] InsertOrlpdate | Pending User
Save
Person [20] Delete Pending User
Actions Person [21] InsertOrlpdate | Pending User
Pereon [23] InsertOrUpdate | Pending User
Transfer al Person [23] InsertOrlpdate | Pending User
Delete ship actions Person [24] InsertOrUpdate | Pending User
Get audit trail Person [25] InsertOrUpdate | Pending User
Import doors and locations Person [1040] | InsertOrUpdate | Pending User
Person [1041] | InsertOrUpdate | Pending User
Update Persons AccessRight [ .. | InsertOrUpdate | Pending User
AccessRight [ .. | InsertOrUpdate | Pending User .
Pending: 398 / Processing: 0 [ Locked: 0 [ Errors: 1 | Refresh
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9. The changes to the personnel data are automatically transferred. If this does not work you can upload all data

from Matrix into the transfer list by clicking on "Transfer all" and start the transfer by clicking on "Refresh".

10. In the ProAccess SPACE software, the keys "BLE" and "HCE" must be enabled. To do this, click on the

"System" menu and select "SAM & Issuing options". Now select the two settings in the left list so that they are
displayed in the "ACTIVE KEYS" area instead of the "INACTIVE KEYS" area.

of SAM & Issuing options

ACTIVE KEYS

Mifare Classic

Mifare Plus
DESFire
Legic Prime
Legic Advant
HID iCLASS
HID SEOS
Ultralight G
ICode

Tag it

Flex space

B SALTO Space

Access points v

Cardholders v

N

L I R N ¥

BLE

HCE

INACTIVE KEYS

Keys v Monitoring v  Hotel ~

Mifare Classic
SAM Data

Issuing Data

Mifare Classic 1K Mifare Classic 4K

Key A

KeyB

Select sectors

System ~

System auditor

Visits history
Operators ~
Operator groups
Partitions

PPD

Deskiop reader
SALTO Network
Calendars

Time zones

General nntions

SAM & Issuing options
Third party readers

Attendance configuration
PMS Authorizations

System resources

[ Enable MAD reserved sectors

[ Get other sectors if unable to get selected

oy T

11. After all data is transferred, start the JustIN app on the smartphone.

453 M 2

JustiN Mobile
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12. For the initial start of JustIN you are asked to enter the PIN code for assignment to the person in Matrix. This

code is sent via SMS to the phone number that was entered in the personnel data in Matrix. Enter the 6-digit
code in JustIN now.

13. If a data carrier is assigned to the person (see step 5), this data carrier is automatically inserted in JustIN.

1453 ™M ¥ LRS00 (137

JustIN Mobile

Gantner Testsystem

6714 Nuziders

Nov 9

The smartphone now acts as the data carrier that was previously assigned to the person in Matrix.

14. To open a door, click on the respective entry in the JustIN app. The screen for door control is shown.

e
Gantner
Testsystem

AR

8 Nov, 23:59

&

A

SALTO

With the symbols % @ Q you can display information about the authorization.
Shown at the top below "valid until" is the date until which the authorization is valid.

15. You can unlock the door by pressing the green key symbol Q The terminal/lock, which controls the door,

must be in range of the smartphone and the data carrier included in the authorization must have permission to
unlock the door.

234 HB_Matrix--EN_71 www.gantner.com



Gantner

Corporate Calendar and Locations

6. CORPORATE CALENDAR AND LOCATIONS

The corporate calendar is used to define the special days, e.g., public holidays or company holidays, of the current
year and the years ahead. On these special days, a special day plan for the holiday rather than the default day plan
is used to define the applicable authorization for the persons and terminals.

In GAT ACE 7000, GAT ACE 3000, and SALTO ProAccess SPACE, doors can be assigned to locations (see "6.2
Locations") and these locations can be organized hierarchically. In ProAccess SPACE, the locations are referred to
as "partitions".

A corporate calendar can be defined for each location. For locations that are subordinate in the hierarchy, the
assigned corporate calendar is automatically inherited by the subordinate locations. Inherited calendars can be
overridden by directly assigning another calendar.

This function allows you to, for example, manage country-specific holidays or to implement usage-based functions,
e.g., for municipal offices and schools.

The corporate calendar and the locations list can be opened via the "Corporate Calendar" toolbar button.

 GAT Matrix - (] x
File Tools Plugins Help

e (™ [ ] ) 4 L ) (v I

@ & ) B & B B $ ¥ @ & (2
Dashboard Access Rights Time Switches Door Control Bookings Blocklist Lockers Locker Control GAT Matrix Export | Upload Doors | Personnel Timeplans Device Timeplans Corporate Calendars

o Add Calendar [? Edit Calendar € Delete Calendar & Configure import Default Calendar | | Kalender AUT -

Locations Corporate Calendars
Mame 4 | Corporate Calendar Description
5] CAT A 3000 Cen~ GAITIER Electramie | Kelender AUT | e
(@) GANTNER Austria Kalender AUT 4 | Kalender DEU
()| Headguarters Schruns Kalender AT 4 | Service Kalender
Level 1 Kalender ALT
Level 2 Kalender ALT
Level 3 Kalender ALT
SiZe Bregenz Kalender AUT
(&) GANTNER Germany Kalender AT
Bochum Kalender ALT
()| GAT ACE 7000 Client - GANTNER Kalender AUT
@ AauT Kalender ALT
Bregenz Kalender AUT
(&) schruns Kalender ALT
Service Service Kalender
&) GER Kalender DEU
Bochum Kalender DEU
Munchen Kalender ALT

Salto Space - Building

Salto Space - Garage

Salto Space - General Kalender AUT
Salto Space - Main building

3 Database size: 0.044 GB {] Import doors required w Import locations required | Connected: 4, Disconnected: 13, Commands: 0 @ | GATACE @ | Offline door changes (52 doors) '! Relawx 2020

Figure 6.1 - Corporate calendar list

All locations (see "6.2 Locations") are displayed on the left and the defined corporate calendars displayed on the
right. In the “Default Calendar” field, you can select the calendar that will automatically be used for locations when
no calendar is assigned.

» To assign a corporate calendar to a location, select the location and then click on the arrow icon next to the
calendar in the corporate calendars list.

NOTE! This function can be activated for each user individually in the user rights configuration. Only users, for
whom this function is active, can assign calendars to locations.
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6.1 Defining a corporate calendar

236

» To add a new calendar, click on the "Add Calendar" button.

Gantner

» To edit an existing calendar, select the calendar and click on the "Edit Calendar" button.

o The “Edit Corporate Calendar” window opens.
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Figure 6.2 — Defining a corporate calendar
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Add Day 38  DeleteDay
Import Days $  Export Selected
Date 4 | Description Day Type Sp...
020y hememsoey e |
06.01.2017 | Epiphany Recurring (]
17.04.2017 | Easter Monday Easter =
01.05.2017 | Austrian National Holiday Recurring =
25.05.2017 | Ascension Day Easter =
05.06.2017 | Whit Monday Easter =
15.06.2017 | Corpus Christi Easter =
15.08.2017 | Assumption Day Recurring =
26.10.2017 | Austrian National Day Recurring =
01.11.2017 | Al Saints? Day Recurring [—]
08.12.2017 | Immaculate Conception Recurring =
24.12.2017 | Christmas Eve Recurring [ ]
25.12.2017 | Christmas Recurring =
26.12.2017 | St. Stephen's Day Recurring (]
31122017 | New Year'sEve Recurring
Spedal Day Descriptions

Day Type | Description Color

1 L

2 Spedial Day Type 2 [ DarkOrange

3 Spedial Day Type 3 [ Aqua

4 Spedial Day Type 4 [ YellowGreen

5 Spedial Day Type § [ RosyBrown

6 Spedial Day Type 6 I RoyalBlue

7 Special Day Type 7 I DarkOliveGreen

8 Special Day Type 8 I Fuchsia

9 Special Day Type 9 [ silver

10 Spedal Day Type 10 I Slack

oK Cancel

The name of the selected calendar is shown in the "Description" field at the top. If a new calendar is being created,
you must define a name for the calendar here.

On the left side, the days of the current year are shown in calendar format. Use the buttons above to change the displayed
year. The current day is marked with a gray rectangle. The colored fields show the special days that are already
assigned.

Each special day must be assigned to a type of a special day. The special day types are displayed at the bottom
right in the "Special Day Descriptions" field. The special day types marked in white can be used by all software
packages (ACE and SPACE). For the special day types marked in orange, the following must be considered:

- GAT ACE 3000: 5 special day types (1 — 5)

- GAT ACE 7000: 10 special day types (1 — 10)

- ProAccess SPACE: 3 special day types (1 — 3)

When only GAT ACE 7000 is being used and not GAT ACE 3000 and/or ProAccess SPACE, these orange
markings are not displayed. For each special day type you can change the name and set a color that will be used to

display these types of special days in the calendar.
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When you click onto a colored field (i.e., special day) in the calendar this day will be marked on the right side of the
window in the special day list. In this list it is possible to change the type of special day.

To add a new special day to the special day list, press the “Add Day” button above the list. If you first select the
desired day in the calendar view, this day will be used as the date for the new special day. To delete a special day,
mark the day and press the “Delete Day” button. Depending on the general deleting confirmation setting (see "4.7.
General settings") a window will be opened where the deletion must be confirmed, or the special day will be deleted
directly without additional confirmation. Pay attention that special access authorizations defined for that special day
are no longer active on that day and the normal access authorizations will be used on that day after updating the
changed to the terminals.

To define the settings for a special day, double-click directly onto a day in the calendar view or on the already
defined day in the special day list. The following day definition window opens.

3 Corporate calendar day definition -

Description |

(O Business day

() Depending on Easter Sunda
Recurrence pattern (O Fixed, yearly recurring

@) Fixed, one-time

O Time Period
Date 25.01.2019 v
Spedal Day Spedial Day Type 1 -
valid for All doors v

OK Cancel

Figure 6.3 - Day definition for special days
The following information can be defined for the special day:

- Description:  Enter a description for the special day that will be used for display in the special day list.
- Recurrence pattern:
Select the recurrence of the special day.
- Business day: Used to overwrite a special day and resets the special day to a business day.
- Depending on Easter Sunday: Used to define a special day in relation to Easter Sunday. The
number of days before or after Easter Sunday that the special day falls on can be entered in the
"Days from Easter Sunday" field.
- Fixed, yearly recurring: Used to define a special day that recurs each year on the same date.
- Fixed, one-time: Used to define a special day that occurs only in the current year on the defined date.
- Time Period: A time period with start and end dates is used to define a period of consecutive
special days, e.g., company holiday, in one step.
NOTE! If two or more special days fall on the same day of a year, the special day with the highest
day type priority has precedence. The priority of the day types from highest to lowest are:
"Business day" -> "Fixed, one-time" -> "Fixed, yearly recurring" -> "Depending on Easter Sunday"
Special days defined in “Time Period” have the same priority as “Fixed, one-time” days.
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- Date:

- Date Until:

Enter the date of the special day. The date format depends on which “Recurrence pattern” option

is selected.

- Depending on Easter Sunday: No date can be entered here for this option. See the “Days from
Easter Sunday” description.

- Fixed, yearly recurring: Enter the date in “dd.MM” format.

- Fixed, one-time: Enter the date in “dd.MM.yyyy” format.

- Time Period: Enter the start date of the special day period in “dd.MM.yyyy” format. The end date
for the period is entered in the “Date Until” field.

Enter the end date of the special day period in “dd.MM.yyyy” format.

- Days from Easter Sunday:

- Special Day:

- Valid for:

If the recurrence pattern of the special day is set to "Depending on Easter Sunday", enter the
number of days before or after Easter Sunday that the special day falls on.

Select the type of special day here. For GAT ACE 7000, 10 special day types are possible and for
GAT ACE 3000, only special day types 1 — 5 are available.

Select either “All doors”, “Online doors”, or “Offline and WIiNET doors” to define which doors the
special day will affect.

- Valid from - until:

If required, you can define a specific period for the special day other the default 24-hour period by
entering the desired times into the fields.

NOTE! This setting only applies for online doors that are controlled by a GAT DC 7200. Doors
controlled by other GANTNER controllers do not support this function.

The settings of an individual special day or days can be exported, e.g., for backup purposes or to send to another
Matrix installation, via the “Export Selected” button, and imported again via the “Import Days” button.

» Select the desired special day(s) from list and click on “Export Selected”.

Next Year

2017 >

FR

SA

= Add Day 3  Delete Day
I % ImportDays $  Export Selected I
Date 4 | Description Day Type
0000 e vers0oy Wm
06.01.2017 Epiphany Recurring
17.04.2017 Easter Monday Easter l:l
01.05.2017 Austrian National Holiday Recurring =]
25.05.2017 Ascension Day Easter ==
05.06.2017 Whit Monday Easter (]

Figure 6.4 - Export and import special days

» In the “Save as” window that opens, enter a directory path where the export file will be saved.

» To manually import a special day file into Matrix, click on “Import Days” and enter the directory path where the

file is saved.

» To setup the automatic importation of a special day file, click on the “Configure Import” button on the main page.

3 GAT Ma
File Tools Plugins Help

B

wa

Dashboard Access Rights Time Switches Door Control Bookings Blacklist Lockers | Upload Doors GAT Matrix Export Download Bookings Import Persons | Personnel Timeplans Corporate Calendars
s Add Calendar [ Edit Calendar §§ Delete Ca\endal % Configure import |Defau\lCa|Endar Calendar AUS -

o x

© B & B @8 =% $ % & ® (@

Locations
Name
©]

(@)| GANTNER Austria

4 | Corporate Calendar

Calendar AUS

Figure 6.5 - “Configure import” button
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o The “Special day import” window opens.

Gantner

3 Special day import

Organization time plan i1 - Calendar AUS

Source path

Archive directory

Automatic import [[] Enabled (Requires GAT Matrix Import Service)

Import interval (min) 0

v

Upload to GAT ACE after import [_] Yes

Import now Save and dose

Figure 6.6 - Configuration of the special day import

The following information can be defined for the special day import:

- Organization time plan:
- Source path:
- Archive directory:

- Automatic import:
- Import interval (min):

Select an organization time plan where the special day file will be imported to.

Enter the directory path where the special day file is saved.

Define an archive directory for the special day file. Following importation, the special
day file (under “Source path”) is moved to the archive directory and renamed
‘gatmatrix_otpimport.archive.<<OrganisationCalenderId>>.<<DateAndTime>>"
(Example: gatmatrix otpimport.archive.1.20190710151800)

Select this option if you want to enable the file to be imported automatically.

When the previous “Automatic import” setting has been selected, define here the
intervals (in minutes) between each importation. Note that the interval begins to
countdown after the import is completed.

- Upload to GAT ACE after import:

l file.

When this option is selected, the data is automatically loaded to GAT ACE after
importation.

See “Appendix D Formats and File Specifications” for information on the required formatting of the special day

NOTE! Please note that after making changes to the organization time plan, all terminals (offline terminals as well)
must be uploaded again in order to implement the changes.

www.gantner.com

If a special day is active on the current date, the special day is
displayed in the status bar of Matrix.

W ciin o1 o S
‘

(V] show Special Rights [ show Personnel Time Plans

[*7) Epiphany

| Import doors required | /f\
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6.2 Locations

Locations are defined in GAT ACE 7000 or GAT ACE 3000 to organize larger access systems into smaller units,
e.g., branch offices or different departments. The controllers and doors are then assigned to these locations. In
Matrix, you can use these locations and assign a separate corporate calendar to each location in the calendar view.
Locations can also be defined in the ProAccess SPACE software. There these are called "partitions". The
functionality however is analogous to the GAT ACE locations.

NOTE! In order to view the locations, you must first import them. From GAT ACE 7000 and/or GAT ACE, the
import is started via the "Import doors and locations" menu item (see "5.4 Importing doors and locations from GAT
ACE") and from ProAccess SPACE via the "ProAccess Space synchronization" menu item (see "5.5 Importing
doors and locations from SALTO ProAccess SPACE").

Locations Corporate Calendars
Name 4 | Corporate Calendar Description
[S] GAT ACE 3000 Client - GANTHER Electronic | CalendarAus W [Gdendarns |
(@)| GANTNER Austria Calendar AUS 4 | Calendar GER
(@) Headquarters Schruns Calendar AUS 4 | Service Calendar
Level 1 Calendar AUS
Level 2 Calendar AUS
Level 3 Calendar AUS
SiZe Bregenz Calendar AUS
()| GANTNER Germany Calendar GER

Bochum Calendar GER

Figure 6.7 - Assigning corporate calendars to the locations

Displayed on the left in a hierarchical arrangement are the locations and their respective assigned corporate
calendars (“Corporate Calendars” column). The field to the right lists all the corporate calendars that have been
created in Matrix and visible to the current user. The locations are divided here into the groups for GAT ACE 7000 /
3000 and ProAccess SPACE.

» Select a location.
» Click on the arrow symbol next to the corporate calendar.
o The corporate calendar is assigned to the selected location.
Note that a corporate calendar cannot be assigned to multiple ProAccess SPACE sites (partitions) simultaneously.
You must define a separate corporate calendar for each site. This does not apply to the GAT ACE sites, i.e., a

calendar can be assigned to several sites from GAT ACE at the same time.

In the access rights view, you can see which corporate calendar is assigned to a terminal by clicking on a field in the
terminal column that has a time plan assigned (personnel time plan or terminal time plan).
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Figure 6.8 - Display of the corporate calendar assignment in Matrix

www.gantner.com

antner

HB_Matrix—-EN_71 241



Gantner

Corporate Calendar and Locations

242 HB_Matrix--EN_71 www.gantner.com



Matrix

Gantner

Bookings

7.

BOOKINGS

Every controller and offline lock log all events that occurred at the terminal, e.g., valid identification, access attempt
without identification, alarm, etc., in the internal memory. For each event, a booking is generated with time and date
of the event, data carrier number that caused the event, access code, direction information, etc.

The bookings of the controllers and offline locks can be read and viewed in Matrix. Click on the "Bookings" toolbar
button to display the bookings list.

S The bookings page displays both the bookings from the GAT ACE installations and the bookings from a
ProAccess SPACE installation (if used).
B GAT Matrix x

File Tools Help

i + ® @ | 8 & ] L & . ® @ oH ki

Dashboard Access Rights Time Switches Door Controlf Bookings [Blocklist Lockers Locker Control | Upload Doors Download Bookings Import Persons | Personnel Timeplans Device Timeplans Relay Plans Corporate Calendars

1 Bookings (67)

Show bookings from | 1/1/2019 12:00 AM = unti | 4/22/2020 11:59 P - Refresh
Report Defauit Report (not editable, not deletable) - Print Report Management
Filter - Add new fiter
Date v|Tme | Controler...| Addr. Door Location Data Carrier Number | Bacige Number Da...|Da.. | Personal... | Person Access Code | Access Code Descrip... |Option...| Direction
1/8/2020 4:06:29 18 2 GANTNER 1010 Autonomous mode Exit
) Permanently Unlocked
1/8/2020 406:25 .. 18 2 GANTNER, 1012 by st Exit
1/3/2020 4:06:15 18 2 GANTNER 1020 ?ELTE”E””" locked by Exit
Access/Exit after State:
hest/button (Door Door
1/8/2020 405:57 .. 18 2 GANTNER, 1101 oot nas open or | abendy [ Rk
o contact) open
1/8/2020 34118 . 18 1030 ’;‘f’m system tumed | Area: 0 Exit
1/8/2020 3:40:58 18 1031 s‘f‘:'m systemtumed | rea: 0 Bxit
1/3/2020 3:40:50 18 3 GANTNER 1012 Permanently unlocked Entrance
1/8/2020 3:40:45 .. 18 2 GANTNER, 1010 Autonomous mode Exit
1/8/2020 3:35:02 18 1030 *;‘f’m system tumed | Area: 0 Exit
1/8/2020 33459 .. 18 1031 S‘f‘:'m systemtumed | Area: 0 Exit
o Generally open ’
1/8/2020 3:17:39 18 2 GANTNER 1023 e Exit
1/8/2020 317:32... 18 2 GANTNER, 1010 Autonomous mode Exit
- Generaly open :
1/8/2020 3:17:28 18 2 GANTNER 1023 Spreseed Exit
. - Permanently unlocked
1/8/2020 3:17:02 18 2 GANTNER 1012 by host Exit
Edit Filter

@ Database size: 0018 GB | Connected: 0, Disconnected: 51, Commands: 31727 @ | GATACE: @ | Relac2020: @ | TBSRemoteSync: @ | Offline door changes (50 doors) 'I. User: SYSTEM User

Figure 7.1 - Bookings list of Matrix

» To import the bookings, click on the "Download Bookings" icon in the toolbar.

o Matrix loads all the bookings from the GAT ACE and ProAccess SPACE installations. These are
loaded in packages, which is why it may take some time until all bookings are loaded.

NOTE! Please note that in GAT ACE you can activate the bookings cleaning function. This function is deactivated
by default. But when it is activated, the bookings are deleted by GAT ACE after one 1 year, no matter if they have
been sent to Matrix or not. Therefore, the bookings should be imported on a regular basis.

» To update the bookings list, enter the desired date and time period (fields "from" and "until") and click the
"Refresh" button.
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The following information is shown in the bookings list:

At the top behind "Bookings" the number of bookings in the list is shown in parenthesis.

The columns "Date" and "Time" shows when the booking was made.

The column "Controller number" indicates the number of the controller where the booking was made.

The column "Address" indicates the network address of the controller where the booking was made.

The column "Door" indicates the door or controller where the booking was created.

The column "Data Carrier Number" shows the number of the data carrier that created the booking.

The columns "Data Carrier Type" and “Data Carrier Type Name” shows the number and name of the data carrier
type used to create the booking (see "5.6.4 Defining data carrier types").

The column "Person" shows the name of the person who caused the booking. The person is determined from the
data carrier which was used for the booking.

The column "Personal number" shows the personnel number defined for the person.

The column "Badge number" shows the ID number for the data carrier defined in the personnel data.

The column "Access Code" indicates the type of booking.

The column "Access Code Description" describes the access code. This is either a default text for the booking
code or it can also be changed individually for each terminal (see "7.3 Access code descriptions®).

The column "Optional Data" contains miscellaneous information, e.g., wrong pin code, status information, etc.
depending on the booking code.

The column "Direction" shows in which direction the booking was made. It is possible to have at a door, for
example, one controller with two readers -- one on the outside and one on the inside. The controller controls entry
access via one reader on the outer side of the door and controls exit access via the second reader on the inner
side of the door. The color indicates the type of booking. Gféefl = Entry, [RBll = Exit, Yellow = Status Booking.

Certain filter criteria can be defined in order to filter the bookings list so that only certain bookings are displayed (see
"7.1.3 Filter bookings").

Furthermore, reports for printing and exporting the booking list can be defined. For each report, comprehensive settings
can be defined for formatting the print/export accordingly (see "7.2 Export and print bookings with booking reports").

71

Sorting, grouping, & filtering bookings

You can adjust how the bookings list is displayed as desired. The columns can be moved and arranged, and you
can group the bookings list according to certain characteristics. In addition, complex filters can be created that
group various search criteria with logical links.

The display of the bookings list (column arrangement, etc.) and the filter settings are saved individually for each
Matrix user and reloaded after logging into Matrix.

7.1.1

Sort bookings

In order to sort the bookings, click on a header of a column in the booking list. The booking list will be sorted
alphabetically using that column. By clicking repeatedly on the column header, the sorting can be changed between
ascending and descending sorting.

The columns can be rearranged by dragging them with the left mouse button to another position.

7.1.2 Group bookings

To group the bookings first make sure that the grouping is enabled. Therefore, right-click onto a column header of
the booking list and select the "Show Group By Box" option from the menu.
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Doo- Dada Caeciae Mumbor

Biire %l Sort Ascending

Biird %l Sort Descending

Blr¢ <=, Group By This Column

gk &= Show Group By Box
Bir¢ — .
Bire Best Fit

Biir¢ Best Fit (all columns)

— e

~ -

Birc 7 Filter Editor
Figure 7.2 - Activate grouping of bookings
At the top of the booking list a bar is shown with the text "Drag a column header here to group by that column". Drag

the header of a column onto the bar to group the bookings under that column. By dragging several columns onto
this area, the bookings are grouped according to the order the headers were dragged.
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02.05.2018 17:58:31 1 2 s 1| Standard LE T 1000 Unloded by Entr
.05. 158 runs = urgess identiication ance
Door locked
02.05.2018 17:58:38 1 2| scuns 1| Standard 0| Burgess T 1041 after office Entrance
function
02.05.2018 18:02:46 1 2 sthruns 1| Standard 0| Burgess T 1000 Unlodced by Entrance
e i o g S identification
02.05.2018 18:15:20 1 2| Schruns 1| standard 0|Burgess T 1000 I‘;’;‘g&ig;‘; Entrance

'
Accessfexit | Stater Door
afterident | aieady open
o

apened, was

open or no

peariey

02.05.2018 18:00:31 B 2| Sehruns 1| Standard 0| Burgess T 1100 Exit

Figure 7.3 - Grouping bookings

In this example, the bookings are first grouped by "Data Carrier Number". The bookings with data carrier number
2614528722 are displayed expanded, so that the next level of grouping (Door) is visible. The bookings in this group
are displayed.

In order to remove the grouping of a column, drag the group from the bar down to the column headers of the
booking list.

ATTENTION! As some data (e.g., card number, card type, etc.) is not stored in SALTO bookings, evaluations
according to these criteria in combined GANTNER/SALTO systems can lead to results that are only partially correct.

NOTE! If the group is dragged too far down directly into the booking list, the mouse cursor will show a black "X". If

the mouse button is released in this state, the group (resp. column) will be deleted. If you restart Matrix, the column
will be visible again.
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7.1.3 Filter bookings

Time filter

Bookings can be filtered by time so that only bookings within a certain period are shown.

» Enter the desired period in the upper date and time fields.

3 GAT Matrix
Datei Einstellungen  Hilfe

ey + O # & B B <y

Dashboard Zutrittsberechtigungen Zeitschaltuhren Tarsteuerung Buchungen Blocklist Schrénke Schranksteuerung | Tiren beladen Bu

L» Buchungen (136)

Buchungen anzeigen von | 25.03.2020 00:00 ~ | bis |01.04.2020 23:59 v Aktualisieren
Report Standardreport (nicht editierbar, nicht léschbar) v Drucken Reports verwalten
Filter v Filter hinzufligen

Datentragernummer &

EEE LT

Figure 7.4 - Filtering bookings by a time period

» Click on "Refresh".

o Only those bookings logged in the selected period are displayed.

Filter editor

A filter editor is also available in which complex filters can be defined to filter the bookings according to certain
criteria. To open the filter editor:

» Right-click on the header of the booking list. In the menu, select the "Filter Editor" option.
or

» Right-click below the bookings list onto the "Filter Editor" option.

Filter Builder .
And £
[Dioor] Begins with 9

Cancel Apply

Figure 7.5 - Filter editor for filtering bookings
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Here several filter criteria can be defined as text lines. A filter criterion is defined in three steps:

- Click on the blue text (in Figure 7.5 "[Door]") and select the information that shall be filtered.

- Click on the green text (in Figure 7.5 "Begins with") and select the type of filter checking.

- Click on the gray text (in Figure 7.5 "<enter a value>") and enter the value (number or text) that will be used for
filtering.

By clicking on the plus sign on the right of the red "And" text more filter criteria can be added and defined by
repeating the previous three steps. By clicking on the red “And” you can define how multiple filter criteria should be
combined.

After all filter criteria are defined, press "Apply" to apply the filter to the booking list. The filter editor will remain open
and the filter can be adjusted. If the filter confirms your expectations, confirm with "OK".

On the bottom of the bookings list the active filter will be shown. You can easily enable / disable the current filter by
checking / unchecking the checkbox on the left or select another filter, in case you have defined several filters, by
clicking on the little arrow symbol to the right of the filter.

1/21/2020 | Main entrance 10 11:21:1... 1
1/21/2020 | Main entrance 10 11:21:1.. 1
1/21/2020 | Main entrance 0] 11212 1

arts with{[Doar], ‘Main entranc

3 Database size: 0.018 GB | Connected: 0, Disconnected: 51, Commands: 31727 @ | ¢

Figure 7.6 — Active filter criteria

To display all bookings in the booking list again, deactivate the filter. To do this, right-click on the header of the
booking list and select "Clear filter for this column" from the menu. Alternatively, you can click the “X” on the left side
next to the filter.

Save and load filter settings
The combination of time filter, filter editor settings, and bookings list layout can be saved and reloaded. This allows

the bookings list to be quickly adapted to several individual requirements without having to re-enter the settings
each time. Saving and loading of the filter settings is possible in the "Filter" field above the bookings list as shown

below.
£/ Bookings (0)
Show bookings from | 3/1/2020 12:00 AM - |untl | 3/31/2020 11:59FPM - Refresh
Report Default Report (not editable, not deletable) - Print Report Management
Filter Last Month i Edit filter Add new filter

Data Carrier Number &

Date Doar + 7| Contraller num... | Time Addr, Location v | o | PErson Personal Mumber

Figure 7.7 — Saving and loading filter settings
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» [f filter settings have been saved already, select a setting from the menu next to the "Filters" field.

o The periods and display settings defined in the filter are loaded and the bookings list is displayed
according to these settings.

» To edit the selected filter settings, click on "Edit filter" after selecting the filter.
o The "Booking filter" window opens (see next step).
» To define new filter settings, click on "Add filter".

o The "Booking filter" window opens.

& Booking filter x
Filter name Last Month
Period Fixed time range -
Range start 3/1/2020 12:00 AM b
Range end 3/31/2020 11:59FM hd

Include layout and filter Yes
Delete filter Save Cancel

Figure 7.8 — Editing filter settings

» Enter the following data here:
- Filter name: Name for the filter settings.

- Period: Select here how the period should be defined.
Fixed time range: Define the start and end time for the desired period in the "Range
start" and "Range end" fields.
Month, week, day: Here, you can choose between the current or previous month,
week, or day. Matrix will then continuously update this booking display based on the
current date.

- Include layout and filter: When this option is selected, the currently set filter and the layout of the bookings list
are saved and can be loaded later together with the time settings by selecting the
filter settings.

» With the "Delete filter" option, the currently displayed filter settings can be deleted.

7.1.4 Show and hide columns in the bookings list

» Right-click on a header in the bookings list and select "Column Chooser".

Dat... | Data carri... | Data Carrier Mumber | Access Cod-=--- Plodom bsmelee Persor

Door contrl Z Sort Ascending

21| Sort Descending

Clear Sorting

‘@ Group By This Column
Door contr
-

Hide Group By Box

I |E| Colurn Chooser I

Door contr| 4a+  Best Fit

Figure 7.9 - Select columns in the booking list
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o  The "Customization" window opens.

Customization X

Controller number

Data carrier type name

Figure 7.10 - Hidden columns

o All columns that should not be shown in the bookings list are displayed here (in the example, the
"Controller number" and "Data carrier type name" columns).

» To hide another column, drag the column header from the bookings list into this window.
o The column is displayed in the Customization window.

» If you want to show a column again, drag it from the "Customization" window to the desired position in the
bookings list.

7.1.5 Filter authorization matrix

“ P éa
=]
d
[=8
W
= [
p— [is)
Gantner z z . . 2 3 3
N 2| & e S =N :
5 S 818 - 2|88
5 EEEEE - Rl C
&
i 2 &4/ & 8l& = &
} 1 13 ] 3 a5 i 33
.
Managernenk &
e Software 8.3 R —
i Delete Time Plan
R0 Hatdware 4 n
) g Deny Access
anders Siman
Burtscher Roland £ | Set special right
M Frehees | | Remove special right
IMaiet Jens v Show Loading Indicator F&
Muster Gerhard v/ Show Special Rights F?
Reber Armin /| Show Personnel Time Plans — F&
Wieser Leon v Show OFfline Conflicts F2

Operations 2 o Show Bookings )
Achleitner Morman 'ﬁ—'
Legen

Falch \wilfried ) = rma mr  mrm  = r p

Figure 7.11 — Show bookings from Matrix
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In the authorization matrix you can use the “Show Bookings” entry from the context menu to show the bookings of a
certain person at a certain door. This function will be enabled if a single cell is selected. After selecting the entry
from the context menu, the bookings window will be opened with the appropriate filter set.

If the selected cell is a person group / door group, the bookings of all persons / doors in the group will be shown. In
the example in Figure 7.11, showing the bookings of “Management” / “Exterior Shell” would show the bookings of all
persons inside “Management” for all doors inside the group “Exterior Shell”.

This function is also available when clicking on a person group, person, door group or door on the left / top. For
persons, the bookings of this person at all doors will be shown. For a person group, the bookings of all persons
inside the group at all doors will be shown. For doors and door groups, this function works the same way whereas
the bookings of all persons at the specific door(s) will be shown.
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7.2 Export and print bookings with booking reports

Bookings in Matrix can be printed or exported into another data format. In order to print or export bookings so called
booking reports must be used. They can be designed directly in Matrix and they define the layout of the print and
export.

In order to print or export bookings proceed with the following steps:

1. Sort and filter the bookings list so that the printed/exported bookings are displayed.
2. Select a booking from the bookings list to print out.
3. Above the bookings list, select the required report in the "Report" field.

1) Bookings (42)

Show baokings from |08.09.2010 00:00 - | until [15.09.2010 23:59 - Refresh \

Report fStandardreport (nicht editierbar, nicht léschbar) v‘ Print HReport Management ‘

Figure 7.12 — Booking reports

4. Press the "Print" button. A preview of the report is displayed. In the menu of this preview you can select the
desired export format under the "File" - "Export Document".

View Background
[ Page setup... S S [100%

Print

a}

Print

S

Cr

Export Document... » | «/  PDF File

=

Send via E-Mail... > HTML File ot

© [

Exit MHT File

RTF File
Excel File
XLSX File
CSY File
Text File

Image File

Figure 7.13 — Selecting an export format

5. After selection of an export format, a new window will be opened, in which the export settings must be defined.
The window depends on the selected format.

CSY Export Optionen 8 x|
Kodierung: !Westeumpéisch (Windows) - ‘

Text export mode: iText -

Trennzeichen: |L; J

V| Strings in Anfihrungszeichen

B OK il Cancel |

Figure 7.14 — Define the settings for the selected export format (example for CSV file export)

® you select an export format, the format is marked so that the next time you want to export a report only
l "Export Document..." must be selected.
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6. In order to print the bookings as shown in the preview window, select one of the "Print" menu items in the "File"
menu. The "Print" menu item with the question mark will first open the printer dialog where you can select the
desired printer and define its settings. The menu item without question mark will directly print the report with the
previously selected printer.

7.2.1 Configuration of booking reports

252

The configuration of booking reports is done with the integrated Report Designer. In order to make changes to a
defined report or to generate a new report click the button "Report Management" in the report field above the
booking list.

NOTE! In order to use the Report Designer, you need the appropriate license (see "10 LICENSE
MANAGEMENT").

L) Bookings (42)

Show bookings from |08.09.2010 00:00 « | until [15.09.2010 23:59 -1 Refresh |

Report iStandardreport (nicht editierbar, nicht laschbar) M Print ( ‘ ‘ Report Management ‘

Figure 7.15 — Manage booking reports

The window "Booking Report Overview" will be opened.

&l _iix]
Booking Reports

Description Show Report
b Standardreport (nicht editierbar, nicht l6schbar)
Mein Report Rot V|

OK

‘ Cancel

Figure 7.16 — Booking Report Overview

Here all available reports will be listed. The reports where the option field in the column "Show Report" is selected
will be available for selection in the booking list. The other reports will not be available.

After installation of Matrix, a standard report is already available. This booking report cannot be altered. In order to
make a new report mark the standard report and click on the button "Copy Report". A copy of the standard report
will be generated. The name of this new report can be changed by clicking once on the name of the report in the list
(here "Mein Report Rot").
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In order to configure the new report, mark it in the list and then select the button "Edit Report". The Report Designer
will be opened. It can take some time so please be patient while the designer is opened.

34 Report Designer

AccessCode

AccessCodeDescription
BookingDateTime

v [B PageHeader [one band per page] 2

;?J 1[Parametas,aod<ln‘g]i[r-’a'ameu [Paramehsrs.D\:n:)rl\[l3 [Parameters,DataEi[Fa’ameters.PersmNaE [F‘aramtsJ [Paravrlehers.AccessCodeDascrbtionﬁ-lOI.ra-ww
DoorName
ﬂ v [E Detai
1] {[BookingDateTime] B]iDooradd][DoorName] O[[Datacarrierhumb|[PersoniName] OlfaccessB|[AccessCodeDescription] O[[optionald Optionalata

D v (8] PageFooter [one band per page] OptionalDataRaw
Z 1[Parameters.CurrenDaneTlmd; Personhlame

= :Fﬂter: [Parameters.FilterCriteria] (] ReaderDirection
\ +{7] Parameters
be)

=]
= A {

= B= 2
=k il

o Appearance S -~
= Background Coloi [ Transparent
= Border Color I ControlText

Border Width 1

Borders. HNone

3

@ Font Tahoma; 9,75pt
Foreground Color Il ControlText
Formatting Rule ¢ (Collection)

<+ ———— Formatting Rules (Collection)

3¢ Designer (i g Kin } & Padding 0;0;0;0

Page Color [ white
i ———=———RRRRRRR R R R R RRRRRARARORARARRRRRRRRRRRRRRRARAARRRRERROOO B, Style Sheet (Collection)
@ Addacroup Y AddaSort - Delete Mave Up.- .5 Mave Down Style Sheet's Pat
[ Field Name Sort Order Show Header | Show Footer ] Text Alignment  Top Left

& Watermark  (None)

&y Group and Sort

Figure 7.17 — Report Designer

The report designer is only available in English language. Its design is similar to the layout of Microsoft's Visual
Studio. The most important areas are marked with a red rectangle in the figure above.

1 - Design area: In the middle of the window, you see the design area where you can define the layout of the
report.

2 - Tool bar: Here you find the tools for defining the design, i.e., for inserting control elements like text,
circles, rectangles, tables, lines, etc.

3 - Field list: In the area "Field List" you find the booking and information fields supplied by Matrix, which

can be placed on the report. If the area "Field List" is not shown, select the menu item
"Windows" - "Field List" in the "View" menu in order to mark this menu item and show the
field list.

The field list is divided into two groups:

Field List =S 4

o Below the group "BookingAdapter" all fields, which can be part of a booking (e.g. door,
AccessCode person, data carrier number, access code, etc.) will be shown. These fields are used as

S list fields for the booking reports. When the booking report is exported or printed each
g:;jfd';‘:':”"‘be' booking will be shown in a new line and in the "BookingAdapter" fields the corresponding
Doorhiare values of each booking will be shown.

IsStatusBooking
OptionalData
OptionalDataRaw
PersonName
{35] ReaderDirection
@3] Parameters
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Field List (=T

(5 BookingAdapter

(=83 Parameters

E AccessCodeDescriptionHeader
-{35] AccessCodeHeader

-{35] BookingDateTime

~{ab] CurrentDateTime

~{35] DatacarrierNumberHeader
{35] DoorAddressHeader

-{35] DoorhameHeader

-{3b] FilterCriteria

-{3b] IsStatusBookingHeader
-{35] OptionalDataHeader

~{35] PersoniameHeader

{35] ReaderDirectionHeader

Gantner

™ The fields below the group "Parameters" are independent of the bookings and will be
shown exactly like they are placed on the report layout. These fields can be used for
example to insert the headlines of the inserted booking table or to insert the current
date/time or the set filter criteria.

After the layout of the booking report is defined, the Report Designer can be closed with the menu item "Exit" in the
"File" menu. The design will be saved automatically and inserted in the list in the bookings overview window. The
option field in the last column must be marked if the report shall be selectable in the booking list.

7.3 Access code descriptions

Each booking in a controller and lock is stored with an access code which defines the type of booking. Matrix allows
you to specify special descriptions for each access code in English and German languages. For each door, a code
can be independently defined (if desired). The access code descriptions are used to display the bookings in the

booking list.

» To set or edit the access code descriptions, select the menu item "Access Code Description" in the menu
"Tools". The window "Access Code Descriptions" will be opened where you see a table to define custom
access code descriptions.

. Access Code Descriptions

=

‘{P Add Access Code

Access Code Descriptions

Update Default Codes

2Zeiterfassung [3] TEO.12.0 [2]

SE0.01.0 [2]

SE1.03.0[0] *

[1] valid access

[2] Company ID incorrect

[3] Card identification incorrect

[4] Card unauthorized at this door

[5] Incorrect PIN-Code

[6] Access time out of schedule

[7] Access without authorization

[8] Daylight saving

[9] Status change by general control 1

Valid access at main
entrance.

Check correct company 1D,

User with invalid card. User with invalid card.

i alid access at entrance 2,

Valid access at entrance 3.

User with invalid card,

oK

Cancel

Figure 7.18 - Access code description table
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The defined doors are listed in the headline of the table (1). The access codes with their standard descriptions,
which will be used as default for all doors, are listed in the left column of the table (2). English and German texts are
displayed separately with each language indicated by [DE] and [EN]. To overwrite an access code description for a
certain door, complete the following steps.

- Search for the door in the headline (1).

- Search the booking code, which description shall be overwritten, in the left row (2).

- Enter another description for the access code directly into the field of the table (3) where the column of the door
and the row of the booking code intersect.

©  The total number of user-defined access code descriptions for a door is shown in square brackets next to the

door name, e.g., [3] for “Zeiterfassung” in the example above.

7.3.1 Reload default values of the access codes

With the button "Update Default Codes" you can reload the default texts of access codes in the currently selected
language in Matrix. They will then be shown in the left column in the window.

7.3.2 Add access code

To add a new access code to the list (2) click on "Add Access Code". The following window will be opened.
B2 rcce o B sl
Add Access Code

Language EN

Access Code |8

Status Booking [] Yes

Description Offline Segment
Custom Optional Info

Replace... | Optional Info Value | Replacement

Legacy

vae 0§

Cancel

Figure 7.19 - Add a custom access code

In the first field, select the language of the bookings text.

In the second box, enter a unique access code number and a standard description in the “Description” field then
press "OK" to confirm. The access code can only consist of a character or a max. 4-digit number and can only be

used once for German and once for English in the access code list (2).

To define the code as a status booking select "Yes" for the "Status Booking" option.
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In the list "Custom Optional Info" values and replacement texts for each of these values can be entered. A booking
where the "optional info" data corresponds to one of the values in this list the replacement text will be shown instead
of the regular booking text that will otherwise be used for the booking. For example, at a door a status input can be
defined as "General Monitoring Input" and be used for monitoring the emergency power supply. When the value "A"
and the replacement text "Emergency Power Active" is entered it is possible to directly show this text in the
bookings list for a booking that was made when the emergency power was activated.
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8. ACTIVITY JOURNAL

The activity journal holds all events and activities that were performed by the users of the Matrix. It is possible to
sort the activities with different filters and to generate reports of activities.

» To open the activity journal, select the menu item "Activity Journal" in the menu "Tools".

I File Tools Plugins Help
e & $ B & “ L] & ] @ ¢l ki
Dashboard Access Rights GAT Matrix Export Door Control Bookings Blocklist | Upload Doors Download Bookings Import Persons | Personnel Time Plans Door Time Plans Relay Plans Corporate Calendar
Report (Selection) Refresh
Recld v |ObjectID | Object name Object identifier | Object property | Object old value Object new value Operation | Createdby |Created on Computer name | Computer user | MatrixUser
27648 217 | Door Size-01 Aceld 17C02F20-790E-47B8-821... |INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr ~
27647 217 | Door Size-01 DoorControlC... 0 INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr
276496 217 | Door Size-01 IsOffiineDevice 1 INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr
27645 217 | Door Size-O1 IsReadWriteM... 0 INSERT 1/28.06.2017 10:30... | WEGR GANTNER \wegr
27644 217 | Door Size-01 ControllerNum... 20 INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr
27643 217 | Door Size-O1 GMTerminalAd... 14 INSERT 1/28.06.2017 10:30... | WEGR GANTNER \wegr
27642 217 | Door Size-01 GroupIndex -1 INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr
27641 217 | Door Size-O1 Description Size-O1 INSERT 1/|28.06.2017 10:30... | WEGR GANTNER \wegr
27640 217 | Door Size-01 RecActive 1 INSERT 1|28.06.2017 10:30... | WEGR GANTNER \wegr
27639 216 | Door Door Size 1 GATManager... 9 INSERT 1/ 28.06.2017 10:30... | WEGR GANTNER \wegr
27638 216 | Door Door Size 1 DoorGroup_FK 6 INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr
27637 216 | Door Door Size 1 DeviceType Default INSERT 1/|28.06.2017 10:30... | WEGR GANTNER \wegr
27636 216 | Door Door Size 1 Aceld 38E29A4F-9A82-4BES-B16... | INSERT 1|28.06.2017 10:30... | WEGR GANTNER \wegr
27635 216 | Door Door Size 1 DoorControlC... 0 INSERT 1/28.06.2017 10:30... | WEGR GANTNER \wegr
27634 216 | Door Door Size 1 IsOfflineDevice 1 INSERT 1|28.06.2017 10:30... | WEGR GANTNER \wegr
27633 216 | Door Door Size 1 IsReadWriteM... 1 INSERT 1| 28.06.2017 10:30... | WEGR GANTNER \wegr
27632 216 | Door Door Size 1 ControllerNum... 19 INSERT 1|28.06.2017 10:30... | WEGR GANTNER \wegr
27631 216 | Door Door Size 1 GMTerminalAd... 91 INSERT 1/|28.06.2017 10:30... | WEGR GANTNER \wegr
27630 216 | Door Door Size 1 GroupIndex -1 INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr
27629 216 | Door Door Size 1 Description Door Size 1 INSERT 1/28.06.2017 10:30... | WEGR GANTNER \wegr
27628 216 | Door Door Size 1 RecActive 1 INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr
27627 215 | Door Locker Room ... | GATManager... 9 INSERT 1/28.06.2017 10:30... | WEGR GANTNER \wegr
27626 215 Door Locker Room ... | DoorGroup_FK 6 INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr
27625 215 | Door Locker Room ... |DeviceType Default INSERT 1/ 28.06.2017 10:30... | WEGR GANTNER \wegr
27624 215 | Door Locker Room ... | Aceld CEOD69D9-96A8-464E-B4... |INSERT 1) 28.06.2017 10:30... | WEGR GANTNER \wegr
27623 215 | Door Locker Room ... |DoorControlC... 0 INSERT 1/ 28.06.2017 10:30... | WEGR GANTNER \wegr -
c : 0, Di d:12,C ds0 @ GATACE @ Offline door changes (17 doors) 98 User: SYSTEM User

Figure 8.1 - Activity Journal

In order to refresh the activity journal, press the button "Refresh" at the top of the list.

The table shows each recorded activity in a new line. For each activity, the following information will be shown.

- Recld:
- Object ID:

- Object name:

- Object identifier:

- Object property:

Object old value:

- Object new value:

www.gantner.com

Continuing number of each activity

Identification number of the object, which refers to the activity

Name of the appropriate object. An object can be e.g., a "Software-Object" (used
for error correction or the like) or also a door, person etc.

For an object, a more detailed description, if available, will be shown. For example,
for an activity, which concerns a door, is here the door description.

Describes which property of the object has changed. In Figure 8.1, the description
of the door will be changed at the marked action.

If a property of an object was changed, the changed (old) value of the property is
here.

If a property of an object was changed, the new value of the property is here.
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- Operation: Describes, which action of the activity on the object was carried out (e.g.,
"UPDATE" for changing a property or "INSERT" for adding an object).
- Created by: Creator of the activity.
- Created on: Time of the activity
- Computer name: Name of the computer, on which the activity was created
- Computer user: Username for the database in which the activity will be stored.
- Matrix user: Username of the user currently logged in to Matrix.

8.1 Refresh, sort, group, and delete the activity list
For sorting and grouping in the Activity Journal, the following actions can be carried out:

Display refresh
In order to actualize the Activity Journal, click on the button "Refresh", right above the table.

Sorting
To sort the list by a certain column, click on the title of that column. The width of a column can be adjusted with the
mouse by dragging the column separator in the title of the list.

Group the list

You can also group the list by dragging the list heads onto the dark-grey field above the list and you can apply filters
to display only certain activities in the list. This is done the same way as for the booking list. See chapter "7.
BOOKINGS" for more information.

Delete activity journal

Depending on the usage frequency of the Matrix, the activity journal increases at different rates and thus occupies
more space on the database server. With the button "Audit cleanup”, you can delete the entries in the activity
journal up to a selectable time. After selection of this button, the following window opens:

&l (x|

This function is used to clean the entries of the audit log
irrevocable. The 'Cleanup Until' value defines the date up to which
entries will be deleted, starting from the oldest audit entry.,

The 'Cleanup Until' calendar will only show the date period for which
audit entries exist,

Cleanup Until | SRR -

Cleanup Progress | 0% |

\ Start

Close i

Figure 8.2 - Delete Activity Journal

Select in the field "Cleanup Until" the day and time, up to on which the activity should be deleted, and confirm with
the button "Start". All activities, which are older than the selected time, will be deleted.
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Depending on the computing power of the database server as well as the size of the Activity Journal, the
delete process can take several minutes or up to one hour.

After the deletion, the activities of the database (and thus the table display) are deleted but the database still
occupies the same space on the hard disk of the database server. Therefore, following the deletion, a notification is
shown in which you can select whether the database should be compressed in order to release the hard disk space.

GAT Management Solution - Matrix Module N 3|

i 1t is advised to shrink your database after cleaning the audit log to reduce the size
of your database on your disk. Do you want to execute this action now?

|‘ Yes 5‘ i No il

Figure 8.3 - Should the database be compressed message

With the button "No", you return to the activity journal without compressing the database. With the button "Yes", the
following database window opens in which you can compress the database with the button "Shrink Database". The
compression process usually takes less than 1 minute.

Database Type |MsSql2005

Server Location | WEGR\SQLEXPRESS

Authentication | Windows

Database Name | GATMatrix3 Y. Create Database

& Database connection successful.

Last database backup: 6/30/2017 1:40:36 PM Restore Database Backup Database

< Shrink Database

OK

Figure 8.4 - Database information

When you shrink the database, the transaction log is truncated, and the applicable hard disc space is released. The
data from Matrix is retained by this operation.

You can also open the database window later anytime (select "Options" from the “Tools” menu) and shrink the
database.
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8.2 Generate reports

In order to generate a report of certain activities sort the list accordingly and mark the desired entries in the list. You
can mark several entries by clicking on the while holding the SHIFT or STRG key of the keyboard. To select all
displayed activities, press STRG+"A" on the keyboard. Next press the button "Report Selected" at the top of the list
to generate a report of the selected activities. In the report window you can choose to print the report, to export the
report to a file, to generate a PDF file from the report, or to send the report via email.
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9. AUTHORIZATION MANAGEMENT

Matrix offers the possibility to define different users having different levels of access in the application. This is done
by a simplified role base access control system. Every user can be assigned to exactly one role whereas the user’s
permissions are being inherited from the role. A role represents a collection of permissions for certain function
blocks in the application. Furthermore, the system allows overriding the permissions on user-level.

9.1 Function blocks

A function block is a group of simple actions (e.g., add a new time plan, assign personnel time plan at a certain door
etc.) in the application for which permissions can be granted at once. Depending on the function block, you can
assign Create, Read, Update and Delete (CRUD) or Execute (E) permissions.

Execution permissions can be assigned if the user should or should not be allowed to execute an action. An
example for this is the “Door Upload” function block. It does not make sense to define CRUD permissions for this
function block since nothing can be created or deleted.

On the other side, you can give CRUD permissions for the “Personnel Time Plan Management” function block. It is
possible to define that some users may only view the personnel time plans and others are also allowed to modify or

delete them.
[ Read (R) ]
The CRUD permissions are organized in a hierarchical way.
This means that it is not possible to give Update permission |
without having Read permission. The diagram on the right
L Update (U)
shows the organization of the access levels.

Matrix defines the following function blocks: ’ :

e Personnel Time Plan Management (CRUD) [ Create (C) ] [ Delete (D) ]
e Door Time Plan Management (CRUD)

e Organization Time Plan Management (CRUD)
e Bookings View (E)

e Door Upload (E)

e Door Import (E)

¢ Access Right Management (CRUD)

e Access Code Management (CRUD)

e Person Management (CRUD)

e Complete Door Initialization (E)

e Person Import Definition (E)

e Person Import Execution (E)

e Audit Log (E)

e Database Settings (CRUD)

e Special Rights Management (CRUD)

e User Management (CRUD)

¢ Role Management (CRUD)
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In addition to the CRUD and Execution permissions, you can give the Grant (G) permission for every function block.
The grant permission gives a user the possibility to pass the own permissions of a certain function block to another
user. Therefore, the user must have the grant permission for this function block and the role/user to which the
permission is assigned is a child of the logged-in user.

For the figure on the right side this would mean that a user Role C
with role A and Grant permission for a certain function block
would also be allowed to pass its own permissions to the |
roles B_1 and B_2. But the user cannot pass more

. . o . Role A
permissions than his own permissions. (A user cannot give
CRUD permissions if he only has RU permissions). |

[ renr ) [ ewnr )

9.2 Role management

262

A role represents a collection of permissions for the function blocks defined in the software. Roles are organized in
a hierarchical way. Every role is assigned to exactly one parent role and has multiple child roles. The hierarchical
structure defines who, is allowed to manage which roles and therefore which users. Users of a role can only
manage descendant roles and the users of these roles (as far as the user has the “User Management” permission
and the “Role Management” permission given).

Matrix comes with one superior role, the SYSTEM role. The SYSTEM role contains exactly one user, the SYSTEM
user who is allowed to do anything in the application. Every role is therefore a descendant of the SYSTEM role.

The maximum rights a role can have are the rights of its parent role. Removing a right from a parent role will also
delete the right from any descendant.

To define a new role, open the role overview by selecting the “Role Management” item from the menu. Clicking
“Add role” will open a window, where the settings for the role can be defined. Every role must have a unique name
and a description. The role ID will automatically be calculated and is only relevant when external applications are
involved. Furthermore, you have to select a parent role from which the new role inherits.

Depending on the parent role selected, you will or will not be able to set certain permissions for certain function
blocks. If you have completed your settings, proceed by pressing OK.

In the following figure it was possible to set permissions for every function block defined in Matrix. This is because
the logged-in user is the SYSTEM user, who has Grant permissions for every function block. With the option fields
behind the functions, it is possible do define which permissions shall be valid for which functions. The abbreviations
mean.

Creating data sets for the function

Reading data sets of the function

Updating/editing data sets of the function

Deleting data sets of the function

Executing actions in connection with this function
Granting permissions for this functions to other users

@MDC O
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® Edit Role

Parent Role
Role Name
Role Description

Role ID

AD Group

SYSTEM

Permissions D

Employees - UK

Standard employee in location UK

Name

GAT MS Matrix

Personnel Time Plan Management
Device Time Plan Management
Corporate Calendar Management

Assigning of Corporate Calendars to Locations

Bookings View

Show Personal Bookings
Door Upload

Door Import

Access Right Management
Time switches management
Access Code Management
Person Management
Complete Door Initialization
Person Import Definition
Person Import Execution
Audit Log

Database Settings
Database Cleanup

GAT Manager Settings
Spedial Rights Management
Booking Report Management
Relay Plan Management
Access Report

Reload Doors

Change license and update settings
Door Control Management
Optional field Management
Move doors

Move persons

Global settings

Visitor

Visitor Journal

Visitor Configuration
Visitor: Unlock cards
Export

Door Time Plan Management

0

LSS

RORRX

OmOx a

oo

o

LS

RONX

d

[NSESHSES|

Oom

c

LS

O

EISIELS|

oo

o

SLSLS|

RORRA

OomOx O

oo

m
[}

L]
5|

og oo oooo om

ROOO oOoo
00000000000 0000 00000000000000000oOooa

Cancel

a
X

Figure 9.1 — Role settings under the SYSTEM user
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NOTE! The "AD Group" field allows you
to select a group from the Active Directory
to assign via the role to the users in this
group. You do not have to create your own
user in Matrix for these users. For more
information see “9.4 Active Directory".

NOTE! For the last two fields in the
"General" section you can specify whether
users assigned to the role being edited
have the ability to create or edit existing
roles and other users.

In the following figure, the logged-in user only has Grant permission for four function blocks. Therefore, the user can

only grant permissions for these function blocks.

® Edit Role

Parent Role
Role Name
Role Description

Role ID

AD Group

Permissions

Employee UK

Technician UK

Standard technidan in location UK

D

Name

GAT MS Matrix

Access Code Management
Person Management

Spedial Rights Management
Booking Report Management

s}

™0

»

RO

Figure 9.2 - Role settings for a user with fewer grant permissions
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9.3 User management

A user is identified by a unique username and a password, which is used to prevent other people from login under
this user account. Every user in Matrix must be assigned to exactly one role. It is impossible to have users that are
not assigned to a role. The user will inherit the permissions from the role.

In addition, there is the possibility to override the permissions inherited from the role by explicitly setting permissions
for a certain function block for the user. These user permissions will also exist, if the permissions for the function
block are changed on role level.

When defining a user, you have to specify a unique username and also a display name for the user. The display
name will be displayed in the log files. Enter the password and also repeat the password once to be sure not to
have mistyped the password. If "User Auto Logout" is enabled, the user is automatically logged out of Matrix after a
period of inactivity. If this field is not checked, this function has no effect.

The user ID is automatically calculated and only relevant if external applications are involved. Lastly, assign a role
to the user. The permissions for the function blocks are set depending on the role to which the user is assigned.

Now, you can override the role permissions by explicitly setting user permissions in the table. Permissions that are
set explicitly on user level will be marked with ochre background. To clear an explicitly set permission, right click on
the given cell with the right mouse button.

® Edit User - E
Role Employee UK :
Username Tom Brown
Display name Tom Brown
Password e Generate

Password confirmation

Device ID

Use Auto Logout Vj Yes

User ID 2S5
Permissions id Name C R u D E

Personnel Time Plan Management O %]

VR Tane A Morgeme o NOTE! The "Device ID" field is important
Corporate Calendar Management [] D G [] b

Bookings View % when using GAT Mobile Access

Show Personal Bookings @ . .

Door Upload Management. This ID assigns the user to
Door Import D H H 1

e g = = their mobile device (smartphone, tablet).
Access Code Management O|o|Oo|O For more information, see the GAT Mobile
Person Management [Z @ La @

Complete Door Initialization O Access Management manual'

Person Import Definition D

Person Import Execution [

Audit Log O

Database Settings O O O

GAT Manager Settings O

Spedial Rights Management ¥ %] ¥ %]

The colored background for certain permissions indicates that this permission was explicitly set on

userevel. Changes to this permission at roleevel will have no effect on the rights of the user. To dear
the permission for this user, use the right mouse button and dick on a cell.

OK Cancel

Figure 9.3 - User settings
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9.4 Active Directory

With the Active Directory function, the users of Matrix can be authorized using their Active Directory details as
defined in their network. The advantage of this is that you do not need to create each user individually in Matrix. To
use the function, you must first activate it in Matrix and assign a role to the Active Directory group that the desired
users belong to.

NOTE! A corresponding license is required for this function.

9.4.1 Configuring the Active Directory function

» Select "Active Directory" from the "File" menu.

o The “Active Directory Configuration” window opens.

& Active Directory Configuration - OO

Enable external authentication [/]
Prefer external authentication [
Domain

Container

A container could be a Distinguished Name like: OU=Development,OlU=Software,DC=yourcompany,DC=com

Test connection

OK Cancel

Figure 9.4 — “Active Directory Configuration” window

» To use Active Directory, select the "Enable external authentication" option.

» Both external authentication via Active Directory and internal user identification can be used. If you prefer to use
the Active Directory for authentication, select the "Prefer external authentication" option.

» In the "Domain" field, enter the name of the network domain.
» Click on "Test connection".

o All Active Directory groups are displayed in their domain.
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& Active Directory Configuration

Enable external authentication
Prefer external authentication []

Domain ———

Container

A container could be a Distinguished Name like: OU=Development,0U=Software,DC=yourcompany,DC=com

Test connection
Connection successful.
Found aroups
Name

Found users

Name

OK Cancel

Figure 9.5 — Active Directory groups and users

» When you select a group, the users in this group are displayed on the right.
» Right-click on a group name that contains the users who can log into Matrix.
o A pop-up menu with "Use this Distinguished Name" is displayed.

» Select this menu item.

o The group is entered as a Distinguished Name in the "Container" field. As a result, only this group
name is displayed during role definition. Otherwise, all groups are shown in the Active Directory.

» Confirm with "OK".

» You now have to create a role. To do this, select "Role management" from the "File" menu.

» Create a new role via the "Add role" button or edit an existing role via the "Edit role" button.

® Edit Role B8 X

Role Name AD

Active Director
Role Description deins L

Role ID 4%
AD Group Employee v
Permissions D Name C R u D E G
S Matrix
Personnel Time Plan Management @ @ D
Device Time Plan Manacement 7 7 7 [ M

Figure 9.6 - Assigning a group from Active Directory to a role

» In the "AD Group" field, select the desired group from the Active Directory.
» Define the rights for the users.

o The users in the selected group now have the rights defined in the role and can log in to Matrix using

their usernames and passwords.
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10. LICENSE MANAGEMENT

The functions that can be used in Matrix are managed through licenses. A license contains information about, e.g.,
whether a function can be used in the software or how many terminals you are allowed to manage. If no valid
license is provided for a certain function, the settings in the authorization system will have no effect, since the
function cannot be used because of the missing license. For the acquisition of a license, please contact your

reseller.

To begin, Matrix is set to run in demo mode. In this mode, only certain functions
can be used. The default values of the functions that can be licensed will apply, Demo

as stated in the following paragraphs. The software has to be licensed within14
days of installation at the latest. Otherwise, the software will refuse to run.

Licensing the software is achieved by a base license that can be purchased

Base License

doors and additional functions that can be managed. After the license key

from your reseller. The base license includes the number of online / offline [ License }

extension of the software, you can use the software for another 14 days before

you need to activate the software. An activation code is required for activation. Activation

The activation code is bound to your computer using a hardware ID, whereas

the hardware ID allows a unique identification of your computer. Activation can st
be completed automatically online (see "10.4 Product activation").

NOTE! The hardware ID does not contain any data about the configuration of

your computer.

Besides the base license, you can acquire extension licenses that allow the usage of further functions of the
software (e.g., report generator). Extension licenses do not require activation.

10.1License overview

The following functions in Matrix can be licensed:

Base license

- Number of online and offline doors (default: 1 online door)

Expansion licenses
- RW and Additional Functions:

- Door Management:
- Export Plugin:

- Multi-Site Capability:
- SAP Interface:

- LDAP Integration:
- TBS Integration:

- License Plate Recognition:

www.gantner.com

Additional functions including the CardNET function, additional number of
controllable doors, and the report designer.

For door control.

See "12 MATRIX EXPORT".

See "5.9 Multi-site policy".

A license for importing in the SAP CC1 format and a license for the SAP HRPDC
format are available (see "5.7.2 Importing via SAP).

Active Directory interface (see "9.4 Active Directory").

Interface for integrating the TBS biometric reader and software (see "5.6.8 TBS
system (biometrics)").

Vehicle license plate as data carrier (see "5.6.10 Settings for license plate
recognition").
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To show the license overview window, choose “Help" = "License Information”. The window as shown in Figure 10.1
will appear. The window shows the base license, the hardware ID of your computer as well as the activation code.
In addition, you see the time remaining until licensing / activation of your software is required.

&9 GAT License Manager x

Overview  License details Add license

License overview Gantner

I.icense Code: B 25E (i1 e B e i i
Hardware ID: PEREARINNDLOIFRHDAE3
Activation Code:  FFASIAKAS AR NI IALINCASAIN T

Your license is unlimited valid

Figure 10.1 - License overview

10.2License details

Choosing “License details” from the toolbar will show the following window where all the licenses acquired will be
shown.

€9 GAT License Manager x

Overview | License details | Add license

License details

The following list contains all the functions available on your current software license.
Also displayed are functions available on an upgraded license. Move the mouse cursor
over the license code for detailed information.

Functionality Valid untl | License Code

Base Licence | Unlimited | <2004 ORCOCCCtocy I8
RW and Additional Fun...| Unlimited | BSSSaRalceIinasTestinsndiss |
Door management Unlimited | elstededytalalleabistits 2aite nl Catetet s 16
Visitors management Unlimited | EASRADISEr RSBl DO Sy 3t s
Export Plugin Unlimited | FOEERA3CA0 IR0 IAD 0SB 0EIaDE
Multi Site Capability Unlimited = @GSeRBat0@ faliilenrornnidnas
SAP Interface Unlimited | 90 IeR5I 84 ] QA S AIFsE0 5
LDAP integration Unlimited | 48000 Seai Rlnass i isabaiamns -

Figure 10.2 - License details
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For each function that can be licensed, the corresponding license code will be shown. “Functionality” in this context
stands for a collection of simple functions that can be licensed by a single license code.

Moving the mouse over the license code will show these simple functions (e.g., Online Door Limit, Report
Generator, etc.) and their state (e.g., enabled disabled, etc.).

10.3 Adding licenses

The button “Add license” is used to add new license codes to the software.

&9 GAT License Manager

Overview License details | Add license

Add license

Please choose how you want to add new license codes

T? Add licenses

i A
<// Import Licenses

Back

Figure 10.3 - Adding licenses

You can either choose “Add Licenses” and afterwards enter all the license codes in the textbox, or otherwise
choose “Import Licenses” and select the license file received from your reseller.

With additional licenses, e.g., for door control, it is possible that the license is only valid for a certain period, e.g.,
until the end of 2020. This is shown in the license details window (see Figure 10.2).
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10.4 Product activation
The button “Activation” is used to activate Matrix.

NOTE! It is not possible to work with Matrix if the software is not activated within the 14-day period.

Activation is possible online or by phone (see the following steps for both options).
» For online activation, select "l would like to activate my product over the internet" and click "Next".

x LiJ) GAT License Manager

L3 GAT License Manager
Overview License details Add license | Activation

Overview License details Add license |Activation

Product activation Product activation

Flease choose your preferred activation method
Company name
Your name
I (O I would like to activate my product over the internet I
-> Please enter the name of the company for which the license was issued as well as your

(O 1 already have my activation code and I would like to enter it ! comp
name to continue with the activation,

Abort Back

Figure 10.4 - Product activation online — Steps 1, 2

» Enter the name of your company and the responsible person and select "Next".

L3 GAT License Manager

Overview License details Add license | Activation

Product activation

Hardware ID = _

Base license =

Activation Code

Your activation is being processed ...

Badk

Figure 10.5 — Product activation online — Step 3

Here you will see the hardware ID number of your installation and the base license code. The activation
code is automatically requested from the GANTNER license server.
» If the query does not work (e.g., if the license server cannot be reached), the following window is displayed.

o
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L&) GAT License Manager X

Overview License details Add license | Activation

Product activation

Hardware ID ——

Base license e —— —
One time key 664070

Activation Code

‘Your license could not be activated automatically. Please perform a manual activation on

the web page shown below and use the 3 required values shown on this page. Copy the
received activation code above and dick 'Next',

https: ficense. gantner.com: 3803
Back

Figure 10.6 — Product activation online — Step 4

o A code is displayed in the "One time key" field that is only valid for a short time. You can use this code to
complete the activation manually.

» Open the website of the GANTNER license server by clicking on the displayed link or enter the address
"https://license.gantner.com:8803" manually in a browser.

gantner.com:

Gantner
License Activation

Hardware Id

5DF

License code

el = _— —

One time key

494566

Company for which the license was issued

Gantner

Your name

Role=

Request activation code

Your activation code:
AlAST= — =

i Copy to clipboard

BANTNER Elsctronic GmbH, Bundssatr. 12, A-6714 Nikzidera
Tel. +43 5552 32044, info@gantner.com, www.gantner.com

v11.1.0

Figure 10.7 — Product activation online — Step 5
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o  The activation code is generated and displayed.

Gantner

» Enter the information here as displayed or entered in Matrix and select "Request activation code".

» Copy this code into the activation window in Matrix (see step 4) and confirm with "Next".

o If entered correctly, Matrix is now activated, and a corresponding notification is displayed.

» For telephone activation, select "l already have my activation code and | would like to enter it" and click "Next".

L3 GAT License Manager

Overview License details Add license | Activation

Product activation

Flease choose your preferred activation method

(O I would like to activate my product over the internet

I () 1 already have my activation code and T would like to enter it I

Abort

->

L& GAT License Manager

Overview License details Add license | Activation

Product activation

Flease enter your Activation Code into the respective fiald.

Hardware ID ——

Base license —

Activation Code =

Back

Figure 10.8 — Product activation via telephone activation code

» You will receive the activation code after sending your base license and hardware ID (first two fields in the

window) to your sales partner.

o Atfter receiving the activation code, enter it into the "Activation Code" field then press "Next". If the
code was entered correctly, Matrix is activated.

HB_Matrix—EN_71
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10.5Licensing for SALTO doors
When using SALTO doors, they do not have to be included in the Matrix license.

However, a corresponding license for the ProAccess SPACE software is required for the SALTO doors. This license
must consist of a general license such as "SPAONLINE", which includes at least option 0008 "Automatic Key
Assignment" and option 0018 "SHIP Interface". Depending on the customer's needs, additional options can/must be
added (e.g., 0033 "BlueNET").

The following figure shows an overview of the licenses available for ProAccess SPACE. For the most up-to-date
information on ProAccess SPACE licensing, please refer to the ProAccess SPACE documentation.

SPABASIC SPAONLINE SPAIDSYS SPAPART SPADEMO SPATRIAL
Users 4 000 000 4000 000 4000 000 4 000 000 20 4 000000
Doors 65 000 65000 65 000 65000 20 85 000
Expiration period No expiry No expiry No expiry No expiry No expiry 90 days
Functions
OPT-Nr
Lockers 0001 Included
Oniine Monitoring 0004 Inciuded
Lockdown 0005 Not included
Anfipassback 0006 Not included
Event Stream 0007 Not included
Automatic Key Assignment 0008 Not included
Roll Call 0008 Not included
Limited Cccupancy 0010 Not included ! d Included Induded
Card printing module 0012 Not included Not included Included
\Visitors management 0013 Possible add-on | Possible add-on clude Included Included
Department Operator 0011 Not included Not included Not included ncluded Included
Locations & Function 0015 Possible add-on | Possible add-on | Possible add-on | Possible add-on Included
Mobile users module 0018 Possible add-on | Possible add-on | Possible add-on | Possible add-on Included
Database Synchronization 0017 Possible add-on | Possible add-on | Possible add-on | Possible add-on
SHIP Integration o018 Possible add-on | Possible add-on | Possible add-on | Possible add-on
Graphical Mapping compatiblity 0019 Possible add-on | Possible add-on | Possible add-on | Possible add-on =
SAM Custom Keys 0020 Inciuded included Included Included Included
SAM Custom Keys defined by user 0029 Possible add-on | Possible add-on | Possible add-on | Possible add-on Not included
RFnet wireless 0021 Possible add-on | Possible add-on | Possible add-on | Possible add-on Included
Alarms & Communication 0032 Possible add-on | Possible add-on | Possible add-on | Possible add-on
SALTO BLUENet wireless 0033 Possible add-on | Possible add-on | Possible add-on | Possible add-on
Elevator integration feature 0035 Possible add-on | Possible add-on | Possible add-on | Possible add-on
SALTO BLUENet wireless Lockers 0036 Possible add-on | Possible add-on | Possible add-on | Possible add-on
Attendance Reporting 0037 Not included ncluded In
Hotel module 0022 Possble add-on | Possible add-on | Possible add-on | Possibie add-on ncluded
BAS Integration 0023 Possible add-on | Possible add-on | Possible add-on | Possible add-on ncluded
Mobile Guest Keys 0028 Possible add-on | Possible add-on | Possible add-on | Possible add-on ncluded

Table 10.1 - Licenses for ProAccess SPACE

If SALTO doors are also to be displayed and controlled in Matrix Door Management ("Door Control"), the number of
SALTO doors must be considered in the Door Management license.
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NOTE: If SVN data carriers are used and the correct type is selected ("SVN GANTNER") in ProAccess SPACE, the
options 0020 and 0029 are no longer required.

B SALTO Space

Access points v Cardholders v

Keys v Monitoring v Hotel ~

Tools ~

System ~

ACTIVE KEYS

Mifare Classic

SN

Mifare Plus

v DESAre

I

o& SAM & Issuing options

SAM & Issuing Data In-memory code

DESFire
SAM Data

Legic Prime
Legic Advant

HID ICLASS

NN N BN

HID SEOS
Ultralight C
ICode

Tag it

Format | Gantner v |

Key

Credential Access Data

READ SAM CARD

e
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11. PERSONS IMPORT SERVICE

The person import service is used to execute an automatic import of persons to Matrix. The import will also be
executed if Matrix is not running since the application is running as a windows server. Further, the service can
immediately load the imported persons to GAT ACE and, if used, ProAccess SPACE. The persons can immediately
access the doors since their access rights are inherited from the person group that they were imported to.

For the installation of the person import service you have to execute the “SetupPersonImportService.exe” file
and follow the instructions of the setup wizard. The installation of the import service must not be on the same
computer as the one where Matrix is installed. It is only important that the computer, on which the service is
installed, has access to the file containing the persons that should be imported and also to the synchronization
directory with GAT ACE / ProAccess SPACE.

The setup will then install a service called “Matrix - Person Import Service” on your system. In the service control
center, you can modify the settings (user account the service is running) according to your needs.

8y GAT Management Service Gestar...  Automatisch Lokales Syskem

AT Makrix - Person Impott Service Aukomatic im...  Gestar... Aukomatisch

%GF\T ST220 Service Gestar...  Automatisch

Figure 11.1 - Details of the windows service control center with the Matrix - Person Import Service

In the next step you have to configure the database settings of the service. Therefore, start with configuring the
database settings for Matrix. Afterwards, you copy the file “hibernate.cfg.xml” from the user’s application data
directory:

From Windows 8: C:\Users\%%username%%\AppData\Roaming\GAT\Matrix

From Windows Server 2008: c:\Users\%%username$%\AppData\Roaming\GAT\Matrix

To the installation directory of the import service:
For 32-bit Windows: C:\Program Files\GAT\Matrix - Person Import Service
For 64-bit Windows: C:\Program Files (x86)\GAT\Matrix - Person Import Service

The configuration of the service is now complete.

For further configuration of the import service, you can use Matrix as explained in chapter "5.7 Import persons". The
service will automatically apply the settings once you change them in Matrix.

NOTE! For the Matrix Import Service (for personnel and booking import) the settings of Matrix are used for the
connection to the database server and for the database authentication mode. For this reason, it is recommended to
use the "Mixed Mode (SQL Server Authentication and Windows Authentication)" for the registration at the SQL
server. If this is not possible and the Windows details for user login are used (e.g., with Active Directory), then the
Matrix Person Import Service must run under the same Windows user and not with the default "System" user. For
more information see chapter "3 INSTALLATION" and Appendix A.
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12. MATRIX EXPORT

The Matrix Export plugin allows you to export usage reports for services used in the access system, e.g., for parking
or food expenses. This is done by calculating the number of entries into the parking garage or the food expenditures
using a terminal or reader.

An additional function of the export plugin is the ability to export the Matrix personnel data to a file.

» To install the Export plugin, run the "setup.exe” file in the "GAT-Matrix-Export vxxxxxx" directory found on
the installation data carrier.

o The installation wizard starts, which guides you through the installation.

[ 1) GAT Matrix Export Setup ool nfo |

Welcome to the GAT Matrix Export Setup
Wizard

The Setup Wizard will install GAT Matrix Export on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Gantner

technologies

Figure 12.1 - Installation of the Matrix Export plugin

» Click on "Next" and follow the instructions. You can click on the "Next" button to install the plugin with the default
settings. The export plugin is installed in the Matrix directory (default: C:\Program Files
(x86) \GAT\Matrix\Plugins).

» If Matrix is already running, exit Matrix.
» Start Matrix and log in.

o The “Matrix Export” icon is displayed in the toolbar.

File Tools Plugins Help

@ [ & |8 9

Dashboard Access Rights| GAT Matrix Export |Door Control Bookings

» Click on the “Matrix Export” icon.
o The Matrix Export plugin starts.
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[ GAT Matrix Export - [m] x

Export type UsageReport -

Usage Report

@ Frequent
- a v Starting from | 21.01,2018 A

for 13

Month v

() Once

[] Export invalid bookings
Maximum amount of bookings in one day
Special day type Amount of bookings Time from Time to
3 12
Tuesday 1|00:00 2359
Wednesday 1|00:00 23:59
Thursday 1|00:00 23:59

Next =

Ok Cancel

Figure 12.2 - Matrix Export — Main window

There are three export types available:
- "Usage Report" = Export of the usage report
- "Person Export" = Export of the personnel data

- "EcoLockManagerExport" = Export of personnel data in a .csv file for use with GAT ECO.Lock Manager software.

For all export types, different settings, such as the type of exported data, the selection of the export file, and the
export time, etc., are available. These settings are defined on different windows, which are explained in the
following pages. The settings are saved so that they do not have to be re-entered when the export plugin is used
again.

12.1Usage report

This type of export contains the bookings made by persons at selectable devices during a selectable period, thereby
allowing you to calculate, e.g., parking usage or food expenses.

» Select "UsageReport" in the "Export type" field.
» In the "Calculation range" field, select the period during which the usage number is counted and totaled.
- Frequently: Counting is from the date entered for the period entered in the field below (in picture = 1 month).

- Once: Here you can define a calculation period with a specific start and end date.
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» The "Export invalid bookings" option allows you to also export invalid bookings, e.g., if the personnel number is
missing or not valid. When this option is not selected, these invalid bookings are not exported.

» In the "Maximum amount of bookings in one day" field, you can specify the maximum number of bookings per
calendar day (weekdays and special days). In addition, a period can also be defined per day that calculates only
the bookings in this period.

Parking Use Example: When a value of 1 is set for each weekday (Monday to Friday) and 0 set for Saturdays,
Sundays, and special days, this means that one parking garage entry is counted per day, even if the person

enters and exits the garage several times. No parking garage entry is counted on weekends and special days.
The total is then calculated from the number of entrances entered (max. 1 per weekday) for the defined period.

» Click on "Next".

o The following window is displayed.

[] GAT Matrix Export — m} <

Export type | UsageReport -

Doors to consider
In this page you can select the doors that will be considered for the export.

Selected Host Id Address Name
- - e

Blro WINET FI.2.1
Office WiNET Fl. 1.2

Storeroom 2.1
Material Fl. 12
RAD Austritt

P

B0
7ol
30

=

Hintereingang Ost

=

Hintereingang Nord
Offline SR 2

OD00ONRNERNFREXRE X EE

07|17
205 Office 1.5
216 | Office 1.16
223 Office 1.23
211 | Office 1.11
<Previous | | Next>
oK Cancel

Figure 12.3 - Matrix Export — Usage Report, settings page 2

» Select the devices where use of the personal data carriers is to be counted, e.g., for parking garage entry, select
the garage entrance terminal, or for food calculation, select the terminal/reader controlling the food service.

» Click on "Next".

o The following window is displayed.

] GAT Matrix Export - m} o

Export type | UsageReport -

General export settings
In this page you can configure a view general settings for the export.

Date time format 09.12.2014 13:37:59
Fixed Columns
Display name Value Description

#* X

Figure 12.4 - Matrix Export — Usage Report, settings page 3
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» In the "Date time format" field, define the formatting for the display of the date and time during export. The
default formatting is used without input here. An example of the current date and time formatting is shown to the
right of the input field. The formatting is entered analogously to the definition in Office programs.

Examples: "dd.MM.yyyy hh:mm:ss" = "09.07.2017 16:40:20" or
"ddd, d. MMMM yyyy, hh:mm" = "Tue, 9. July 2017, 16:40"

» In the "Fixed Columns" field, you can define the columns for export, which should always have a constant value.
For example, in the first column, always enter "P1" for parking space 1, enter "Name1" (displayed in Matrix) and
"P1" in "Display name". The column must be set as column 1 (see below).

» Click on "Next".

o The following window is displayed.

GAT Matrix Export — O X
P

Export type |UsageReport

Scheduler
In this step you can schedule the automatic export.

Disabled
[ isable Time of day | 15:20 -

(@ Daily

(O Days of week

(O Days of month
() Spedial days
(O Days interval

O Time interval

< Previous

OK Cancel

Figure 12.5 - Matrix Export — Usage Report, settings page 4

» Here you can set a specific time for Matrix to perform the export automatically. Select the type of period on the
left and enter the desired time on the right.

» If you want to perform the export manually rather than automatically, select "Disabled".
» Click on "Next".
o The following window is displayed.
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Iil GAT Matrix Export

Export type |UsageReport

Destination file
Destination

Separator

Encoding

Culture

File handling

IciFileHandlingInfo
Export fields
Field

Personalumber

Persanhame

Export configuration

Semicolon -
IciFirstRowHasHeaders [ First row has headers

DoMothing -

Show preview

Perform export

Preview

Export Sort order

LJ -
1 i I

< Previous

oK Cancel

Figure 12.6 - Matrix Export — Usage Report, settings page 5

» Define the type of export file in the fields under "Destination file".

Destination:

Separator:

Encoding:

IcFirstRowHasHeaders:

Culture:

File handling:

Click on the "..." symbol. A window opens where you must enter a folder and file
name for the export file. Matrix must have write permission for the folder.

Select the character for separating the individual columns in the export file. By
selecting "[Other]", you can enter a specific separator in the field to the right.

Select the type of character encoding for the export file (ANSI, Unicode, or
ASCII).

When selected, this option enters the column headings in the first line of the
export file.

Here you can change the language of the export file (e.g., en-US for America or
de-DE for Germany).

The "DoNothing" option saves the export file as specified in the "Destination”
field.

The "Append Date and Time" option adds the date and time to the file name.
The "Prefix / suffix" field allows you to enter characters that will be added to the
beginning or end of the file name.

» Under “Export fields”, select the fields to be exported in the "Export" column. The "BookingsCount" field contains
the number of bookings for each data carrier and period.
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» You can specify the order of the fields in the export file from left to right in the "Sort order" column. The columns
are ordered from left to right starting with the lowest number. The sort order is assigned automatically when the

fields are selected, or you can adjust the order manually by changing the numbers.

» Click on "Show preview" to preview the export file in the right field.

o The individual persons or data carriers with the selected fields are displayed.

El GAT Matrix Export

Export type UsageReport

Export configuration

|ciFirstRowHasHeaders [ First row has headers
Culture en-Us
File handling

DoMothing

lciFileHandlingInfo

Export fields

Field Export

PersonMame ]
PersonalNumber
CalculationRangeFrom
CalculationRangeTo
BookingsCount

Show preview

Perform export

Destination file

Destination C:\Users\wegr'\Desktop'Persor -+
Separator Semicolon -

Encoding ANST

Sort arder

Preview

12345,26.05.2017 14:10:46:25.06.2017 14:00:45;21
123457,26.05.2017 14:10:46;25.06 2017 14:00:45;16
112221;26.05.2017 14:10:46;25.06 2017 14:00:45:19

OK

< Previous

Cancel

Figure 12.7 - Matrix Export plugin — Usage Report export preview

» If you want to export now, click on "Perform export".

» Alternatively, click on "<Previous" to scroll through the settings pages to change settings, e.g., when the preview

does not look as desired.

» Press "OK" to confirm the settings. The Matrix service will perform the export according to the settings at the

specified times.

defined directory accessible and writable.
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12.2Person export

This type of export contains all the personnel information in Matrix, which can be individually configured and
exported for each person.

» Select "PersonExport" in the "Export type" field.

o The following window is displayed.

= e o S| e

Export type | Personexport v
Person export |

Datetime format 09.12.2014 13:37:59

Fixed Columns
Displayname Value Description
* X

Next >

OK Cancel

Figure 12.8 - Matrix Export plugin — Person export, settings page 1

» In the "Date time format" field, define the formatting for the display of the date and time during export. The
default formatting is used without input here. An example of the current date and time formatting is shown to the
right of the input field. The formatting is entered analogously to the definition in Office programs.

Examples: "dd.MM.yyyy hh:mm:ss" = "09.07.2017 16:40:20" or
"ddd, d. MMMM yyyy, hh:mm" = "Tue, 9. July 2017, 16:40"

» In the "Fixed Columns" field, you can define the columns for export, which should always have a constant value.
For example, in the first column, always enter "P1" for parking space 1, enter "Name1" (displayed in Matrix) and
"P1" in "Display name". The column must be set as column 1 (see below).

» Click on "Next".

o The following window is displayed.
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Export type | Personexport

Scheduler
In this step you can schedule the export.

[[J pisabled
@ Daily
O Days of week

Time of day | 17:20

will continue on the next day.
O Days of month

O Spedal days
O Days interval

O Time interval

OK

A task of this type will be performed each day at the entered time. If the Service is not running at this time, the task will not be performed and

< Previous

Cancel

Figure 12.9 - Matrix Export plugin — Person export, settings page 2

» Here you can set a specific time for Matrix to perform the export automatically. Select the type of period on the

left and enter the desired time on the right.

» If you want to perform the export manually rather than automatically, select "Disabled".

» Click on "Next".

o The following window is displayed.

=

Export type |Personexport

Destination file

Preview
Destination [x] I
Separator Semicolon %
Encoding ANSI v

|iFirstRowHasHeaders [] First row has headers

Culture v
File handiing DoNothing v
Defines what to do with the
IdFileHandlinaInfo file after the export has
Export fields
Field Export Sort order
Firsthame 1 13-
LastiName ] -1
DisplayhName J -1
Title | 1 -
Show preview
Perform export

OK

< Previous

Cancel

Figure 12.10 - Matrix Export plugin — Person export, settings page 3
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» Define the type of export file in the fields under "Destination file".

- Destination:

- Separator:

- Encoding:

- IcFirstRowHasHeaders:

- Culture:

- File handling:

Click on the "..." symbol. A window opens where you must enter a folder and file
name for the export file. Matrix must have write permission for the folder.

Select the character for separating the individual columns in the export file. By
selecting "[Other]", you can enter a specific separator in the field to the right.

Select the type of character encoding for the export file (ANSI, Unicode, or
ASCII).

When selected, this option enters the column headings in the first line of the
export file.

Select here the language of the export file (e.g., en-US for America or de-DE for
Germany). If the date format was entered manually in the previous window
(Figure 12.8), it has a higher priority and the Culture setting selected here will be
ignored for the date.

The "DoNothing" option saves the export file as specified in the "Destination"
field.

The "Append Date and Time" option adds the date and time to the file name.
The "Prefix / suffix" field allows you to enter characters that will be added to the
beginning or end of the file name.

» Under “Export fields”, select the fields to be exported in the "Export" column.

» You can specify the order of the fields in the export file from left to right in the "Sort order" column. The columns
are ordered from left to right starting with the lowest number. The sort order is assigned automatically when the
fields are selected, or you can adjust the order manually by changing the numbers.

» Click on "Show preview" to preview the export file in the right field.

o The individual persons or data carriers with the selected fields are displayed.

Export type | Personexport

Destination file
Destination
Separator Semicolon

Encoding ANSI

Culture enUs

File handling DoNothing
|dFileHandlinaInfo
Export fields
Field Export
PersonStatus 1
Durchwahl ]
Parking Place %]
FirstName 7]
Show preview
Perform export

D:\Share\Matrix 2.4Bac -+

|cFirstRowHasHeaders [] First row has headers

1;Standard;

13;1;Standard;
1S

ndard;
;1;Standard;
;8;1;Standard;

;1,5
1;5ta

P1;;PP.;PP. ;Ing.;
PL;T.;Test;Test T.;i:;

Sort order

5 -
1
1
2|~

< Previous

oK Cancel

Figure 12.11 - Matrix Export plugin — Person Export preview
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» If you want to export now, click on "Perform export".

» Alternatively, click on "<Previous" to scroll through the settings pages to change settings, e.g., when the preview
does not look as desired.

» Press "OK" to confirm the settings. The Matrix service will perform the export according to the settings at the
specified times.

In order for the automatic export of the Usage Report to function, the Matrix service must be running and the
defined directory accessible and writable.

12.3 Exporting the personnel data for GAT ECO.Lock Manager

This type of export contains all the personnel information in Matrix. This data is saved in a .csv file that is formatted
to be used with the GAT ECO.Lock Manager software.

» Select "EcoLockManagerExport" in the "Export type" field.

o The following window is displayed.

0 GAT Matrix Export 2

Export type :EcoLockManagerExport

Scheduler
In this step you can schedule the export

[] Disabled

Next >

OK Cancel

Figure 12.12 - Matrix Export plugin — GAT ECO.Lock Manager Export, settings page 1
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» Here you can set a specific time for Matrix to perform the export automatically. Select the desired time interval
on the left and enter the time on the right.

» If you want to perform the export manually rather than automatically, select "Disabled".
» Click on "Next".

o The following window is displayed.

Export type | EcoLockManagerExport

Export configuration

Configure the destination of the export file

Destination | C:\Users\Desktop\Person_Export_Matrix_2019.csv

< Previous Export

OK Cancel

Figure 12.13 - Matrix Export plugin — GAT ECO.Lock Manager Export, settings page 2

» Define the path and file name for the export file in the "Destination” field. You can enter this information manually
or click on the "..." symbol, which opens a window where you can enter a folder and file name for the export file.
Matrix must have write permission for the folder.

» If you want to export now, click on "Export".

v

Alternatively, click on "<Previous" to scroll through the settings to change settings.

» Press "OK" to confirm the settings. The Matrix service will perform the export according to the settings at the
specified times.

In order for the automatic export of the Usage Report to function, the Matrix service must be running and the
defined directory accessible and writable.
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13. DATA PROTECTION

13.1 General Data Protection Regulation (GDPR)

As of May 25, 2018, the EU’s General Data Protection Regulation (GDPR) will apply. The new regulations affect all
companies that process personal data. The GDPR regulates the handling of personal data and specifies the
conditions under which companies may process this data (e.g., employee data). The GDPR affects single-person
companies as well as large companies.

The content of the GDPR is based upon seven principles that can be used to orientate data protection efforts.
These are:

- Principle of Storage Limitation

- Principle of Data Minimization

- Principle of Purpose Limitation

- Principle of Accuracy

- Principle of Integrity and Confidentiality

- Principle of Accountability

- Principle of Lawfulness, Fairness, and Transparency

Definitions of Personal Data and Data Processing

Personal data includes all data that directly or indirectly allows you to draw conclusions about a specific person,
e.g., email, name, photo, etc. Sensitive personal data is personal data that is particularly worthy of protection, e.g.,
biometric or genetic data. However, information on ethnic origin, political opinion, trade union membership, religious
or philosophical beliefs, health, and sexuality are also considered sensitive.

Data processing means the viewing and saving of data as well as any automated or manual form of processing. A
data application exists when personal data is fully or partially automated.

It is therefore clear from these definitions that the GDPR is relevant for access control. The following sections
outline what has to be done with regard to access control and what options Matrix offers. The instructions are
summarized in the following sections.

13.1.1 Perform an inventory analysis

Check which data in your time recording or access control system is recorded and saved. Inquire about the purpose
for which the data is needed, how long it is stored, and who has access to it. Also, check whether the data is being
shared externally with anyone.

Access control can often work with only a name (which could also be anonymized) and an ID number. However,
sometimes additional fields, e.g., a PIN code, are included in order to ensure greater security. Additional
information, stored in optional fields for example, are not directly relevant to the access control decision. In these
instances, it is necessary to check whether this data needs to be stored in the software system.
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13.1.2 Create a processing directory

After completing the inventory analysis, a processing directory must be created. The processing directory is one of
the key innovations of the GDPR and replaces the current data processing messages. Among other things, it must
include the names and contact details of the persons responsible, the purpose of the data processing (access
control), the categories of persons concerned and personal data, the categories of recipients, and the description of
the data security measures.

The category of persons concerned are normally employees. In exceptional cases, suppliers or customers can also
be managed by the access control system.

In access control, GANTNER has paid attention to the Principle of Data Minimization and the Principle of
Purpose Limitation. Only data that is necessary for the operation of the systems is stored. Essentially, an ID
number, which is used as an identification feature, and the name of the person are stored. Other data, e.g., a PIN
code or personnel number, is optional and serves to increase security or provide convenience. By default, no
sensitive data is stored in the systems. The exception, however, is when fingerprints are used in the system. This
data is biometric data.

The access control data is normally not passed on to other systems. The time recording data is passed on to the
time recording software for processing after being acquired.

The Principle of Accuracy of the data must be in the interest of the system operator, since in the end, the security
of the company or the accounting for personnel expenditure depend on it. The Principle of Integrity and
Confidentiality of the data is ensured via the user management system in Matrix by allowing only authorized
persons to access the software and by limiting the software users to access only the data needed to perform their
tasks.

13.1.3 Data protection impact assessment

A data protection impact assessment is normally not required because there is no high risk to the rights and
freedoms of natural persons. Known technologies are used and there are no systematic evaluations and
assessments of personal aspects. If using fingerprints, an individual consideration for each situation is
recommended.

13.1.4 Comply with information requirements and declarations of consent

Persons affected by data processing must be able to be informed about this (what, who, for what purpose, how
long, where?). Likewise, data subject rights (e.g., information, deletion) must be met promptly, i.e., within one month
at the latest.

The consent of persons for the use of the personal data for the purposes of access control and time recording

should be defined in a service contract or works agreement. This will ensure the Principle of Lawfulness,
Fairness and Transparency is upheld.
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The data storage period depends on the requirements for access traceability as well as the present/absent bookings
that you need in your company. By deleting data, the Principle of Storage Limitation can be met.

Available from version 4.1 of Matrix onwards are three important options that meet the requirements of the GDPR:

- From version 4.1, it is possible to automatically delete the access bookings after a configurable time period. For
the deletion, it can be defined whether personal bookings or system-related bookings are deleted. Different time
periods can be set for both types of bookings.

- The log recordings for user activities can also be deleted after a configurable time period.

- The right to be forgotten was also considered. For example, personal data is completely deleted from the
database when it is deleted. Previously, the persons were set to inactive so that the correct names for the display
of bookings were still available. In version 4.1, it is possible that a name is not displayed if the booking creation
and the deletion of the person overlap in time.

If you have designated a data protection policy leader in your company, fulfilled the legal framework, taken technical
and organizational measures, and created the documentation, you can also comply with the Principle of

Accountability and are well prepared for meeting the GDPR.

In summary, we would like to point out that with Matrix version 4.1 or later you can easily comply with the GDPR.
Please do not hesitate to contact your sales representative if you have any questions or concerns.
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APPENDIX A: INSTALLATION OF sQL
SERVER

@ This section outlines the most important points for the installation of Microsoft® SQL Server® 2019 Express. To

l configure them, you can use MS SQL Server Management Studio Express, which can be downloaded from
the Microsoft homepage. Database servers allow many more configuration options. Contact your database
administrator for advanced configuration settings.

Matrix requires a database server with database for storing personnel data, etc. You can use a free Express version
of Microsoft SQL Server. The Microsoft® SQL Server® 2019 Express version is included with the Matrix installation
package. It is also possible to use an existing database server for Matrix.

NOTE! It is recommended to install Microsoft SQL Server Management Studio to create an ideal environment for
Matrix support and maintenance tasks.

The installation of the Microsoft SQL Server can be completed during the installation of Matrix or by clicking on a
separately downloaded setup file. The installation assistant will guide you through the installation of Microsoft SQL
Server.

After confirming the license conditions, the "Setup Support Files" are installed, and the installation wizard opens.
The individual installation steps are displayed to the left and the editable settings for the current installation step are
displayed in the middle of the window. First, you are asked whether you want to use Microsoft Update to check for
updates. It is recommended to select this option. Then click "Next".

» The following window opens with a selection of components to install ("Feature Selection").

% SOL Server 2019 Setup — [m| X
Feature Selection
Select the Express features to install.

Install Rules

7 + £ 1
Feature Selection @ Looking for Reporting Services?  Download it from the web

Feature Rules Features: Feature description:
Inst Configurati - - -
R * || The configuration and operation of each A
Server Coenfiguration Database Engine Services instance feature of a SOL Server instance is
Database Engine Configuration erver Replication isolated from other SOL Server instances, SQL v
Feature Configuration Rules [ Machine Learning Services and Language Prerequisites for selected features:
Or
Installatien Progress Already installed: A
L] Python - Wind P Shell 3.0 or high
Complete [Java i+ Windows PowerShell 3.0 or higher

.. Microsoft Visual C++ 2017 Redistributable ¥

Disk Space Requirements

Full-Text and Semantic Extractions for Se:
[ PolyBase Query Service for External Data

[1Java cannector for HDFS data sources | (e C: 1423 ME required, 93067 MB available

[

< >

Select All Unselect All
Instance root directory: C\Program Files\Microsoft SOL Server',
Shared feature directory: C:\Program Files\Microsoft SOL Server\
Shared feature directory (x86): C:\Program Files (x86)\Microsoft SOL Server',

< Back Mext > Cancel

Figure A.1. — Microsoft SQL Server 2019 Express — Installation options
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» Here itis important to enable the option "Database Engine Services". This will install the SQL Server as a
Windows service.

» Click on "Next >" until the following window is displayed ("Instance Configuration").

T 50L Server 2019 Setup - m} x

Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Install Rules

Feature Selection (® Mamed instance: | GANTNER |

Feature Rules

Instance Configuration

S el e Instance ID: | GANTNER |
Database Engine Configuration

Feature Configuration Rules

Installation Progress SQL Server directory:  C\Program Files\Microsoft SQL Server\MS5QL15.SENT4EXPRESS
Complete R
Installed instances:
Instance Name Instance ID Features Edition Version
< Back Mext » Cancel

Figure A.2 — Microsoft SQL Server 2019 Express — Instance configuration

» GANTNER recommends that Matrix, and all GANTNER software products, has its own instance of SQL Server.
To do this, enter a name for the instance in the fields "Named instance" and "Instance ID" (e.g., "GANTNER").

» Click on "Next >" until the following window ("Database Engine Configuration") is displayed.

% SOL Server 2019 Setup — [m| *

Server Configuration

Specify the service accounts and collation configuration.

Install Rules Service Accounts  Collation

Feature Selection

Microsoft recommends that you use a separate account for each SOL Server service.
Feature Rules

Instance Configuration S i el Password Sharkin T
Server Configuration NT AUTHORITY\SYSTEM Automatic |
Database Engine Configuration 50L Server Browser NTAUTHORITYWLOCAL ... Automatic |~
Feature Configuration Rules

Installation Progress [] Grant Perform Volume Maintenance Task privilege to SOL Server Database Engine Service

Complete This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead

to information disclosure by allowing deleted content to be accessed.

Click here for details

Figure A.3 — Microsoft SQL Server 2019 Express — Server configuration
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Here, the user account, which is to run under the SQL Server, must be specified. If you have created a
dedicated user account, which is to run under the SQL Server, this can be specified here. Otherwise, the
account 'NT AUTHORITY \ SYSTEM" should be used. The “Startup Type” option must be set to "Automatic" to
ensure that the Windows services start automatically.

Click on "Next>" to go to the next "Database Engine Configuration" window.

%3 SQL Server 2019 Setup - m} x

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memery limits, and Filestream settings.

Install Rules Server Configuration  Data Directories TempDB  Memory User Instances  FILESTREAM
Feature Selection

Specify the authentication mode and administrators for the Database Engine.
Feature Rules

Instance Configuration Authentication Mode
Server Configuration

Database Engine Configuration

() Windows authentication mode

(®) Mixed Mode [SOL Server authentication and Windows authentication)
Feature Configuration Rules

Installation Progress Specify the password for the SQL Server system administrator (sa) account.

Complete Enter password: |uuu.uuuuuu |

Confirm password: |ssssessesseussasses |

Specify SQL Server administrators

BUILTINVADMINISTRATORS SOL Server administrators have
V-WINT-X64\Administrater (Administrator) unrestricted access to the Database
Engine.
Add Current User Add... Remove
< Back MNext > Cancel

Figure A.4 - Microsoft SQL Server 2019 Express — Database connection

» The identification method and the administrators of the SQL Servers must be defined here. Select "Mixed
Mode" and enter a password, which must then be used in Matrix for the user "sa". A strong password should be
used, i.e., at least 10 characters, capital letters, lowercase letters and numbers. Please refer to your IT
guidelines.

» Furthermore, Windows user accounts can be entered, which then have administrator rights on the server. This
can be done via the "Add Current User" and "Add" buttons.

» Finally, click onto "Next >" several times until the installation is complete.
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APPENDIX B: INSTALLATION OF MATRIX

When Matrix is being installed for the first time and there was no previous access software from GANTNER
Electronic GmbH installed in the system, perform the following steps for installation.

1.

www.gantner.com HB_Matrix--EN_71

Installation of GAT ACE
For new installations, it is recommended to use GAT ACE 3000 or GAT ACE 7000 (for the new Generation 7

door controllers). The installation of GAT ACE 3000 and GAT ACE 7000 is described in the corresponding user
manual.

Starting the installation of Matrix

Start the setup program "Setup.exe". The installation wizard checks the installed components. The following
components are required for Matrix:

- . NET 8.0 Windows Desktop Runtime

- Database (e.g., Microsoft SQL Server 2019 Express)

If these components are not installed yet, the following window opens where a corresponding message is
shown. The .NET 8.0 Windows Desktop Runtime is included in the Matrix installation package.

Click on the "Continue" button in the window that shows the necessary components, and the installation wizard
will guide you through the installation.

i+ Additional software installation x

Itis highly recommended to install the following software. Please select the one you want to
install and press 'Continue’. If you press 'Continue' without selecting any additional software
the current installation will continue normally.

The software already marked is mandatory and cannot be deselected.

Product Name Description
B Microsoft® MET 8.0 Windows ... Microsoft® ASP.NET Core 8.0 Runtime {v8.0.10) - Windows Hosting Bundle is required tor...

Continue > Cancel

Figure B.1. — Installation wizard

In addition, the required versions of other GANTNER software products are also displayed. Update to the
required versions if you have installed this software.
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ﬁl Systeminformations

Make sure that you have at least the following versions:

GAT Licence Server version 1.1.1
GAT ACE 3000 version 3.1.11
GAT ACE 7000 version 2.1.0

3. Installation of Matrix
After all components necessary for Matrix are installed, the following window is shown informing that Matrix can
be installed.

Tl Matrix Setup - ¥ ]

Welcome to the Matrix Setup Wizard

Please wait while the Setup Wizard prepares to guide you
through the installation.

gantner /\

Back Next Cancel

Figure B.2 — Matrix Installation Assistant — Step 1

Click on "Next". An information window is shown, which explains the collection of usage statistics. This data is
anonymized, which means no user data is stored. The data helps us to improve Matrix. If you do not wish to
record this data, you can deselect this option in the general settings (see “4.7. General settings”). Mark the field
“I have read and understood the terms of use” and click on "Next".

298 HB_Matrix--EN_71 www.gantner.com



Matrix

Gantner

Appendix B: Installation of Matrix

"8 Sharing Usage Statistics b4

Collecting Usage Statistics

Please read the following information carefully

Usage statistics

We are constantly striving to improve our products. Therefore, it is very
helpful to know how and which functions are used. We assure you that

your privacy is protected. For more information, see the Privacy Policy.

You can always deactivate the sending of data in the application options
under "General / Collect usage statistics".

Privacy Policy for Matrix

The collected data can be stored and processed by us or by a service

e [ [N U S (MU SO

| B 1 have read and understood the terms of use.

Figure B.3 — Matrix Installation Assistant — Usage statistic and privacy policy

The license information is displayed. Please read this information and mark the field "l accept the terms in the
License Agreement" if you want to proceed with the installation. Click on "Next". Now you can select the type of
installation.

‘ Tl Matrix Setup - *

Choose Satup Type
Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete
All program features will be installed. Requires the most disk space.

Back Mext Cancel

Figure B.4 — Matrix Installation Assistant — choose setup type

With "Typical", only Matrix will be installed. With "Complete", Matrix and the person import module will be
installed. With "Custom", an additional window is displayed where you can select the options to be installed, i.e.,
if a module shall be installed with Matrix, or only installed later when required, or not installed at all.
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"l Matrix Setup — p4

Custom Setup

i

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

Matrix Web Service
TeamViewer QuickSupport
Matrix - Person Import Service

i This feature reguires 342MB on
your hard drive.

Location: C:'\Program Files (x86)\GAT\GAT Matrix Browse. .

Reset Disk sage Back Cancel

Figure B.5 — Matrix Installation Assistant — select components to be installed

In the example shown above, the components “Matrix - Person Import Service" and "Matrix Web Service" will
not be installed, and the other components will be installed.

Install "Matrix Web Service" only on the server or the single computer where the central Matrix installation is
located!

No installation is required on the other workstations where Matrix Web will be used. The centrally installed
Matrix Web Service can be accessed via a web browser.

i @

NOTES:

- The TeamViewer Software allows you to grant the GANTNER Support Team or your sales partner remote
access to your PC. This enables fast and easy support in case of technical problems. The access can be
controlled and denied any time. If you do not need this software, or if the software is not allowed to be
installed on the PC, you can select to not install TeamViewer.

- The "Matrix - Person Import Service" can be used to import persons and bookings from external sources
(e.g., personnel database and booking log files) into Matrix at regular intervals, e.g., to automatically
transfer new employees to the Matrix authorization management and update the bookings list.

- The "Matrix Synchronizer" must be installed and used if you run two or more Matrix workstations in parallel.
This is used to control and check the operation between these workstations.

- The "ProAccess Space Synchronizer" is only needed if the SALTO ProAccess SPACE software is used
and the authorizations for the SALTO door locks are edited within Matrix.

Click on "Next" and then on "Install" in the displayed "Ready to install Matrix" window. This will start the
installation of Matrix.
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4. Shortcut of Matrix
After installation, a shortcut to Matrix is shown on the Windows® desktop. You can start Matrix via this shortcut.

5. Antivirus software and firewall settings
When antivirus software is installed, or will be installed in the future, on a computer where Matrix and GAT ACE
are operating, the GAT installation directory (e.g., "C:\Program Files (x86)\GAT") must be excluded from all
scans.

Depending on the type of antivirus software, the programs "GAT.GATMS.MatrixModule.exe", "GAT.ACE.exe",
"GAT ACE 3000 Service.exe", and "GAT ACE 7000 Service.exe" must also be excluded from live antivirus
scans.

Also note the necessary antivirus settings required for the SQL Server (see the Microsoft specifications at
https://technet.microsoft.com/en-en/library/ms144228.aspx). Antivirus software must not be permitted to scan
the folder that contains the database, and there must be no backups of this folder made.

Furthermore, it should be noted that when installed on multiple PCs/servers the applicable ports used for
communication between Matrix and GAT ACE must not be blocked by a firewall (see “4.4 Settings of the
network services (clients)”). In addition, the database port must be enabled. By default, this is SQL port 1433,
however, a different SQL database port may be configured for individual customers - please contact the
respective IT department.

6. First start of Matrix
When starting Matrix for the first time, further settings for the database connection, GAT Manager Client, and
Matrix Client, as well as for the license server (Matrix Web Service) must be defined. These settings are
described in the chapter "4 FIRST STARTUP OF MATRIX". The information is described briefly in the following
steps.

7. Database
Select "SQL Server" for the Authentication Method. IN the field "Server Location" enter the location where the
database server is located followed by the instance name of the database (in case of the local PC this is for
example "127.0.0.1\ GANTNER"). After that click onto "Create Database" and enter a designation for the
database (“GATMATRIX” in the following example). When creating the database information please note:
- Name of database
- User of database
- Password of database
If an additional workplace is being installed (Matrix Client), this data will be required and not the user "sa"!
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® @ 3 @ & B & |

General Global Database Netwark Person Optional Fields Licence

Database Type |MsSql2z005 -
Server Location |localhost\SQLEXPRESS

Authentication |Windows v

Database Name |GATMATRIX v | Create Database

& Database connection successful,

The database was never backed up! Database Restore Database Backup

Shrink Database

OK Cancel

Figure B.6 — Database settings for Matrix

8. Base license
You must enter the base license for your Matrix installation within 14 days after installation, or else Matrix cannot
be used anymore. The license is entered as described in chapter "10 LICENSE MANAGEMENT". After input of
the license Matrix and the clients must be restarted.
Change the setting to "Store license on the license server". This guarantees that all Matrix clients will always
have the same license data and must only be registered once.

9. Activation
Matrix must be activated within 14 days after input of the base license. For this please send the following data
via email to our GANTNER Sales department:
- Base license
- Hardware-ID
- Customer data
You will receive the activation code, which allows to activate Matrix.

10. Additional users
If another user is working on the server with Matrix, this user must have read and write permissions for the user
directory. Furthermore, on Windows 8 or higher the user must also have read and write permissions for the
"ProgramData" folder. For the new user, the noted SQL settings must also be entered again.

11. Matrix clients
The Matrix Clients must have read and write permission for the folder "C:\ProgramData\GAT\".

12. Persons and door groups

Please make door groups in Matrix and import the doors from GAT ACE. Then also make the groups for the
persons and insert the persons.

13. Uploading doors
After all data and persons are uploaded to Matrix, the doors can now be uploaded in GAT ACE.

NOTE! The device memories must be initialized completely when uploading!
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APPENDIX C: SALTO PROACCESS SPACE
INTEGRATION

Matrix can be used together with the SALTO ProAccess SPACE software solution. The SALTO access locks, doors,

and data carriers of the SALTO system are configured in ProAccess SPACE. The SALTO components can be

imported into Matrix to manage GANTNER and SALTO door authorizations in a common interface.
Follow these instructions to configure the collaboration between Matrix and ProAccess SPACE.

1

Some instructions are optional and only required if the functions are to be used. All instructions for a standard

installation are described here.

Installation and configuration of SALTO ProAccess SPACE

Follow the SALTO ProAccess SPACE software instructions to configure your system. ProAccess SPACE can

be downloaded from the following link: https://softwarearea.saltosystems.com

Install local 10 bridge
Also install the local IO bridge to be able to use the SALTO NCoder with Matrix.

Settings in ProAccess SPACE
In ProAccess SPACE, the following settings have to be considered:

» Under menu "System" > "General options" > tab "Users", define the display of person names and also

configure this display to the same format in Matrix (see "4.10 Settings for person display"). It is important

that the "Ext ID" number of the persons is included here (see "5.6.2. Settings for persons in ProAccess

SPACE").

b3l SALTO Space

Access points v Cardholders v Keys v+  Monitoring +  Hotel v Tools +  System ~

System auditor

£+ General options Viis isory
Operators
Operators BAS Notifications Locations / Functions Operator groups Alarm events Advanced
General Devices Hotel Security Partitions SHIP Elevators
o oo v Ohous o
[ Enable auditor in the key by default
Deskiop reader
[ Disable low battery warning on locks for user keys SALTO Network
Openings are included in the key's auditor Calendars
[ Discarded openings are also included in the key's auditor Time Zones
Include last reject information on keys General options

SAM & Issuing options
Third party readers

[ Hide ROM code for automatic key assignment

User ID configuration

D Aitendance configuration
PMS Authorizations

($TITLE) (SFIRSTNAME) (SLASTNAME) (SEXTID)

System resources

» Under menu "System" > "General options" > tab "Users" in the "Automatic Key Assignment" section,
specify which data carrier number is to be used for automatic data carrier assignment (see "5.6.3
Authorizing and configuring data carriers for persons").
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B siro space

Access points +  Cardholders +  Keys ~+  Monitoring +  Hotel +  Tools +

Gantner

admin L | m

System ~

£* General options

Operators BAS Nofifications Locations / Functions Visitors PMS Alarm events Advanced

General Devices Hotel Security Access points Users SHIP Hlevators

— ~
[ Automatic key assignment enabled
Type of for key
@ SALTO user
Mode Od# @#2
© SHIP cardholder

# CARD SERIAL NUMBER

Key UID format

7-byle ROM Code (SALTO Formal) v

» Under menu "System" > "General Options" > tab "SHIP", enable the SHIP server and define the port and
the communication settings. For the IP address, enter the server on which GAT ACE 7000 is running or

leave the address as 0.0.0.0.

B SALTO Space

Cardholders + Hotel v Tools

Keys v Monitoring v

Access points v

£+ General options

Operators BAS Notifications Locations / Functions

General Devices Hotel Security

[ Enable

[ Limit communications to one server
IP address

Transport Protocol
osP

TCP/IP port

@HTIPS)
Authentication
Custom v

Key

System «

System auditor

Visits history

Operators

Alam events Advanced

Operator groups
Partitions

PPD

Desktop reader

SALTO Network

SHIP Hevators

Calendars

Time zones

General options

SAM & Issuing options
Third party readers

Attendance configuration

PMS Authorizations

System resources

» In ProAccess SPACE, create the doors and other hardware components, e.g., the NCoder.

» Additional settings and requirements are necessary for the SVN function. SVN (Salto Virtual Network) is
comparable to the CardNET function from GANTNER, which is used for offline doors/locks and in which
the authorization data for the doors/locks is stored on the user data carriers. With the GANTNER SVN
implementation, the SVN data can also be edited and written at GANTNER readers. To use this function,

the following additional settings must be made:
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- For GANTNER SVN it is necessary to use MIFARE DESFire data carriers, which are coded with the
GANTNER SVN segment.

- The data carriers (coding with GANTNER SVN segment) can be prepared using the G7 Coding App (see
documentation of this app).

- In ProAccess SPACE, the format "Gantner" has to be selected via the setting "System" -> "SAM and
Issuing Data" -> "DESFire". The options 020 and 029 are then no longer necessary (see "10.5. Licensing
for SALTO doors").

Access points v Cardholders v Keys v Monitoring v Hotel v Tools v+  System v

System auditor
o SAM & Issuing options Viis history
= Operators
ACTIVE KEYS SAM & Issuing Data In-memory code Operator groups
Mifare Classic Va Partitions
Miare Plus Z DESFire Ll

Desktop reader
SAM Data SALTO Network
Legic Prime Va TEEE— Calendars

. Format ‘ Gantner V‘

Legic Advant V4 e Time zones
— / General options

sAM & suingoptions ]|
HID SE0S V -

Key Third party readers

Utralight C

Attendance configuration

- On this settings page when selecting GANTNER format then also the key (field "Key") must be entered.
This key is the "FID Read Key", which is provided by GANTNER for the system.

- In the same menu on the sub-page "In-memory code" the following settings must be made:

of SAM & Issuing Daten

a

SAM & Issuing Daten
AKTIVE SCHLOSSEL

Miare Classic 7 In-Memory-Code abrufen

Daten DESFire-File Giiltige Daten
Legic Prime Vs AD Tvp
Legic Advant 7 DF8405 DECIMAL v
HID ICLASS 7 Dateinummer Von Bis
HID SE0S Va 47 18 .| Bytes 25 - | Bytes
Ultralight C Kommunikationseinstellungen fiir Datei O Little-Endian
ICode Wie von Medium iibermitteft v ® Big-Endian
Tag it Schliisselnummer ~ Schliisseltyp  Schliisselwert

o OEDES  [—

Flex space - _

® AES

- The values for AID (DF8405) and file number (4) must be entered like shown in the picture.

- In the area "Valid data" you must enter the values like shown here:
- "Type" = DECIMAL
- "From" ... "To" = 18 bytes ... 25 bytes
- Select "Big-Endian"

- SVN data are always coded for each site separately. For this, a dongle encoder is required. Which
encoder shall perform the coding can be set by activating the setting "Enable dongle mode" for the
corresponding encoder (in ProAccess SPACE -> "System" -> "SALTO Network" -> "ENCODER"). If
many SVN data updates are completed at the same time, several dongle encoders can be used in
parallel to improve the system performance.
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El SVN Encoding Station1

© UNKNOWN STATUS MONITORING

Name Description IP address

SVN Encoding Station1| for SVN encoding 100.10 .10 . 11
Partition

General v

O Run update reader
[ Enable beeper

Enable dongle mode

- In the GAT DC 7200 controller settings, the SVN function must also be activated (similar to GAT ACE
7000), in order to enable the connected readers to read and write the SVN data. Refer to the GAT DC
7200 manual for information.

- The performance when updating the GANTNER SVN data at a reader can be improved if the SALTO
ProAccess Space Synchronizer is operating with a higher sync interval (e.g. 60 seconds).

1 @ Salto ProAccess onize = O
| Synchronizer Settings Source Type State Entity Error Retries ]
Afc Aflc Aflc Aflc Aflc Aflc = | =
| Use Synchronizer \
T T e T N R Y
Transport protocol HTTP v
TimePlan [0] |Update Pending TimezoneTable 0
Host localhost N
TimePlan [10... | Update Pending TimezoneTable 0
Port 8100 Person [2] InsertOrUpd... | Pending User 0
Authentication Basic M Person [2] InsertOrUpd... | Pending User 0
Username SaltoGAT Person [2] InsertOrUpd... | Pending User 0
Password ~  |¥FEE
I Sync. interval (sec) 60 o I
|
Save

4. Installation of SALTO ProAccess SPACE Synchronizer
This Windows service runs in the background and provides communication between Matrix and the ProAccess
SPACE software. You can select to install the service in the installation wizard during the installation of Matrix
or also afterwards with the "Change" function in the installation wizard.

15 GAT Matrix Setup - X

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

GAT Matrix
TeamViewer
GAT Matrix - Person Import Sery

GAT Matriz ch

ProAccess Space Synchronizer I This feature requires 347MB on
your hard drive.

< >

Location: C:'Program Files (x86)\GAT\GAT Matrix\, F-rez

Reset Disk Usage Back Cancel

Figure - Matrix Installation Wizard - ProAccess SPACE Synchronizer
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5. Activate SALTO ProAccess SPACE Synchronizer
The use of SALTO ProAccess SPACE must be activated. Only then are all functions available for SALTO
ProAccess SPACE.

» To do this, open the "ProAccess Space Synchronization" menu item in the "Settings" menu. The following
window is displayed.

1 Salto ProAccess Space Synchronizer — m} X
Synchronizer Settings Source Type State Entity Error
afJe o[l W[ Wfle W[ == |-
Use Synchronizer _
T N T P TS
Transport protocol HTTP - =
Person [10] InsertOrlpdate | Pending User
Host v-wegr-win 10
Person [11] InsertOrlpdate | Pending User
Port 8100
ar b Person [12] InsertOrlpdate | Pending User
Authentication Custom M Person [13] InsertOrlpdate | Pending User
Ship Key GAT Person [14] InsertOrUpdate | Pending User
Sync. interval {sec) 60 o Person [15] InsertOrUpdate | Pending User
Person [19] InsertOrUpdate | Pending User
Save
Person [20] Delats Pending Uger
Actions Person [21] InsertOrlpdate | Pending Uger
Person [27] InsertOrlpdate | Pending Uger
T Person [23] InsertOrlpdate | Pending Uger
Delete ship actions Person [24] InsertOrUpdate | Pending User
Get audit trail Person [25] InsertOrUpdate | Pending User
Import doors and locations Person [1040] | InsertOrUpdate | Pending Usger
Person [1041] | InsertOrUpdate | Pending Usger
Person Update Person [1043] | InsertOrUpdate | Pending User
You can use this function to prepare the existing persons for use Person [1044] | InsertOrUpdate | Pending User
with Salto Space. Person [1045] | InsertOrUpdate | Pending User
Updste data carriers Yes H Barenn TAGET | Toearbnt indate | Dandine Hear

» Enable the "Use Synchronizer" option and configure the connection settings that you also used in SALTO
ProAccess SPACE.

- Transport protocol: Select the transmission protocol here (default = http).

- Host: Enter here the computer name or IP address of the computer on which the
SALTO ProAccess SPACE software is installed.

- Port: Port number for communication with the Synchronizer. Default = 8100.

- Authentication: Here you can select the type of login to SALTO ProAccess SPACE. Default is

"Custom". Depending on the selected authentication, enter the ship key or the
username and password.

- Sync. Interval (sec):  Here you can define the time interval for the periodical update of the Ship
commands.
Note: An average value is 5 seconds. If the SVN function is used, the value
should be set higher (approx. 30 to 60 seconds) in order not to restrict ProAccess
SPACE and to speed up SVN coding.

» Click on "Save".

6. Settings in Matrix for persons and data carriers for ProAccess SPACE
- Set the default values for the data carriers and persons of SALTO persons (see "4.10 Settings for person
display").
- Define the data carrier types for SALTO (see "5.6.4 Defining data carrier types").
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10.

- Update the existing persons in Matrix so that they can be used for SALTO ProAccess Space (see "5.6.6.
Automatically preparing existing persons for SALTO ProAccess SPACE" or "5.6.1 Defining personnel master
data").

Import doors and locations from ProAccess SPACE
Import the doors and locations (called "partitions" in ProAccess SPACE) into Matrix. See the instructions in "5.5
Importing doors and locations from SALTO ProAccess SPACE".

Update time plans for ProAccess SPACE
Convert the GANTNER plans (device and employee plans) for use with SALTO ProAccess Space (see "5.11
Defining personnel time plans" and "5.12 Defining door time plans").

Assign calendars to ProAccess SPACE
Assign the operating calendars to the locations ("partitions") that were imported from ProAccess SPACE (see
"6 CORPORATE CALENDAR AND LOCATIONS").

Test communication with GAT ProAccess SPACE Synchronizer
Load all data to ProAccess SPACE once to test the correct communication. To do this, select the "Transfer all"
function in the "ProAccess SPACE Synchronizer" window.

1 Salto ProAccess Space Synchronizer — m} X
Synchronizer Settings Source Type State Entity Error
afJe o[l W[ W W[ == |-
Use Synchronizer _
T R R T T
Transport protocol HTTP - =
Person [10] InsertOripdate | Pending User
Host v-wegr-winl0
Person [11] InsertOripdate | Pending User
Port 8100
ar - Person [12] InsertOrlpdate | Pending User
Authentication Custom M Person [13] InsertOrlpdate | Pending User
Ship Key GAT Person [14] InsertOrUpdate | Pending User
Sync, interval {sec) 60 o Person [15] InsertOrlpdate | Pending User
Person [19] InsertOrlpdate | Pending User
Save
Person [20] Delete Pending Uzer
Actions Person [21] InsertOrlpdate | Pending Uzer
Person [27] InsertOrlpdate | Pending Uzer
I il I Person [23] InsertOrUpdate | Pending Uzer
Delete ship actions Person [24] InsertOrUpdate | Pending User
Get audit trai Person [25] InsertOrlpdate | Pending User
Import doors and locations Person [1040] | InsertOrUpdate | Pending User
Person [1041]  InsertOrUpdate | Pending User
Person Update Person [1043] | InsertOrUpdate | Pending User
You can use this function to prepare the existing persons for use Person [1044] | InsertOrlpdate | Pending User
with Salto Space. Person [1045] | InsertOrUpdate | Pending User
Update data carriers Yes H Barenn TAAGET | Teeartl indate | Dandine Hoar

If the option at the bottom right near "Refresh" is activated, it is possible to observe how the individual
commands in the list are processed. The list must become empty after a few seconds, depending on the size of
the system. This ensures that the data transfer between Matrix and ProAccess SPACE is configured correctly
and that the changes in Matrix have an effect on the SALTO doors.
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APPENDIX D: FORMATS AND FILE
SPECIFICATIONS

Person import — CSV import file format
There is the possibility to import personnel data from a text file into Matrix (see “11. PERSONS IMPORT
SERVICE”). This is a useful function, for example, to easily import personnel data from another application.

The following format settings are required for the import file:

- File format: .csv

- The import file must be saved with UTF-8 format so that special characters are correctly displayed.

- Columns must be separated by delimiter symbols. For these symbols different characters like semicolons,
commas or tabulators can be used. It is further possible to use a user specified character as delimiter. In this case
this sign must be input in the person import of Matrix.

- Each line must be closed with a CR/LF (0x0D/0x0A) sign (i.e., single data sets).

Import file structure

Field Places | Characters Mandatory field
Data carrier 1 11/X® | 0-9 Yes/No(")

Data carrier 2 11/X® | 0-9 No

First name 100 Text No
GATAccessDate X Date in German format (DD.MM.YYYY) No®@
GATAccessTime X Time in German format (HH.MM) No®@
GATAccessTimeFlag 1 0-2 No

0 ... GATAccessTime is not used
1 ... GATAccessTime used for the "Valid from" time
2 ... GATAccessTime used for the "Valid to" time

ImportReference 255 | Text Yes/ No(
Last name 100 Text Yes
Person ID 8 0-9 Yes/ Not"
Person group X 0-2,1 Billion Yes

PIN Code 8 0-9 No

Title 255 Text No

Valid from X Date and time for start of validity period for a person. Format No

depends on the configured format (see "5.7 Import persons").
Example: Format "en-US" -> "20/12/2015 8:10 PM"
Valid until X Date and time for end of validity period for a person. Format No

depends on the configured format (see "5.7 Import persons").
Example: Format "en-US" -> "20/12/2015 8:10 PM"

Data carrier type 1 X® | 0-255 Yes/No®)
Data carrier type 2 X® | 0-255 Yes/Not®)
E-Mail 255 The person’s email address. The string must be a valid email No
address.
Phone number 255 The person’s phone number. The phone number begins with "+" No
and must be a valid number, e.g. "+43555233944".
Gender 1 Information about the person’s gender. The following four values No
are possible:

0: no information given

1: male
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2: female

3: diverse

If the field is empty, or another value is given, "0" (no information
given) will be used automatically.

Optional field® XA | x4 No
Optional field® XA | x4 No

(1) Depending on the criteria that is used for import.

(2) Mandatory field if GATAccessTimeFlag is set to 1 or 2.

(3) Only if data carrier is specified and the default type is not used.

4) Different data and data types are possible, depending on the defined optional fields in the personnel data (see "4.11. Optional
fields for personnel data")

(5) If the data carrier type is used as default type for GAT ACE 3000, only 11 digits are possible for the data carrier number. But
when used for GAT ACE 7000 the data carrier number can be longer.

6) Import ID of the desired data carrier types (see "5.6.4. Defining data carrier types").

Table Appendix D.1 - Structure of the CSV person import file

NOTE! For GAT ACE 3000 systems, the personnel number must be unique when performing anti-pass-back
checks or when using fingerprints for identification verification.

NOTE! For GAT ACE 3000 systems, a person may only use one data carrier when an anti-pass-back check is to
be made.

Person import — SAP CC1 import file format
It is also possible to import persons into Matrix directly from a file in SAP CC1 format (see “5.7.2 Importing via
SAP”).

The following formatting is required for the import file:

- File format: SAP CC1 format with fixed field lengths and without separators, as specified in the following table.
- Characters in UTF-8 format.

- The lines must be terminated with CR/LF.

Import file structure

Field Name Type Length Text

ZAUSW* NUMC 8 Time identification number

BEGDA* DATS 8 Start of validity period of the mini master record
ENDDA* DATS 8 End of validity period of the mini master record
ZAUVE* CHAR 1 Identification version

PERNR NUMC 8 Personnel number

ENAME CHAR 40 Employee’s name (edited)

SNAME CHAR 40 Employee’s name (can be sorted)

INFO1 CHAR 8 Variable information field

INFO2 CHAR 8 Variable information field

INFO3 CHAR 8 Variable information field

INFO4 CHAR 8 Variable information field

INFO5 CHAR 8 Variable information field

INFO6 CHAR 8 Variable information field
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INFO7 CHAR 8 Variable information field

INFO8 CHAR 8 Variable information field

INFO9 CHAR 8 Variable information field

INFOA CHAR 8 Variable information field

IMAIL CHAR 1 Mail indicator of the time evaluation error
MOABW NUMC 2 Absence/attendance group

MOLGA NUMC 2 Country group

BDEGR CHAR 3 Subsystem link group

ZEITY CHAR 1 Work schedule group

ZDGBE CHAR 1 Authorization for business trips

ZANBE CHAR 2 Entry check group

ZPINC CHAR 4 Personal code

ZMAIL CHAR 1 Mail characteristic from time record. info type

* Key field of the table

Table Appendix D.2 - Structure of the SAP person import file (SAP CC1 file)

Calendar import — special day import file format

There is the possibility to import the special day definitions from a text file into the “Calendar” of Matrix (see “6
CORPORATE CALENDAR AND LOCATIONS”).

The following formatting is required for the import file:

Separator

- Fields: comma or semicolon

- Data sets: CR/LF

Encoding

- ANSI / Windows Default

File name

- Freely definable but unique for each operating calendar

- Data sets of other operating calendars can also be in one file, but only those that match the current operating
calendar are used for the import. Thus, a customer can, for example, export all days into a single file and then
only have to copy this for each operating calendar

Header

- Fixed names (at least the first three characters must match exactly)

- Free sequence

- Mandatory in line 1

Records

- All fields mandatory

Import file structure

Field Description

OrganizationTimePlanld The ID of the operating calendar to which the day should be imported (will be displayed in the
import configuration dialog)

Date The date of the special day in the format dd.MM.yyyy. Days in the past are ignored.

From The time from which the special day should apply in the format HH:mm
Only relevant for OperationMode Online (1) - otherwise Default 00:00

Until The time up to which the special day should apply in the format HH:mm
Only relevant for OperationMode Online (1) - otherwise Default 23:59

Description The name of the special day. Max. length = 255 characters
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SpecialDay The index or the internal name of the special day:

- 0 or SpecialDay1 = special day 1

- 1 or SpecialDay2 = special day 2, etc.

OperationMode The index or internal name of the door operation mode to which the special day is to apply:
- 0 or All = all doors

- 1 or Online = online doors

- 2 or OfflineWinet = offline or WiNET doors

Table Appendix D.3 - Structure of the special day import file

Example:
OrganizationTimePlanld;Date;From;Until;Description;SpecialDay;OperationMode
1;07.11.2019;00:00;23:59;Event morning;0;0

1;07.11.2019;13:00;16:50;Event afternoon;0;1

1;07.11.2019;00:00;23:59;Event offline doors;1;2
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APPENDIX E: DATABASE BACKUP

The Matrix database can be backed up by the user in the database configuration (see "4.1. Database settings"). It is
also possible to save the backup on a network drive. Certain settings, which are described on the following pages,
must be made to achieve this.

NOTE! The "Restore Model" of the Matrix database is set to "Simple" by default when the database is created by

Matrix. To select the optimum restore model, you should consider the restoration goals and requirements for the
database as well as if you want to use log backups.

NOTE! The following instructions only apply when the SQL server is started as network service in the Windows
services and not when the SQL service is started as user or system.

1. Create a new directory, for example with the name "SQLBackup".

2. Open the settings window of the folder by pressing onto the directory with the right mouse button and selecting
"Properties" from the pop-up menu.

w

In the opened window, go to the second "Sharing" tab and click on the "Advanced Sharing..." button.

N

. Select the "Share this folder" option.

r B
Advanced Sharing — p— @

[] Share this folder
Settings

Share name:

SQLBackup
Limit the number of simultaneous users to: 20 B
Comments:
Permissions ] I Caching ]

[ OK ] [ Cancel ] [ Apply ]

Figure E.1 - Sellback Properties - Advanced Sharing

5. Click the button "Permissions". The window "Permissions for SQLBackup" is opened.
f | . Permissions for SQLBackup @1

Share Pemmissions |
Group or user names:
R o
Pemissions for Everyone Allow Deny
Full Control 7] a
Change ] [
Read @ [
Leam about access control and permissions

Caos

€ y

Figure E.2 - SQLBackup Permissions
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6. Here the entry "Everyone" must selected in the top field "Groups or usernames" and in the bottom field
"Permissions for Everyone" the option "Allow" must be marked for each entry.

7. Next click onto "Add..." and the window "Select User or Groups" is opened.

r B
Select Users or Groups M
Select this object type:

Users, Groups, or Buittin security principals Object Types...

From this location:

MATRIX-SERVER Locations...

Enter the object names to select (examples):
SYSTEM Check Names

o) )

Figure E.3 - SQLBackup Permissions - User Groups

8. In the bottom input field enter "SYSTEM" (depending on the system also "network" or "net" may be possible, but
"NETWORK SERVICE" should not be used) and then click on "Check Names". Another window is opened
where the matching names are displayed. Select "SYSTEM" and confirm twice.

9. Now on the register card "Share rights" another entry "SYSTEM" is shown. This entry also requires all rights to
be set to "Allow" in the lower field.

| . Permissions for SQLBackup n &

Share Pemissions

GFOUD Oor user names:

2, Everyone
£2 SYSTEM

Pemissions for SYSTEM

Full Control
Change
Read

Leam about access control and pemissions

[ ok J[ cencel |[ sppty |

Figure E.4 - SQLBackup Permissions
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10. Press "Apply" and then "OK", in order to save the settings. The window "Properties of SQLBackup" is shown
again.

=

| . SQLBackup Properties

[ General I Sharing ‘ Security | Previous Versions I Customize [ Acronis Recovevyl\

Object name:  G:\SQLBackup

Group or user names:

82 Authenticated Users

82 SYSTEM

2, Administrators (MATRD(-SERVERNAdministrators)
3{ Users (MATRI(-SERVERNUsers)

To change pemissions, click Edit.

Pemissions for SYSTEM Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

Special permissions

For special pemissions or advanced settings, click Advanced.

Leam about access control and permissions

Figure E.5 - SQLBackup Permissions - Security Settings

11. On the "Security" tab, click on the "Edit..." button below the "Group and usernames:" field. The "Security"
window opens.

12. With the button "Add..." in this window please add the users "Everyone" and "SYSTEM" in the same way as
described in step 7.

13. Next, all rights must be set to "Allow" for all users as described in step 9.

, Permissions for SQLBackup

Security

Object name:  G:\SQLBackup

GI’DUD Or user names:

82 Authenticated Users

82 SYSTEM

82, Administrators (MATRD(-SERVERNAdministrators)
82 Users (MATRI(-SERVER\Users)

1 Add... ] I Remove ]

Pemissions for SYSTEM Allow Deny
Full control ][R =
Modfy (i
Read & execute B |7
List folder contents B
Read [/

Leam about access control and pemissions
Lok ][ Cancel ][ ey

Figure E.6 - SQLBackup Permissions - Security Settings
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14. After confirmation with "OK" and closing the properties window the shared directory "SQLBackup" can be
accessed and data be written to the directory by the SQL Server Express, if it is started as network service.

15. In Matrix it is now possible to edit the path of the shared directory when selecting "Database Backup" (see "4.1.
Database settings"). The path must be entered with a "\" sign at the end.
Example: \PC-name\SQLBackup\
PC-name is the network name of the PC where the shared directory is located.

16. For a final check open the service window of Windows ("Windows" key + "R" button -> enter "Services" and

press "OK").
:ﬂ Services T v » !
|| Eile Action View Help l
e @2 o= HE > an» .
4 Services (Local) Locah |
Security Center Name Description Status Startup Type  LogOn As A
. # 5 Roxio Hard Drive ... Automatic Local Syste...
Start the service i RoxMediaDB10  Roxio RoxMediaDB10 Service Manual Local Syste...
4 RPC Endpoint Ma... Resolves RPC interfaces identifie... Started Automatic Network S...
Description: 4 SeaPort Enables the detection, download... Started Automatic Local Syste...
The WSCSVC (Windows Security 4, Secondary Logon  Enables starting processes under... Manual Local Syste...

Center) service monitors and =
reports security health settings on : B X i .
the computer. The health settings £ Security Accounts...  The startup of this service signal...  Started  Automatic

£, Secure Socket Tun... Provides support for the Secure ... Manual Local Service

include firewall (on/off), antivirus £+ Provides storage, processing ... Started Automatisch Local System ’

g::’/::z ::: :; :::3 "‘,",‘i‘;;PoY;"e e Supports file, print, and named-... Stated  Automatic 0 (847

Update (sutomatic aily /manually L i Shell Hardware De... Provides notifications for AutoPl... Started  Automatic Local Syste...

download and install updates) 4 Smart Card Manages access to smart cards r.. Manual Local Service ‘g‘

User Account Control (on/off), £ Smart Card Remo... Allows the system to be configu... Manual Local Syste... L

and !n'(emetdsee;t/ing's 5 SNMP Trap Receives trap messages generate... Manual Local Service

f::o: nT:n':i ed). '.}: e senvice 5 SoftThinks Agent ... SoftThinks Agent Service Started  Automatic Local Syste...

provides COM APIs for £, Software Protection Enables the d. load, i llati Automatic (D... Network S...

independent sof dors to £ Sound Blaster X-Fi... Provides licensing services for S... Manual Local Syste...

:ﬁ:?:::::é:iz{;?;iﬁ:;:f . 4 SPP Notification S... Provides Software Licensing acti... Manual Local Service =
Extended A Standard /

Figure E.7 - Windows Services - Settings

17.1In the "Log On As" column for "SQL Server (SQLEXPRESS)", the user who is running SQL Server Express is
shown. If another user is entered here instead of network service, you also need to assign the corresponding
rights for the shared directory for this user as described in step 7 (e.g., for "Local System" this would be the user
"SYSTEM"). Please note that to run SQL Server Express with the user "Network Service" is not recommended.
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The following ports are required for communication between Matrix and the applications listed below.

NOTE! These ports must not be blocked by a firewall or similar application.

GAT License Server
Matrix Synchronizer
GAT Mobile Access

Relaxx

GAT ACE 3000

GAT ACE 7000

8232
8233
8234
8237

8301

8701

Application Standard Port Description
SQL Server 1433 (for standard | To store Matrix data
SQL installations)
SALTO ProAccess SPACE | 8100 For communication with the SALTO ProAccess SPACE

software (if used).

To store licenses in a central place

To distribute notifications between multiple Matrix clients
Handles communication with mobile devices (Android/iPhone)
Communication with Relaxx software from GANTNER for the
control of a locker locking system

To upload authorizations and download bookings and states
to/from controllers

To upload authorizations and download bookings and states

to/from controllers

Note:

This manual is valid as of November 24™, 2025. It is subject to change.
Amendments and changes can be made without prior notice at any time.
This manual is valid for version 7.1.0 of Matrix.
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